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Zusammenfassung 
Wie sollen Rechtssysteme auf Regeln reagieren, die Provider von Netzgemeinschaften 

wie Facebook oder World of Warcraft Nutzenden auferlegen? Das positive Recht gibt 

hierauf keine verlässliche Antwort. Erst ein Verständnis der Legitimität der Regeln 

ermöglicht ein Austarieren des Verhältnisses zwischen den Regelwerken von 

Netzgemeinschaften und Rechtssystemen. Nach Literaturstimmen sollen die Regeln 

durch außerrechtliche Mechanismen (z.B. direktdemokratische Verfahren), eine 

gerichtliche Kontrolle nach verfassungsrechtlichen Kriterien oder Zivilverfassungen 

legitimiert werden. Es ist aber zweifelhaft, ob Netzgemeinschaften legitime 

außerrechtliche Mechanismen schaffen können, ob sie wie Staaten behandelt werden 

sollten und ob Zivilverfassungen entstehen werden. Die Arbeit schlägt ein alternatives 

Modell vor: Im deutschen Zivilrecht zeichnet sich ein Legitimitätsmodell für private 

Regeln ab, das auf Regeln von Netzgemeinschaften anwendbar ist und als transnationale 

Schablone dienen kann. Danach werden die Regeln durch die Zustimmung und das Wohl 

der Nutzenden legitimiert. Letzteres gewährleistet ein Ausbeutungsschutz der Nutzenden 

in Form einer gerichtlichen Kontrolle. Die Anwendung des Modells führt zu folgenden 

Erkenntnissen: 1. Geschriebene Regeln sind schwach durch Zustimmung legitimiert. Eine 

gerichtliche Kontrolle nach vertragsrechtlichen Kriterien (bei Regelungen des 

Austauschverhältnisses zwischen Providern und Nutzenden) oder grundrechtlichen 

Kriterien (bei Verhaltensregeln) verleiht ihnen zusätzliche Legitimität. Die 

Kontrollintensität hängt von der Höhe des Ausbeutungsrisikos und der Existenz von 

legitimen außerrechtlichen Mechanismen ab. 2. Code-Regeln (z.B. Newsfeed-

Algorithmen) sind auch nur schwach durch Zustimmung legitimiert. Gerichtliche 

Kontrollmöglichkeiten, die sie gegenüber Nutzenden legitimieren, müssen noch 

geschaffen werden. 3. Geschriebene und Code-Regeln sind illegitim gegenüber 

Nichtnutzenden, weil sie nicht auf deren Zustimmung beruhen.   

 
 



Abstract 
How should legal systems respond to rules that virtual community providers such as 

Facebook or World of Warcraft impose on users? To answer this question, we must 

look beyond black letter law. Only an understanding of the legitimacy of these rules 

allows us to balance out their relationship with legal systems. Current scholarship 

theorizes their legitimacy as follows: Non-legal mechanisms (e.g. direct voting 

systems), judicial review according to constitutional principles, or digital civil 

constitutions may legitimize the rules. Yet, three points remain doubtful: whether virtual 

communities can develop legitimate self-governance mechanisms, whether they should 

be treated like states, and whether digital civil constitutions will effectively emerge. This 

work proposes an alternative legitimacy model: German private law reflects a 

legitimacy model for private rule-making applicable to rules of virtual communities 

which can serve as a transnational template. This model suggests that the rules can 

derive legitimacy from two sources: user consent and the common good of users, the 

latter ensured by judicial review protecting users against exploitation. This leads to the 

following key findings: 1. Written rules of virtual communities are weakly legitimized 

by user consent but derive additional legitimacy from judicial review. Contract law 

standard applies to rules that govern the bilateral exchange relationship between 

providers and users. General rules of conduct for users are checked against fundamental 

rights. The required intensity of review depends on the risk of user exploitation and the 

presence of legitimate self-governance mechanisms. 2. Rules embedded in computer 

code (e.g. newsfeed algorithms) are poorly legitimized by user consent. Judicial review 

procedures legitimizing them towards users still need to be established. 3. Both written 

rules and rules embedded in computer code are not legitimate towards non-users since 

non-users have not consented to them.  
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Part I: Introduction 
The state has no monopoly on rule-making, especially not in virtual communities 

such as Facebook, Twitter or World of Warcraft. Private providers, not states, are 

the main ‘governors’1 of these digital spaces. They use both traditional and novel 

regulatory instruments to govern their subjects—the users. The rules of virtual 

communities are not only contained in written “regulating documents”2 such as 

terms of use, community standards and privacy policies. An important part of the 

rules is embodied in the technological architecture and in the design of virtual 

communities.3 As life moves online, these privately established rules have an 

ever-increasing impact on our daily lives. 

 However, while providers may compete with and even partially supersede 

the state when it comes to setting the rules for virtual communities,4 the state still 

claims to have a monopoly on deciding whether to legally recognize the rules.5 

For instance, The Twitter Rules include a provision which aims to protect the 

integrity of elections: “You may not use Twitter’s services for the purpose of ma-

nipulating or interfering in elections. This includes posting or sharing content that 

may suppress voter turnout or mislead people about when, where, or how to vote.”6 

                                                            
1  See K. Klonick, ‘The New Governors: The People, Rules, and Processes Governing 

Online Speech’, Harvard Law Review 131 (2017), 1598–670. Cf. also A. Chander, ‘Facebooki-
stan’, North Carolina Law Review 90 (2012), 1807-44, at 1817ff. (discussing if Facebook meets 
the Montevideo criteria for statehood); M. Zuckerberg quoted in D. Kirkpatrick, The Facebook 
Effect: The Inside Story of the Company That Is Connecting the World (New York: Simon and 
Schuster, 2010), 254 (“In a lot of ways Facebook is more like a government than a traditional 
company. We have this large community of people, and more than other technology companies 
we’re really setting policies.”). 

2  This term is taken from A. E. Jankowich, ‘EULaw: The Complex Web of Corporate 
Rule-Making in Virtual Worlds’, Tulane Journal of Technology and Intellectual Property 8 
(2006), 1–60, at 54. 

3  See L. Lessig, Code: Version 2, 2nd edn. (New York: Basic Books, 2006). 
4  Of course, virtual communities are no legal vacuums. The laws of the state apply online 

as well as offline. For instance, users within virtual communities must comply with criminal law 
provisions. German legislature passed the Act to Improve Enforcement of the Law in Social 
Networks, which aims to improve the enforcement of 22 provisions of the German Criminal 
Code in social networks. Cf. also M. C. Kettemann, The Normative Order of the Internet (Ox-
ford: Oxford University Press, 2020), 4 (arguing that cyberspace is no legal no-man’s-land). 

5  For the monopoly of states on deciding whether to legally recognize private rules see 
generally S. Magen, ‘Zur Legitimation privaten Rechts’ in C. Bumke and A. Röthel (eds.), Pri-
vates Recht (Tübingen: Mohr Siebeck, 2012), 229–46, at 229. 

6  Clause ‘Authenticity’ of The Twitter Rules. https://help.twitter.com/en/rules-and-poli-
cies/twitter-rules (13 February 2020). Archived at https://web.ar-
chive.org/web/20200213104950/https://help.twitter.com/en/rules-and-policies/twitter-rules. 

https://help.twitter.com/en/rules-and-policies/twitter-rules
https://help.twitter.com/en/rules-and-policies/twitter-rules
https://web.archive.org/web/20200213104950/https:/help.twitter.com/en/rules-and-policies/twitter-rules
https://web.archive.org/web/20200213104950/https:/help.twitter.com/en/rules-and-policies/twitter-rules
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If Twitter deletes user content on the basis of this provision and the affected user 

challenges Twitter’s decision before a court, the court must decide whether to rec-

ognize the rule. 

To determine how the state should exercise this monopoly is the central con-

cern of this project. Our research question is: How should the official legal system 

respond to rules of virtual communities? Should it ignore, prohibit, enforce or 

codify them?7  

We will examine this question from the perspective of the German legal or-

der.8 When we refer to the German legal order throughout this work, we do not 

necessarily mean German positive law, though. This analysis proceeds on the 

premise that we will not necessarily be able to provide a satisfactory answer to 

our research question if we merely consider written legal provisions that relate to 

rules of virtual communities. Indeed, legal provisions that allow at least for a legal 

assessment of the regulating documents of virtual communities already exist. 

Terms of service, community standards and privacy policies regularly qualify as 

standard contract terms (Allgemeine Geschäftsbedingungen)9 and are therefore 

subject to legal review according to § 305 et seq. BGB (German Civil Code)10.11 

However, as compared with conventional standard contract terms found in regular 

mass-market contracts, the written documents of virtual communities exhibit cer-

tain special characteristics, which raises doubts as to whether the existing legal 

framework is still able to cope with them. Since conventional standard contract 

terms concern the bilateral exchange relationship between two contracting parties, 

                                                            
[note: This work uses the Internet Archive (https://archive.org/) to cite websites. The citations 
thus point to URLs with persistent content. This allows readers to access the original content of 
the websites even if it might have changed over time.] 

7  For these possible legal responses to private rules see generally G. Bachmann, ‘Legiti-
mation privaten Rechts’ in C. Bumke and A. Röthel (eds.), Privates Recht (Tübingen: Mohr Sie-
beck, 2012), 207–28, at 215. 

8  However, it should be noted from the outset that key legal areas that are relevant to our 
analysis, such as consumer protection law, intellectual property law and privacy law, are heavily 
influenced by European law. 

9  This work refers to German legal concepts. The English translation of these concepts is 
only approximate. Therefore, a German translation will be added in brackets where appropriate. 

10 An English version of the German Civil Code is available at https://www.gesetze-im-inter-
net.de/englisch_bgb/ (4 February 2020). Archived at https://web.ar-
chive.org/web/20200204114352/https://www.gesetze-im-internet.de/englisch_bgb/. Hereinafter, 
we will employ the German abbreviation ‘BGB’.  

11 E.g. LG Bamberg, ZUM-RD 2019, 486, 489. See infra at 116ff. 

https://www.gesetze-im-internet.de/englisch_bgb/
https://www.gesetze-im-internet.de/englisch_bgb/
https://web.archive.org/web/20200204114352/https:/www.gesetze-im-internet.de/englisch_bgb/
https://web.archive.org/web/20200204114352/https:/www.gesetze-im-internet.de/englisch_bgb/
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§ 305 et seq. BGB are specifically tailored to exchange contracts.12 In contrast, 

regulating documents of virtual communities not only contain rules that govern 

the bilateral exchange relationship between providers and users. They also include 

general rules of conduct that regulate the behavior of and the relationship between 

members of communities that are sometimes even bigger than states. Facebook’s 

community standards, for example, contain general rules of communication. An 

anti-hate speech provision prohibits verbal attacks on other users for “race, eth-

nicity, national origin” or “religious affiliation”13. The Riot Games terms of ser-

vice that apply to players of League of Legends outlaw “harassing, stalking or 

threatening other players” 14. Insofar as providers establish such general rules of 

conduct, they act as “private legislators”15 of virtual communities. It is doubtful 

if the existing legal provisions on standard contract terms still provide appropriate 

standards for the review of this new form of private regulation. What is more, 

while the current legal framework at least addresses the written rules of virtual 

communities, corresponding legal provisions that relate to encoded rules are still 

largely lacking. At present, fair-trading law only allows for a review of encoded 

rules in the rare case in which they affect non-users.16 In contrast, there are no 

similar provisions to § 305 et seq. BGB that would determine the conditions under 

which encoded rules are valid with respect to users. In a nutshell, German law 

lags behind current developments and does not fully address the phenomenon of 

private rule-making in virtual communities.  

                                                            
12 See P. Buck-Heeb and A. Dieckmann, Selbstregulierung im Privatrecht (Tübingen: 

Mohr Siebeck, 2010), 73. 
13 Clause 13 of Facebook’s Community Standards. 

https://www.facebook.com/communitystandards/ (4 February 2020). Archived at https://web.ar-
chive.org/web/20191025113412/http://www.facebook.com/communitystandards/.  

14  Clause 7 of the Riot Games Terms of Service. https://www.riotgames.com/en/terms-of-
service#section10 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205064910/https://www.riotgames.com/en/terms-of-service.  

15  H. Schweitzer, ‘Digitale Plattformen als private Gesetzgeber: Ein Perspektivwechsel für 
die europäische „Plattform-Regulierung“’, Zeitschrift für Europäisches Privatrecht 27 (2019), 
1–12, at 5. 

16  See D. Wielsch, ‘Die Ordnungen der Netzwerke: AGB – Code – Community Standards’ 
in M. Eifert and T. Gostomzyk (eds.), Netzwerkrecht: Die Zukunft des NetzDG und seine Folgen 
für die Netzwerkkommunikation, Materialie n zur rechtswissenschaftlichen Medien- und 
Informationsforschung (Baden-Baden: Nomos, 2018), 61–94, at 83. 

https://www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
https://www.riotgames.com/en/terms-of-service%23section10
https://www.riotgames.com/en/terms-of-service%23section10
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
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In order to answer our research question, we must therefore look beyond the 

narrow perspective of German positive law and ask for the conditions of legiti-

macy of the rules of virtual communities. The main thesis of this work is that 

German law should only recognize rules of virtual communities if they meet cer-

tain basic conditions of legitimacy that underpin the German legal order. As these 

conditions of legitimacy serve as markers for determining whether the legal sys-

tem can recognize rules of virtual communities, they can help to identify appro-

priate legal reactions to the phenomenon of private rule-making by providers. We 

will explore how insights into these conditions of legitimacy can inform German 

legal doctrine. More specifically, we will essentially demonstrate how these in-

sights can guide the application of existing law to written rules and inspire the 

further development of law with respect to encoded rules of virtual communities.  

This allows us, first and foremost, to discern the outlines of a ‘virtual com-

munity–appropriate’ legal framework.17 Considered from a broader perspective, 

adopting this approach enables us to further investigate the hypothesis formulated 

by Matthias C. Kettemann that ‘transnational normative arrangements’ which 

have emerged on the internet are legitimized by their integration into national le-

gal orders.18 Kettemann’s concept of transnational normative arrangements refers 

to “norms that originate neither from states nor within the international legal or-

der”19 and that govern internet use alongside national laws and international law.20 

Rulesets of virtual communities are prime examples of this.21 They directly gov-

ern users of virtual communities and they neither form part of national legal orders 

nor of international law since they are set by private companies. Kettemann argues 

that national laws and international law that relate to the use of the internet are 

                                                            
17  In this sense, this research responds to the call for the establishment of a ‘network-ap-

propriate private law’. See K.-H. Ladeur, ‘Ausschluss von Teilnehmern an Diskussionsforen im 
Internet: Absicherung von Kommunikationsfreiheit durch „netzwerk gerechtes“ Privatrecht’, 
MultiMedia und Recht 4 (2001), 787–92. 

18  Kettemann, The Normative Order of the Internet, 262ff.    
19  Ibid., 250.  
20  See ibid. 
21  Cf. ibid., 250–51 (“It [the “normative tertium” or transnational normative arrangements] 

include[s] the large normative field of norms set by companies that structure the usage and ex-
perience in privately owned online communication spaces, including terms of service, user 
standards, and behavioral guidelines.”). 
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“legitimate within their regime-specific modalities and logics”.22 By contrast, he 

hypothesizes that legitimacy-conferral mechanisms of national legal orders legit-

imize internet-related transnational normative arrangements. Analyzing the con-

ditions of legitimacy of rules of virtual communities from the viewpoint of Ger-

man law allows us to explore this hypothesis with regard to a specific type of 

internet-related transnational normative arrangements and from the perspective of 

a specific national legal order.  

In terms of methodology, the investigation proceeds as a theoretical inquiry 

into the conditions of legitimacy of rules of virtual communities and the ways in 

which insights into these conditions can inform German legal doctrine.23 To de-

termine the given conditions of legitimacy, this project involved a critical exami-

nation of English and German legal literature that specifically theorizes the legit-

imacy of rules of virtual communities24 and of private rules in general. In order to 

analyze how insights into the above-mentioned conditions can inform German 

legal doctrine, this research conducted a critical analysis of German law which is 

applicable to the rules of virtual communities. It was based on the theoretical 

framework for evaluating the legitimacy of the rules that was developed in the 

course of this work. The analysis required an examination of German court deci-

sions, legislation and relevant secondary literature such as academic commen-

taries and scientific papers.  

The study is structured as follows: Part II introduces the key terms of our 

analysis, ‘virtual community’, ‘private rule’ and ‘legitimacy’. Part III describes 

                                                            
22  Ibid., 280.  
23  There are strong reasons for the focus on the German legal system besides the fact that 

the author is familiar with it. An important argument is that German private law allows to check 
heteronomous private rules against contract law criteria (e.g. § 305 et seq. BGB) and even 
against fundamental constitutional values. This reflects a concept of legitimacy of heteronomous 
private rule-making that cannot necessarily be found in other legal systems. See N. Suzor, Digi-
tal Constitutionalism: Using the Rule of Law to Evaluate the Legitimacy of Governance by Plat-
forms (2016), Giganet: Global Internet Governance Academic Network, Annual Symposium, 3. 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889 (10 February 2020). Archived at 
https://web.archive.org/web/20200210111018/https://papers.ssrn.com/sol3/papers.cfm?ab-
stract_id=2909889 (arguing that “no concept of legitimacy in governance or constitutional limits 
on the exercise of governance powers exists within the core of commercial contract law”).  

24  For a theorization of the legitimacy of internet-related rules that is not virtual community 
specific see Kettemann, The Normative Order of the Internet (analyzing the legitimacy of the 
normative order of the internet, made up of national laws, international law and transnational 
normative arrangements).  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
https://web.archive.org/web/20200210111018/https:/papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
https://web.archive.org/web/20200210111018/https:/papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
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the different rules of virtual communities and identifies the legitimacy issues they 

raise. Part IV introduces and discusses the major legitimacy models that currently 

exist in pertinent literature and identifies criteria that a legitimacy model well 

suited for analyzing the legitimacy of rules of virtual communities would have to 

satisfy. In part V, we will outline one possible legitimacy model and discuss 

whether or not we succeeded in establishing a more adequate one. Finally, part VI 

summarizes the key findings of the analysis. 
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Part II: Definitions  
Before we delve deeper into the analysis, it is important to clarify some terminol-

ogy. This part will provide definitions of the key terms of this analysis, ‘virtual 

community’ (A.), ‘provider’ (B.), ‘private rule’ (C.) and ‘legitimacy’ (D.).  

A. Virtual Community 
The ambiguity of the term ‘virtual community’, which is often used synony-

mously with other terms such as ‘cyber community’, ‘online community’ or ‘dig-

ital community’,25 is notorious. There is no uniform definition as to what consti-

tutes a virtual community.26 Rather, different scholars from different disciplines 

suggest different definitions.27  

For the purpose of our analysis we will use a definition by Howard 

Rheingold, who considers a virtual community to be “a group of people, who may 

or may not meet one another face to face, who exchange words and ideas through 

the mediation of digital networks” 28. In 1993, Rheingold was the first to use the 

                                                            
25 See S. Agostini and P. Mechant, ‘Towards a Definition of Virtual Community’, Signo y 

Pensamiento 38 (2019). 
26 See S. Stieglitz, Steuerung virtueller Gemeinschaften: Instrumente, Mechanismen, 

Wirkungszusammenhänge, PhD Thesis (Potsdam: University of Potsdam, 2009), 56. 
27 For an overview of different definitions of the term ‘virtual community’ see generally F. 

S. L. Lee, D. Vogel and M. Limayem, ‘Virtual Community Informatics: A Review and Research 
Agenda’, Journal of Information Technology Theory and Application 5 (2003), 47–61, at 49ff.; 
Stieglitz, Steuerung virtueller Gemeinschaften, 56ff. 

28 H. Rheingold, Virtual Community. https://www.britannica.com/topic/virtual-community 
(4 February 2020). Archived at https://web.archive.org/web/20200204123609/https://www.bri-
tannica.com/topic/virtual-community.  

https://www.britannica.com/topic/virtual-community
https://web.archive.org/web/20200204123609/https:/www.britannica.com/topic/virtual-community
https://web.archive.org/web/20200204123609/https:/www.britannica.com/topic/virtual-community


8 
 
 

term in his foundational work The Virtual Community: Homesteading on the Elec-

tronic Frontier29 in relation to bulletin board systems (BBSs),30 chat rooms, mail-

ing lists, Usenet newsgroups31 and Multi-User Dungeons (MUDs)32. Since then, 

new kinds of virtual communities supported by new technologies have evolved. 

This work will focus on the most pervasive types of contemporary virtual com-

munities, which are social networks (I.) and virtual worlds (II.).33 Yet our findings 

might be generalized to other types of virtual communities.  

I. Social Networks 
We will rely on the first legal definition of social networks provided in the Ger-

man Act to Improve Enforcement of the Law in Social Networks.34 The NetzDG 

aims to combat hate crimes, criminally punishable fake news and other unlawful 

content on social networks. § 1 para. 1 NetzDG defines social networks as “inter-

net platforms which are designed to enable users to share any content with other 

                                                            
29 H. Rheingold, The Virtual Community: Homesteading on the Electronic Frontier, 1st 

edn. (Massachusetts: Addison Wesley, 1993). 
30 Rheingold describes the early Californian text-only bulletin-board system, the Whole 

Earth ‘Lectronic Link (the WELL), which allowed users to converse with friends and col-
leagues, meet new people and build social relationships. See F. Turner, ‘Where the Countercul-
ture Met the New Economy: The WELL and the Origins of Virtual Community’, Technology 
and Culture 46 (2005), 485–512, at 485. 

31 Usenet is an electronic network that existed long before the world wide web. It “ex-
tend[ed] computer-mediated communication (‘CMC’) beyond simple individual-to-individual e-
mail” by allowing users to communicate through newsgroups which were “discussion group[s] 
established for a specific topic”. C. D. Siegal, ‘Rule Formation in Non-Hierarchical Systems’, 
Temple Environmental Law & Technology Journal 16 (1998), 173–244, at 182. 

32 MUDs are “imaginary worlds in computer databases where people use words and pro-
gramming languages to improvise melodramas, build worlds and all the objects in them, solve 
puzzles, invent amusements and tools, compete for prestige and power, gain wisdom, seek re-
venge, indulge in greed and lust and violent impulses”. Rheingold, The Virtual Community, 149. 

33 See R. Papp, ‘Virtual Worlds and Social Networking: Reaching the Millennials’, Jour-
nal of Technology Research 2 (2010), 1–15, at 2 (observing that “Social Networking and Virtual 
Worlds have taken the Internet by storm and are some of the most popular and used applications 
today”). 

34 An English translation of the Network Enforcement Act is available at 
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jses-
sionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2 (5 
February 2020). Archived at https://web.ar-
chive.org/web/20200205043401/https://www.bmjv.de/SharedDocs/Gesetzgebungsverfah-
ren/Dokumente/NetzDG_engl.pdf;jses-
sionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2. 
Hereinafter, we will employ the German abbreviation ‘NetzDG’. 

https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
https://web.archive.org/web/20200205043401/https:/www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
https://web.archive.org/web/20200205043401/https:/www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
https://web.archive.org/web/20200205043401/https:/www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
https://web.archive.org/web/20200205043401/https:/www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDG_engl.pdf;jsessionid=E0EF9AB16B12CBDAF0D1C43017D3960A.2_cid334?__blob=publicationFile&v=2
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users or to make such content available to the public”.35 This definition only refers 
to commercial platforms and also includes platforms whose providers have no 

headquarters or branches in Germany.36 Platforms enabling individual communi-

cation, such as email or messaging services (e.g. WhatsApp), and platforms that 

offer journalistic or editorial content are exempted from this definition. The same 

applies to platforms which are dedicated to specific user groups or topics. These 

include professional networks (e.g. Xing and LinkedIn), special interest commu-

nities, shopping websites (e.g. Amazon) and online gaming platforms (e.g. World 

of Warcraft and League of Legends). The most important examples of platforms 

that are covered by this definition are Facebook, Youtube, Instagram, Twitter and 

Snapchat.  

Throughout this analysis, we will treat each of these social network plat-

forms as one single, uniform virtual community. This means that we will not look 

at sub-communities, such as Facebook groups, that have emerged on these plat-

forms and that are run by individual users without commercial purposes. Those 

communities have established individual rules for their members. These can differ 

from the rules that the entity running the social network, such as Facebook Inc., 

imposes on all users. The rules of sub-communities of social networks might be 

an interesting object of investigation for future research. 

II. Virtual Worlds  
So far, a legal definition of the term ‘virtual world’ is missing. Online gaming 

platforms, which are most commonly considered to be virtual worlds,37 are even 

expressly exempted from the legal definition of a social network in the NetzDG.  

In contemporary literature, the term has many definitions. We will use an 

umbrella definition by Mark W. Bell,38 who seeks to combine the elements of 

                                                            
35 For other definitions of social networks cf. d. m. boyd and N. B. Ellison, ‘Social Net-

work Sites: Definition, History and Scholarship’, Journal of Computer-Mediated Communica-
tion 13 (2007), 210–30, at 211; A. A. I. Vranaki, ‘Regulating Social Networking Sites: Face-
book, Online Behavioral Advertising, Data Protection Laws and Power’, Rutgers Computer and 
Technology Law Journal 43 (2017), 168–211, at 170. 

36 See N. Guggenberger, ‘Das Netzwerkdurchsetzungsgesetz in der Anwendung’, Neue 
Juristische Wochenschrift 70 (2017), 2577–640, at 2577. 

37 See Jankowich, ‘EULaw’, 6. 
38 M. W. Bell, ‘Toward a Definition of “Virtual Worlds”’, Journal of Virtual Worlds Re-
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three influential definitions by Richard Bartle,39 Raph Koster40 and Edward Cas-

tronova41.42 Bell states a virtual world to be a “synchronous, persistent network 

of people, represented as avatars, facilitated by networked computers”43.  

The attribute ‘synchronous’ refers to synchronous communication which al-

lows for shared activities in one environment.44 Participants in virtual worlds can 

communicate concurrently by text and voice communication.45 They can directly 

chat with participants who are nearby “as if the avatar was speaking aloud”46 or 

they can, as in a telephone call, converse with participants who are far away. This 

allows virtual world users to engage in shared activities. For instance, World of 

Warcraft players can arrange to meet at the same location and discuss on the spot 

how to complete a task together.47 The possibility of interacting synchronously in 

this way offers virtual world users the impression of “space, distance and co-ex-

istence of other participants found in real life spaces giving a sense of environ-

ment”48. This distinguishes virtual worlds from website-based virtual communi-

ties such as chat forums or social networks. Chat forums or social networks may 

allow for synchronous communication and shared activities, but, unlike virtual 

worlds, they do not constitute a “navigable landscape” and offer no “sense of ge-

ography and terrain”49. 

                                                            
search 1 (2008), 1–5. See also M. W. Bell and S. Robbins-Bell, ‘Towards an Expanded Defini-
tion of “Virtual Worlds”’ in F. Villares (ed.), New Digital Media: Audiovisual, Games and Mu-
sic (Rio de Janeiro: Editora E-Papers, 2008), 125–34. 

39  See R. Bartle, Designing Virtual Worlds (Indianapolis: New Riders Publishing, 2003), 1. 
40 See R. Koster, A Virtual World by Any Other Name?, Blog entry, 7 June 2004. 

https://terranova.blogs.com/terra_nova/2004/06/a_virtual_world.html (5 February 2020). Ar-
chived at https://web.archive.org/web/20200205045430/https://ter-
ranova.blogs.com/terra_nova/2004/06/a_virtual_world.html.  

41 See E. Castronova, Synthetic Worlds: The Business and Culture of Online Games (Chi-
cago, London: The University of Chicago Press, 2005), 4ff. 

42 For other definitions of virtual worlds cf. V. Mayer-Schönberger and J. Crowley, ‘Nap-
ster’s Second Life? The Regulatory Challenges of Virtual Worlds’, Northwestern University 
Law Review 100 (2006), 1775–826, at 1781; Y.-S. Tseng, ‘Governing Virtual Worlds: Interra-
tion 2.0’, Washington University Journal of Law & Policy 35 (2011), 547–70, at 549. 

43 Bell, ‘Toward a Definition of “Virtual Worlds”’, 2. 
44 See ibid., 3. 
45 See Bell and Robbins-Bell, ‘Towards an Expanded Definition of “Virtual Worlds”’, 128. 
46 Ibid., 128. 
47 Cf. ibid. 
48 Bell, ‘Toward a Definition of “Virtual Worlds”’, 3. 
49 Ibid. 

https://terranova.blogs.com/terra_nova/2004/06/a_virtual_world.html
https://web.archive.org/web/20200205045430/https:/terranova.blogs.com/terra_nova/2004/06/a_virtual_world.html
https://web.archive.org/web/20200205045430/https:/terranova.blogs.com/terra_nova/2004/06/a_virtual_world.html
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Furthermore, virtual worlds are ‘persistent’, which means that they “cannot 

be paused”50. Unlike video games such as Pac Man or Mario Kart, virtual worlds 

do not cease to exist or evolve even when the participant leaves. This is a feature 

that they have in common with social networks. Similarly to users of social net-

works, participants in virtual worlds are members of continuously evolving com-

munities.51  

In addition, virtual worlds are a ‘network of people’, meaning that they allow 

users to “communicate and interact with each other and the environment”52. As 

social networks, virtual communities allow users to form “short term and long 

term social groups”53. However, virtual world users can also simply interact with 

the environment.54 As we have seen, players of World of Warcraft may come 

together to perform a specific task. Beyond that, they have the possibility of form-

ing more stable alliances in the form of guilds. However, they can also simply go 

wild boar hunting alone in the Ellwynn Forests.  

Moreover, virtual world participants are ‘represented as avatars’ understood 

as “digital representations (graphical or textual), beyond a simple label or name, 

that has agency and is controlled by a human agent in real time”55. Unlike user 

profiles on social networks, avatars perform actions separate from those of the 

human user who controls the avatar.56 For instance, an Instagram user cannot say 

that her profile has posted a photo of a cat but a World of Warcraft player can 

claim that her avatar has reached a higher level.57 “Avatars function like user-

controlled puppets.”58 

                                                            
50 Ibid., 3. 
51 See ibid. 
52 Ibid. 
53 Ibid. 
54 See ibid. 
55 Ibid. 
56 See ibid. 
57 See ibid. 
58 Ibid. 
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Finally, as with social networks, virtual worlds are “crafted places inside 

computers”59. Communication and data of virtual world participants are mediated 

through and stored on networked computers.60 

Examples of platforms that are covered by this definition are online gaming 

platforms, or massively multiplayer online role-playing games (MMOGs),61 such 

as World of Warcraft, Fortnite, League of Legends, EVE Online and Elder Scrolls. 

The definition also includes platforms without any game-like character such as 

Second Life where users can create second identities in a virtual simulacrum of 

the real world. However, to date, such platforms are much less popular than online 

gaming platforms.62  

As in the case of social networks, this work considers each virtual world 

platform to be one single, uniform virtual community and does not examine sub-

communities, such as guilds or other types of groups within virtual worlds.63  

B. Provider 
A provider is the commercial entity that runs a virtual community. Providers create 

and maintain the technology which supports virtual communities and enters into 

contractual relationships with users.64 Examples of providers of virtual communi-

ties are Facebook Inc., Twitter Inc. and Blizzard Entertainment, Inc. (provider of 

World of Warcraft).  

By contrast, our definition of ‘provider’ does not refer to users who create and 

administer user groups, such as Facebook group administrators or guild leaders, 

since sub-communities are not the subject of our analysis.  

                                                            
59 Castronova, Synthetic Worlds, 4. 
60 See Bell, ‘Toward a Definition of “Virtual Worlds”’, 3. 
61 See Jankowich, ‘EULaw’, 3. 
62 See H. Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’ in T. Hoeren, U. Sieber and 

B. Holznagel (eds.), Handbuch Multimedia-Recht: Rechtsfragen des elektronischen 
Geschäftsverkehrs, 50th edn. (München: C. H. Beck, 2019), at para. 445. 

63  Guilds are in-game associations of players. See B. Partridge, ‘The Play’s the Thing: 
World of Warcraft and Legal Philosophy’, Phoenix Law Review 3 (2010), 770–806, at 795. 

64  Cf. V. Mayer-Schönberger, ‘Virtual Heisenberg: The Limits of Virtual World Regulabil-
ity’, Washington and Lee Law Review 66 (2009), 1245–1262, at 1248. 
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C. Private Rule  
Different scholars employ different notions to describe the phenomenon of private 

rule-making. Some speak of ‘private law’.65 Others refer to the notion of ‘norm’.66 

The use of this terminology might, however, lead to confusion as both terms tra-

ditionally refer to other legal and non-legal phenomena. The term ‘law’ is tradi-

tionally associated with rules that emanate from the state.67 In addition, using the 

term with respect to rules created by private actors tends to convey the impression 

that they, similarly to public legislation in a constitutional state, meet certain le-

gitimacy requirements although this is not necessarily the case.68 The concept of 

‘norm’, in turn, is highly ambiguous.69 Different scholars from different disci-

plines use the term in different contexts.  

For sociologists, norms are legal and social codes of behavior. Some legal 

scholars use the term synonymously with ‘legal norm’; others speak of norms 

when they refer to generally applicable heterogeneous rules that lay claim to va-

lidity without the consent of the rule’s addressees. Still others revert to the term 

to differentiate between descriptive and prescriptive statements or to describe 

technical standards.70  

To avoid confusion, we will employ the less loaded and more general term 

‘rule’ throughout this work. In order to fully grasp how providers govern internet 

communities, we will adopt a broad definition of ‘rule’.71 We define ‘rule’ as any 

prescriptive statement made by a private actor.72 Prescriptive statements can be 

                                                            
65 E.g. Magen, ‘Zur Legitimation privaten Rechts’, 229–30. 
66 There is, for instance, a debate among German legal scholars on the legal nature of 

standard contract terms, which some consider contracts and others norms. For this debate, see 
generally G. Bachmann, Private Ordnung: Grundlagen ziviler Regelsetzung (Tübingen: Mohr 
Siebeck, 2006), 119ff.; Buck-Heeb and Dieckmann, Selbstregulierung im Privatrecht, 52ff.  

67 See Bachmann, Private Ordnung, 20. 
68 For the problem that the use of the term ‘law’ with respect to rules created by non-state 

actors may undeservedly legitimize forms of private rule-making see Bachmann, ‘Legitimation 
privaten Rechts’, 211–12. 

69 See Bachmann, Private Ordnung, 21. 
70 See ibid. 
71 For the necessity to adopt a broad notion of the term ‘rule’ in order to capture the phe-

nomenon of private rule-making by providers of internet platforms see Schweitzer, ‘Digitale 
Plattformen als private Gesetzgeber’, 4. 

72 For this definition of the term ‘rule’ see Bachmann, Private Ordnung, 22. See also 
Bachmann, ‘Legitimation privaten Rechts’, 213; Buck-Heeb and Dieckmann, Selbstregulierung 
im Privatrecht, 5. Cf. also Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 4. 
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any type of statements containing an instruction or an imperative. The form of 

this instruction or imperative is irrelevant. Our wide definition not only covers 

written instructions such as those included in standard contract terms. It also in-

cludes instructions that are embedded in the technological architectures of virtual 

communities. 

D. Legitimacy 
Drawing on the theorizations of Gregor Bachmann, we will rely on a legal concept 

of legitimacy.73 This means, first of all, that we will use the term ‘legitimacy’ in 

a normative, not in a descriptive sense as sociologists do. Unlike the latter, we do 

not assume that a rule is legitimate if its addressees de facto accept it.74 Moreover, 

our notion of legitimacy does not refer to normative extra-legal requirements such 

as ethical or moral standards for rule-making.75 The term rather refers to the ‘legal 

conditions’ under which a private rule can lay claim to validity in the modern 

constitutional state.76 Yet, the ‘legal conditions’ meant here are not to be confused 

with conditions of validity of private rules set out by existing positive law provi-

sions. For example, we do not assume that standard contract terms are necessarily 

legitimate if they comply with § 305 et seq. BGB. This work does not rely on a 

                                                            
73 For the distinction between legal and non-legal concepts of legitimacy cf. Magen, ‘Zur 

Legitimation privaten Rechts’, 230.  
74 See Bachmann, Private Ordnung, 160ff. 
75 See Bachmann, ‘Legitimation privaten Rechts’, 210. See also Magen, ‘Zur Legitimation 

privaten Rechts’, 239. 
76 See Bachmann, ‘Legitimation privaten Rechts’, 226.  
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concept of legitimacy which is synonymous with legality.77 Our notion of legiti-

macy rather refers to fundamental legal principles that are reflected in or lie hid-

den behind positive law provisions on the validity of private rules.78  

The use of a concept of legitimacy that allows us to take a step back from 

positive law and analyze the phenomenon of private rule-making from a broader 

perspective enables us to determine if the legal system can recognize new forms 

of private rules—rules which may not be adequately covered by the existing legal 

framework.79 Positive law regularly lags behind the development of new forms of 

private rule-making.80 Standard contract terms, for instance, emerged as a conse-

quence of technological and economic developments in the 19th century,81 but it 

was only in 1976 that German legislature adopted a law governing standard 

terms82. In court proceedings, the question of adequate legal responses to standard 

form contracting came up even before the codification of standard contract terms. 

As we have already mentioned in the introduction, the problem of positive law’s 

inertia will become particularly obvious when we consider the phenomenon of 

private rule-making in virtual communities. It is doubtful whether the existing 

                                                            
77 For a positivist approach that considers private rules legitimate if they comply with posi-

tive law see, for instance, F. Kirchhof, Private Rechtsetzung (Berlin: Duncker & Humblot, 
1987). If our concept of legitimacy does not refer to legality, the question arises as to whether 
we can still speak of a legal concept of legitimacy. One could argue that if our notion of legiti-
macy refers to fundamental legal principles that may not be fully reflected in positive law, we 
are not speaking of legal but rather of ethical or moral and thus non-legal requirements. See 
Kirchhof, Private Rechtsetzung, 505 (arguing that the question of the unwritten conditions under 
which private actors are allowed to impose rules on others is not of a legal but of an ethical na-
ture). However, according to Bachmann, ‘Legitimation privaten Rechts’, 210, 215, it seems jus-
tified to speak of a legal concept of legitimacy for at least two reasons. Firstly, to determine the 
conditions of legitimacy of private rules, we will take inspiration from existing positive law pro-
visions. Our concept of legitimacy assumes that positive law reflects the unwritten conditions of 
legitimacy of private rules. Secondly, the distinction between legal-ethical questions and ques-
tions of positive law is not always clear. To provide adequate solutions for complex unresolved 
legal issues, it is often inevitable to refer to unwritten ethical-legal principles.   

78  See Bachmann, ‘Legitimation privaten Rechts’, 226. 
79 See ibid., 215. 
80 See ibid. 
81  See J. Basedow, ‘Vor § 305’ in F. J. Säcker, R. Rixecker, H. Oetker and B. Limperg 

(eds.), Münchener Kommentar zum Bürgerlichen Gesetzbuch, 8th edn. (München: C. H. Beck, 
2019), at para. 1. 

82  See ibid., para. 15. 
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legal framework that applies to written rules of virtual communities is still appro-

priate. Furthermore, positive law provisions on the validity of encoded rules are 

(largely) lacking.  

In a nutshell, the concept of legitimacy this analysis relies on refers to the 

fundamental legal conditions under which the legal system can recognize private 

rules. To work out the conditions of legitimacy of rules of virtual communities is 

the central concern of this analysis. The following part lays the foundation for 

this. It explains the phenomenon of private rule-making by providers of virtual 

communities and highlights the different contexts in which the question of their 

legitimacy arises.  
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Part III: The Rules of Virtual Communities and the 
Question(s) of Their Legitimacy  
This part describes the rules of virtual communities and explains in which way 

they raise concerns about their legitimacy.  

We shall first map out the written (A.) and encoded rules of virtual commu-

nities (B.).83  

We will then proceed to analyze their mutual relationship and demonstrate 

that written rulesets of virtual communities are not necessarily congruent with 

rules embodied in computer code. Both types of rules may therefore raise separate 

questions of legitimacy (C.).  

In the remainder of this part, we will try to pin down these different questions 

of legitimacy. We suggest that the question of legitimacy arises in relation to writ-

ten rules when providers claim that the rules are enforceable with the help of state 

institutions. In turn, the question of the legitimacy of encoded rules comes up 

when the state seeks to intervene in the process of rule-making and rule enforce-

ment (D.).  

We will conclude with a brief summary of our findings (E.) before we move 

on to analyze current attempts to theorize the legitimacy of rules of virtual com-

munities.  

A. Written Rules 
Providers use traditional instruments to govern internet communities. They estab-

lish written sets of rules which are contained in regulating documents. Given the 

                                                            
83  For the observation that providers of social networks use both written and encoded rules 

to govern their communities see Wielsch, ‘Die Ordnungen der Netzwerke’, 64; Schweitzer, 
‘Digitale Plattformen als private Gesetzgeber’, 4. For this ‘twin-track’ private regulation of vir-
tual worlds see J. Balkin, ‘Virtual Liberty: Freedom to Design and Freedom to Play in Virtual 
Worlds’, Virginia Law Review 90 (2004), 2043–98, at 2049; R. A. Bartle, Law is Code, Blog en-
try, 18 August 2004. https://terranova.blogs.com/terra_nova/2004/08/law_is_code.html (12 Feb-
ruary 2020). Archived at https://web.archive.org/web/20200205054301/https://ter-
ranova.blogs.com/terra_nova/2004/08/law_is_code.html; M. Burri, ‘User-Created Content and 
Cultural Diversity in Online Worlds’ in C. B. Graber (ed.), Governance of Digital Game Envi-
ronments and Cultural Diversity Transdisciplinary Enquiries (Cheltenham: Edward Elgar Pub-
lishing, 2010), 74–112, at 84; E. Harbinja, ‘Virtual Worlds Players – Consumers or Citizens?’, 
Internet Policy Review 3 (2014), 1–12, at 7; A. E. Jankowich, ‘Property and Democracy in Vir-
tual Worlds’, Boston University Journal of Science & Technology Law 11 (2005), 173–220, at 
177; M. Risch, ‘Virtual Rule of Law’, West Virginia Law Review 112 (2009), 1–52. 

https://terranova.blogs.com/terra_nova/2004/08/law_is_code.html
https://web.archive.org/web/20200205054301/https:/terranova.blogs.com/terra_nova/2004/08/law_is_code.html
https://web.archive.org/web/20200205054301/https:/terranova.blogs.com/terra_nova/2004/08/law_is_code.html
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length and dynamic character of these regulating documents, it is not possible to 

give a comprehensive account of all written rules of virtual communities.  

But this is hardly required in order to identify the conditions of legitimacy 

of written rules of virtual communities. Not every individual community rule 

raises separate legitimacy issues. In contrast, we suggest that the conditions of 

legitimacy of written community rules differ depending on their functions and on 

whether they affect users or non-users. Therefore, we will not attempt to provide 

a comprehensive account of the written rules of virtual communities and analyze 

the legitimacy of any single rule. Instead, we opt for a different approach: a cate-

gorization of the rules of virtual communities. Throughout this work, we will pro-

pose criteria for the evaluation of the legitimacy of a category of rules.  

On the one hand, we can distinguish between written rules whose function 

is to regulate the bilateral exchange relationship between providers and users 

(hereinafter referred to as ‘transaction rules’) and others that serve to govern the 

behavior of users in the community (hereinafter referred to as ‘rules of conduct’) 

(I.).84 On the other hand, we can distinguish between written rules that only affect 

users and those with effects on non-users (II.). 

I. Transaction Rules and Rules of Conduct 
Typical transaction rules are intellectual property clauses, privacy provisions and 

modification clauses.85 The End User License Agreement (hereinafter referred to 

as ‘EULA’) of Blizzard that applies to players of World of Warcraft includes an 

example of a typical intellectual property clause: 

The following components of the Platform (which do not include con-
tent or components of the Licensors’ Games), are owned or licensed 
by Blizzard: 
 
i. All virtual content appearing within the Platform, including the 

Blizzard Games, such as: 

                                                            
84  This distinction is taken from Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 

5. 
85 For typical provisions included in social media contracts in general cf. P. Bräutigam and B. 

von Sonnleithner, ‘Vertragliche Aspekte der Social Media’ in G. Hornung and R. Müller-Terpitz 
(eds.), Rechtshandbuch Social Media (Heidelberg: Springer, 2015), 36–77, at 56ff. For typical pro-
visions included in social network contracts cf. Wielsch, ‘Die Ordnungen der Netzwerke’, 64ff. 
For typical provisions contained in virtual world contracts cf. B. T. Duranske, Virtual Law: Navi-
gating the Legal Landscape of Virtual Worlds (Chicago: ABA Publishing, 2008), 117ff.; Redeker, 
‘Teil 12 Vertragsrecht für Internetdienste’, para. 450ff. 
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1. Visual Components: Locations, artwork, structural or 
landscape designs, animations, and audio-visual effects; 

2. Narrations: Themes, concepts, stories, and storylines; 
3. Characters: The names, likenesses, inventories, and 

catch phrases of Game characters; 
4. Items: Virtual goods, such as digital cards, currency, po-

tions, weapons, armor, wearable items, skins, sprays, pets, 
mounts, etc.; 

ii. All data and communications generated by, or occurring through, 
the Platform; 

[…] 
v. Computer code, including but not limited to “Applets” and source 

code86 

The regulating documents of social networks provide additional examples of such 

provisions. They typically give providers at least the right to store and display 

user-generated content. Otherwise, social network providers could not effectively 

provide their services to users.87 For instance, Facebook is not allowed to display 

user content that is protected by intellectual property law unless users give the 

provider the legal permission to do so. Therefore, Facebook’s terms of service 

give Facebook, inter alia, the right to store and display user content: 

[W]hen you share, post, or upload content that is covered by intellec-
tual property rights on or in connection with our Products, you grant 
us a nonexclusive, transferable, sub-licensable, royalty-free, and 
worldwide license to host, use, distribute, modify, run, copy, publicly 
perform or display, translate, and create derivative works of your con-
tent.88  

In addition, the regulating documents of virtual communities most often include 

privacy provisions which provide that users consent to the collection, processing 

and utilization of personal data (data consent clauses) and which determine for 

what purposes this personal data is used.89 An example of a privacy provision 

comes from the Riot Games terms of service:  

We may actively monitor the use of the Riot Services (but have no ob-
ligation to do so), both on our own servers and on your computer or 
device, for a wide variety of different purposes, including preventing 
cheating and hacking, reducing toxic player behavior, and improving 

                                                            
86 Clause 2. A of the Blizzard EULA. https://www.blizzard.com/en-gb/legal/fba4d00f-

c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement (5 February 2020). Ar-
chived at http://web.archive.org/web/20191114165259/https://www.blizzard.com/en-gb/le-
gal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement.  

87 See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 53. 
88 Clause 3.3.1 of Facebook’s Terms of Service. https://www.facebook.com/terms.php (5 

February 2020). Archived at https://web.archive.org/web/20191001150702/https://www.face-
book.com/terms.php.  

89  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 58ff. 

https://www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
https://www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
http://web.archive.org/web/20191114165259/https:/www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
http://web.archive.org/web/20191114165259/https:/www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
https://www.facebook.com/terms.php
https://web.archive.org/web/20191001150702/https:/www.facebook.com/terms.php
https://web.archive.org/web/20191001150702/https:/www.facebook.com/terms.php
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the Riot Services. Please be sure to read our Privacy Notice for im-
portant details about how we obtain and process info in connection with 
your use of the Riot Services.90 

Twitter’s terms of service state that users consent to the collection, use and trans-

fer of personal data:  

You understand that through your use of the Services you consent to 
the collection and use (as set forth in the Privacy Policy) of this infor-
mation, including the transfer of this information to the United States, 
Ireland, and/or other countries for storage, processing and use by 
Twitter and its affiliates.91 

Its Privacy Policy further specifies that the provider is entitled to use personal user 

data for the purpose of targeted advertising:  

Advertising revenue allows us to support and improve our services. 
We use the information described in this Privacy Policy to help make 
our advertising more relevant to you, to measure its effectiveness, and 
to help recognize your devices to serve you ads on and off of Twit-
ter.92 

Furthermore, many governing documents of virtual communities contain modifi-

cation clauses that give providers the right to alter the community’s regulating 

documents. The reason for this is that virtual communities and their legal frame-

work are constantly evolving, which requires providers to adapt the rules to these 

changes. The Riot Games terms of service put this in a nutshell: “We may (and 

probably will) create updated versions of these Terms in the future as the Riot 

Services and applicable laws evolve.” 93  

We can distinguish between two types of modification clauses: modification 

clauses that allow providers to (unilaterally) alter regulating documents without 

user agreement and modification clauses stipulating that users must approve 

changes to the regulating documents.94 An example of a rule of the first type 

comes from the EVE Online terms of service: 

                                                            
90 Clause 9.1 of the Riot Games Terms of Service. https://www.riotgames.com/en/terms-

of-service#section9 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205065004/https://www.riotgames.com/en/terms-of-service.  

91  Clause 2 of Twitter’s Terms of Service. https://twitter.com/en/tos (5 February 2020). Ar-
chived at https://web.archive.org/web/20191022151015/https://twitter.com/en/tos.  

92  Clause 2.6 of Twitter’s Privacy Policy. https://twitter.com/en/privacy (5 February 2020). 
Archived at https://web.archive.org/web/20191022151015/https://twitter.com/en/privacy.  

93 Clause 10.1 of the Riot Games Terms of Service. https://www.riotgames.com/en/terms-
of-service#section10 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205064910/https://www.riotgames.com/en/terms-of-service.  

94  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 62. 

https://www.riotgames.com/en/terms-of-service%23section9
https://www.riotgames.com/en/terms-of-service%23section9
https://web.archive.org/web/20200205065004/https:/www.riotgames.com/en/terms-of-service
https://web.archive.org/web/20200205065004/https:/www.riotgames.com/en/terms-of-service
https://twitter.com/en/tos
https://web.archive.org/web/20191022151015/https:/twitter.com/en/tos
https://twitter.com/en/privacy
https://web.archive.org/web/20191022151015/https:/twitter.com/en/privacy
https://www.riotgames.com/en/terms-of-service%23section10
https://www.riotgames.com/en/terms-of-service%23section10
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
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These rules may be revised at any time. It is your responsibility to 
review them occasionally to ensure that you are in compliance with 
the rules, policies and agreements designated by CCP [the provider of 
EVE Online].95 

The Riot Games terms of service provide an example of a rule of the second type:  

When we do [modify this agreement], we’ll inform you of the new 
agreement which will supersede and replace these Terms. You’ll be 
given an opportunity to review any new agreement we present to you 
and decide whether you wish to agree to the revised terms. If you accept 
the new agreement, you’ll be able to continue using the Riot Services. 
If you decline the new agreement, you won’t be able to use the Riot 
Services anymore.96 

Finally, the regulating documents regularly include liability clauses. A corre-

sponding provision in Twitter’s terms of service reads as follows: “By using the 

Services you agree that Twitter, its parents, affiliates, related companies, officers, 

directors, employees, agents, representatives, partners and licensors, [sic] liability 

is limited to the maximum extent permissible in your country of residence.”97  

In terms of their content, transaction rules are specifically tailored to the re-

lationship between providers and users. However, they assume the same function 

as conventional mass-market contracts, which is to govern the bilateral exchange 

relationship between two contracting parties.98 In this respect, transaction rules 

are not a distinctive feature of the regulating documents of virtual communities. 

Yet, in addition to transaction rules, the regulating documents of internet commu-

nities do contain rules that one might not expect in conventional standard contract 

terms.  

This refers to the rules of conduct which govern user behavior in communities 

composed of millions and sometimes billions of people. Several authors and the 

                                                            
95 Infra clause 29 of EVE Online’s Terms of Service (capital letters omitted). https://com-

munity.eveonline.com/support/policies/terms-of-service-en/ (5 February 2020). Archived at 
https://web.archive.org/web/20191025134205/https://community.eveonline.com/support/poli-
cies/terms-of-service-en/.  

96 Clause 10.1 of the Riot Games Terms of Service. https://www.riotgames.com/en/terms-
of-service#section10 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205064910/https://www.riotgames.com/en/terms-of-service.  

97 Clause 5 of Twitter’s Terms of Service. https://twitter.com/en/tos#intlTerms (5 February 
2020). Archived at https://web.archive.org/web/20191022151015/https://twitter.com/en/tos.  

98 See J. Fairfield, ‘Anti-Social Contracts: The Contractual Governance of Virtual Worlds’, 
Mc Gill Law Journal 53 (2008), 427–76, at 436 (arguing that the regulating documents of vir-
tual worlds also contain provisions that one might expect in regular mass-market contracts such 
as software licenses). 

https://community.eveonline.com/support/policies/terms-of-service-en/
https://community.eveonline.com/support/policies/terms-of-service-en/
https://web.archive.org/web/20191025134205/https:/community.eveonline.com/support/policies/terms-of-service-en/
https://web.archive.org/web/20191025134205/https:/community.eveonline.com/support/policies/terms-of-service-en/
https://www.riotgames.com/en/terms-of-service%23section10
https://www.riotgames.com/en/terms-of-service%23section10
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
https://web.archive.org/web/20200205064910/https:/www.riotgames.com/en/terms-of-service
https://twitter.com/en/tos%23intlTerms
https://web.archive.org/web/20191022151015/https:/twitter.com/en/tos
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provider of one of the most popular internet communities have pointed out the 

twofold function of the regulating documents of virtual communities, which is to 

govern both the transaction between providers and users and the behavior of users 

in the community. With regard to EULAs of virtual worlds, Andrew Jankowich 

notes that “virtual world proprietors have transformed the click-wrap license from 

an often-disregarded, transactional formality of software into a basis for regulat-

ing conduct”99. In a similar vein, Lüdemann observes that Facebook’s communi-

cation standards are two-faced: In the relationship between providers and users, 

they assume the function of conventional standard contract terms, but in the rela-

tionship between users, they constitute private ordering norms.100 Facebook itself 

emphasizes the dual function of its regulating documents. On the occasion of a 

substantial modification of its terms in 2009, the company declared:  

More than 175 million people use Facebook. If it were a country, it 
would be the sixth most populated country in the world. Our terms 
aren't just a document that protect our rights; it's the governing docu-
ment for how the service is used by everyone across the world. Given 
its importance, we need to make sure the terms reflect the principles 
and values of the people using the service.101 

Various scholars go even further. They do not speak of governing documents or 

private ordering norms but of ‘private legislation’.102 This term adequately de-

scribes the function that rules of conduct assume in virtual communities. The Riot 

Games User Rules instructively evoke the functional similarities between public 

legislation and private rules of conduct of internet communities. They mention 

                                                            
99 Jankowich, ‘EULaw’, 7. 
100 See J. Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken: Private Ordnung digitaler Kommunikation unter dem Grundgesetz’, 
MultiMedia und Recht 22 (2019), 279–84, at 282. 

101 Facebook, Update on Terms, Facebook post, 18 February 2009. https://www.face-
book.com/notes/facebook/update-on-terms/54746167130/ (5 February 2020). Archived at 
https://web.archive.org/web/20200205071412/https://www.facebook.com/notes/facebook/up-
date-on-terms/54746167130/.  

102 This term is taken from Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’. See 
also G. Teubner, ‘Horizontal Effects of Constitutional Rights in the Internet: A Legal Case on 
the Digital Constitution’, Italian Law Journal 3 (2017), 193–205, at 205 (“Under the guise of 
contracting, the intermediaries of the cyberworld have developed authoritative private regula-
tions that no longer can be qualified as individual contractual relationships, but have practically 
all the characteristics of general legislation.”); Tseng, ‘Governing Virtual Worlds’, 562 (“The 
EULA for a virtual world establishes the rights and duties of the provider and user, and also ef-
fectively establishes laws that will govern the world.”). 

https://www.facebook.com/notes/facebook/update-on-terms/54746167130/
https://www.facebook.com/notes/facebook/update-on-terms/54746167130/
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https://web.archive.org/web/20200205071412/https:/www.facebook.com/notes/facebook/update-on-terms/54746167130/
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the laws and regulations of the state and the private rules of conduct established 

by Riot Games in the same breath:  

While using the Riot Services, you must comply with all laws, rules and 
regulations in the jurisdiction in which you reside. You must also com-
ply with the acceptable use and behavioral policies that we publish from 
time to time on our websites, apps and games and the behavioral rules 
listed below (collectively the “User Rules”).103  

Nevertheless, for reasons already mentioned earlier, we will not use the term ‘pri-

vate legislation’ throughout this work.104 In particular, using this term with respect 

to rules of conduct of virtual communities might convey the impression that they, 

similarly to public legislation, meet certain legitimacy requirements. But whether 

this is the case remains to be examined in the following chapters and cannot be 

presumed from the outset. We will therefore keep with the more neutral term 

‘rules of conduct’.  

We can further distinguish between two subcategories of rules of conduct. 

First of all, the regulating documents of virtual communities include rules of con-

duct that govern the behavior of and interaction between users (hereinafter re-

ferred to as ‘behavior and interaction rules’).105 Facebook’s Community Stand-

ards likely provide the most familiar examples of such rules.106 They “outline 

what is and is not allowed on Facebook”107. Most importantly, they include rules 

regarding the communication between users. A central and heatedly debated pro-

vision of this document is Facebook’s anti-hate speech provision.108 But rules for 

communication are not only found in Facebook’s community standards. The reg-

ulating documents of other virtual communities, especially the codes of conduct 

of virtual worlds contain similar provisions. Blizzard’s In-Game Code of Con-

duct, for instance, includes a prohibition of hate speech that reads as follows:  

                                                            
103 Clause 7.1 of the Riot Games Terms of Service (emphasis omitted). https://www.riot-

games.com/en/terms-of-service#section7 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205071333/https://www.riotgames.com/en/terms-of-service.  

104 See supra at 13.  
105 See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 5. 
106 See ibid. 
107 Introduction of Facebook’s Community Standards. https://www.facebook.com/commu-

nitystandards/ (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025113412/http://www.facebook.com/communitystandards/.  

108 Clause 13 of Facebook’s Community Standards. https://www.facebook.com/commu-
nitystandards/objectionable_content (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025113412/http://www.facebook.com/communitystandards/.  

https://www.riotgames.com/en/terms-of-service%23section7
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When participating in communication of any kind (chat, voice com-
munication, group finder), you are responsible for how you express 
yourself. You may not use language that could be offensive or vulgar 
to others. 
Hate speech and discriminatory language is inappropriate, as is any 
obscene or disruptive language. Threatening or harassing another 
player is always unacceptable, regardless of language used. Violating 
any of these expectations will result in account restrictions. More se-
rious and repeated violations will result in greater restrictions.109 

EVE Online’s terms of service not only prohibit the use of offensive speech by 

individual users but additionally proscribe the formation of groups with the aim 

to promote hatred: “You may not organize nor be a member of any corporation or 

group within EVE Online that is based on or advocates any anti-ethnic, anti-gay, 

anti-religious, racist, sexist or other hate-mongering philosophies.”110  

 In addition to rules that govern the communication between users, game 

rules constitute a further example of rules of conduct. A central game rule that 

can be found in almost all regulating documents of virtual worlds is the prohibi-

tion of cheating. The Elder Scrolls Online EULA provides an example of a typical 

anti-cheating provision: 

You agree that you will not and will not assist any other person, under 
any circumstances: […] C. use cheats, automation software (bots), 
hacks, mods or any other unauthorized third party software designed 
to modify the Game or adversely impact any other persons playing of 
[sic] the Game or his/her experience of playing the Game.111 

Furthermore, rules that determine the modalities of access to and exclusion from 

virtual communities (hereinafter referred to as ‘access and exclusion rules’) be-

long to the category of rules of conduct.112 Typical access restrictions are age 

                                                            
109 Section “Communication” of Blizzard’s In-Game Code of Conduct. https://eu.bat-

tle.net/support/en/article/42673 (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025124016/https://eu.battle.net/support/en/article/42673.  

110 Clause 3 of EVE Online’s Terms of Service. https://community.eveonline.com/sup-
port/policies/terms-of-service-en/ (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025134205/https://community.eveonline.com/support/policies/terms-of-
service-en/.  

111  Clause 4. C of the Elder Scrolls Online EULA. https://account.elderscroll-
sonline.com/eula (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025135353/https://account.elderscrollsonline.com/eula.  

112 See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 5. 
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requirements. For instance, the minimum age for the use of Facebook is thir-

teen.113 Only persons of legal age can create a Black Desert Online account.114 

But providers may also restrict access for other reasons than age. For example, 

Facebook does not allow convicted sexual offenders to use their services.115  

Moreover, all providers of internet communities lay down the conditions un-

der which they may terminate user accounts. This is because the contractual agree-

ments between providers and users constitute contracts for the performance of a 

continuing obligation. Providers can, in principle, only terminate these contracts 

if they explicitly reserve a right of termination in the contractual agreement.116 If 

providers did not include termination clauses in their regulating documents, they 

could only terminate user accounts for compelling reasons (see § 314 BGB). Con-

sequently, Riot Games reserves the right to 

[...] terminate or suspend your account without notice to you if we 
reasonably determine, that:  

1. you have breached any part of these Terms (including 
the User Rules); 

2. doing so would be in the best interests of our community 
or the Riot Services or is required for upholding a third 
party’s rights;  
[…] 

We can make such determinations, with the assistance of automated 
systems and machine learning tools or by using other methods that we 
think are appropriate.117 

This section introduced a distinction between two different types of written rules 

of virtual communities according to their function. Transaction rules (e.g. intel-

lectual property clauses, privacy provisions, modification clauses and liability 

                                                            
113  See Clause 3.1 of Facebook’s Terms of Service. https://www.facebook.com/terms.php (5 

February 2020). Archived at https://web.archive.org/web/20191001150702/https://www.face-
book.com/terms.php.  

114 See Clause 4 of Black Desert Online’s Terms of Use. https:/www.blackdeser-
tonline.com/account/TermsOfUse.html?lang=EN (5 February 2020). Archived at https://web.ar-
chive.org/web/20191025144745/https://www.blackdesertonline.com/account/Term-
sOfUse.html?lang=EN.  

115 See Clause 3.1 of Facebook’s Terms of Service. https://www.facebook.com/terms.php (5 
February 2020). Archived at https://web.archive.org/web/20191001150702/https://www.face-
book.com/terms.php.  

116  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 60. 
117 Clause 2.1.2 of the Riot Games Terms of Service. https://www.riotgames.com/en/terms-

of-service#section2 (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205071333/https://www.riotgames.com/en/terms-of-service.  
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clauses) assume the function of conventional standard contract terms, which is to 

govern the bilateral exchange relationship between two contracting parties. By 

contrast, rules of conduct, which include behavioral and interaction rules (e.g. 

community standards and game rules) and access and exclusion rules (e.g. age 

restrictions and termination clauses) serve to govern the behavior of members of 

communities. In this respect, written rules of virtual communities differ signifi-

cantly from conventional standard contract terms. The following section demon-

strates that we can further distinguish between written rules that only affect users 

and those that additionally or exclusively affect non-users.  

II. Rules with Impact on Users and on Non-Users  
The categorization of the rules of virtual communities into rules that affect users 

and rules that affect non-users cuts across the differentiation between transaction 

rules and rules of conduct: Both transaction rules and rules of conduct may have 

effects inside and outside a virtual community. The latter is rather the exception 

than the rule, though. Users are the primary addressees of written rules of virtual 

communities. A typical example of a rule that can have negative effects on non-

users can be found in the regulating documents of virtual worlds. They often con-

tain provisions which prohibit the sale of virtual items for real currency (‘real 

money trading’).118 Runes of Magic’s Standard Terms and Conditions of Use, for 

instance, stipulate:  

Under no circumstances may the user […] c) buy or sell virtual arti-
cles originating from the Gameforge Services from third parties in re-
turn for real means of payment, nor may he exchange these goods or 
attempt to negotiate any of the aforementioned transactions unless this 
is permissible in the individual case.119  

While such prohibitions primarily apply to users, they can also affect non-com-

munity members. For instance, they might affect operators of online marketplaces 

                                                            
118 This definition of real money trading is taken from J. Dibbell, ‘Invisible Labor, Invisible 

Play: Online Gold Farming and the Boundary between Jobs and Games’, Vanderbilt Journal of 
Entertainment and Technology Law 18 (2016), 419–65, at 421. 

119 Clause 4.3 of Runes of Magic’s Standard Terms and Conditions of Use. 
https://agbserver.gameforge.com/enGB-Terms-2014-GF-Portal.html (5 February 2020). Ar-
chived at https://web.archive.org/web/20191025161809/https://agbserver.gameforge.com/enGB-
Terms-2014-GF-Portal.html.  

https://agbserver.gameforge.com/enGB-Terms-2014-GF-Portal.html
https://web.archive.org/web/20191025161809/https:/agbserver.gameforge.com/enGB-Terms-2014-GF-Portal.html
https://web.archive.org/web/20191025161809/https:/agbserver.gameforge.com/enGB-Terms-2014-GF-Portal.html
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for virtual items who are not necessarily members of the virtual community to 

which they offer the items.120  

III. Conclusion 
In sum, we can divide the written rules of virtual communities into the following 

categories according to their function:  

 
Table 1 Classification of rules of virtual communities according to their function 

I. Transaction rules II. Rules of conduct 
e.g. Intellectual property clauses 
e.g. Privacy provisions 
e.g. Modification clauses 
e.g. Liability clauses 

A. Access and exclu-
sion rules 

B. Behavior and inter-
action rules 

e.g. Age restrictions 
e.g. Termination 
clauses 

e.g. Community stand-
ards 
e.g. Game rules 

 

Each of these rules may only affect users or (additionally) have an impact on non-

users. Depending on the category a specific written rule belongs to, its conditions 

of legitimacy may vary. Therefore, we will come back to this classification once 

we seek to identify criteria for evaluating the legitimacy of written rules of virtual 

communities.  

The regulating documents that we analyzed in this section do not contain all 

the rules that govern virtual communities. An important part of the rules is em-

bodied in computer code. 

B. Encoded Rules 
Not only do providers use traditional regulatory instruments, they additionally 

employ computer code to govern their communities. Computer code refers to the 

community’s “technological architectures and functionalities”121 or “the instruc-

tions embedded in the software or hardware that makes cyberspace what it is”122. 

The idea that code designs that may appear “as neutral technological solutions”123 

                                                            
120 LG Hamburg, NJOZ 2012, 257 concerned such a situation. We will come back to this 

decision later. See infra at 181ff.  
121  Wielsch, ‘Die Ordnungen der Netzwerke’, 64. 
122  Lessig, Code, 121. 
123 V. Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’ in 

C. B. Graber (ed.), Governance of Digital Game Environments and Cultural Diversity Transdis-
ciplinary Enquiries (Cheltenham: Edward Elgar Publishing, 2010), 153–69, at 157. 
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at first sight but embody instructions that govern online behavior goes back to 

Reidenberg.124 Yet, it was Lawrence Lessig who contributed to its breakthrough 

with his seminal work Code and Other Laws of Cyberspace.125 This way of look-

ing at code has been widely adopted by subsequent generations of scholars.126 To 

illustrate how instructions embedded in code shape online behavior, Lessig cites 

the example of the online service provider America Online (AOL), whose code 

design prevented more than 23 users from gathering in a single chat room.127 Les-

sig suggests that AOL’s code is not predetermined by some law of nature. The 

technological constraint on the number of chat users is rather due to a deliberate 

decision by AOL’s code engineers and has, intentionally or not, the regulatory 

effect that there is no place where a large crowd of users can come together, for 

instance, to protest against the provider’s policies.128  

 To put the insight that code embodies rules in a nutshell, Lessig has intro-

duced the familiar and now widely-used formula ‘code is law’.129 But this catch 

                                                            
124 See J. R. Reidenberg, ‘Lex Informatica: The Formulation of Information Policy Rules 

Through Technology’, Texas Law Review 76 (1998), 553–84. 
125 L. Lessig, Code and Other Laws of Cyberspace (New York: Basic Books, 1999). 
126  See, e. g., R. A. Bartle, ‘Virtual Worldliness: What the Imaginary Asks of the Real’, New 

York Law School Law Review 49 (2004), 19–44, at 26; L. Belli, De la gouvernance à la régulation 
de l'internet (Paris: Berger-Levrault, 2016); P. S. Berman, ‘Cyberspace and the State Action De-
bate: The Cultural Value of Applying Constitutional Norms to Private Regulation’, University of 
Colorado Law Review 71 (2000), 1263–310; V. Boehme-Neßler, ‘Die Macht der Algorithmen und 
die Ohnmacht des Rechts: Wie die Digitalisierung das Recht relativiert’, Neue Juristische Woch-
enschrift 70 (2017), 3031–37, at 3033ff.; Buck-Heeb and Dieckmann, Selbstregulierung im 
Privatrecht, 179; F. G. Lastowka and D. Hunter, ‘The Laws of the Virtual Worlds’, California 
Law Review 92 (2004), 1–73, at 56; R. MacKinnon, Consent of the Networked: The Worldwide 
Struggle for Internet Freedom (New York: Basic Books, 2012); N. W. Netanel, ‘Cyberspace Self-
Governance: A Skeptical View from Liberal Democratic Theory’, California Law Review 88 
(2000), 398–498; M. J. Radin, ‘Regulation by Contract, Regulation by Machine’, Journal of Insti-
tutional and Theoretical Economics 160 (2004), 142–56; P. M. Schwartz, ‘Privacy and Democracy 
in Cyberspace’, Vanderbilt Law Review 52 (1999), 1609–702; G. Teubner, ‘Societal Constitution-
alism: Alternatives to State-Centred Constitutional Theory’ in C. Joerges, I.-J. Sand and G. 
Teubner (eds.), Transnational Governance and Constitutionalism (Oxford: Hart Publishing, 2004), 
3–28.  

127 Lessig, Code, 90. 
128 See ibid., 90–91.  
129 See Lessig, Code, 1. Others speak of ‘normative technology’ or ‘regulating technolo-

gies’. See, for instance, K. Dankert, ‘Normative Technologie in sozialen Netzwerkdiensten: 
Neue Machtstrukturen als Anreiz für einen Paradigmenwechsel der Kommunikationsreguli-
erung?’, Kritische Vierteljahreszeitschrift für Gesetzgebung und Rechtswissenschaft 98 (2015), 
49–73; B.-J. Koops, ‘Criteria for Normative Technology: The Acceptability of ‘Code as Law’ in 
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phrase often was and still is prone to misunderstandings.130 Scholars like Timo 

Kost131 and Orin Kerr132 have criticized Lessig for attributing legal qualities to 

code. Kost refers to systems theory and argues that code may shape behavior, but 

this does not necessarily imply that it is law.133 In terms of systems theory, law 

refers to all communicative acts that rely on the binary communicative code 

law/non-law.134 The constitutive feature of law as a social system is thus that a 

form of legal communication takes place.135 Kost argues that computer code, by 

contrast, follows a technological rationality. In his view, the instructions embed-

ded in software or hardware do not necessarily rely on the binary communicative 

code law/non-law.136 Kerr also criticizes Lessig for using the term ‘law’ carelessly 

when putting code on a level with law.137 He reduces Lessig’s argument to absurd-

ity when he stipulates that if code were law, then any minor form of private rule-

making, such as the calls of a sports referee, would have to be considered law, 

too.138 While these objections might both be correct, they are missing the point as 

Lessig never sought to negate the difference between technology and law. His 

point is rather to demonstrate that code “functions as a law might function”139 or 

“does the work of law”140 in cyberspace “[t]elling the user what she can and can-

not do”141. Lessig’s claim is therefore much more modest than his famous catch 

                                                            
Light of Democratic and Constitutional Values’ in R. Brownsword and K. Yeung (eds.), Regu-
lating Technologies: Legal Futures, Regulatory Frames and Technological Fixes (Oxford and 
Portland: Hart Publishing, 2008), 157–74.  

130 See Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 
157. 

131 See T. Kost, ‘Transnationales Datenschutzrecht: Am Beispiel technischer 
Standardisierung im Internet’, Kritische Justiz 42 (2009), 196–212, at 207. 

132 See O. S. Kerr, ‘The Problem of Perspective in Internet Law’, Georgetown Law Journal 
91 (2003), 357–406, at 372. 

133 See Kost, ‘Transnationales Datenschutzrecht’, 207. 
134  See N. Luhmann, Das Recht der Gesellschaft (Berlin: Suhrkamp, 1993), 60–61. 
135  See Kost, ‘Transnationales Datenschutzrecht’, 207. 
136  See ibid. 
137  See Kerr, ‘The Problem of Perspective in Internet Law’, 372. 
138  See ibid. 
139  L. Lessig, ‘Foreword: Cyberspace and Privacy: A New Legal Paradigm?’, Stanford Law 

Review 52 (2000), 987–1002, at 990. 
140  J. Grimmelmann, ‘Regulation by Software’, The Yale Law Journal 114 (2005), 1719–58, 

at 1721. 
141  Lessig, ‘Foreword’, 990. 
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phrase tends to suggest at first sight. His intention is merely to demonstrate that 

code constitutes an alternative instrument to control behavior; that there are func-

tional similarities between code and law.142 This description of the function of 

code seems adequate in particular where providers use code to regulate the behav-

ior of users in virtual communities, or, to put it differently, where code supersedes 

or complements the written rules of conduct of virtual communities. We have seen 

above that written rules of conduct assume the function of general legislation in 

internet communities as do corresponding encoded rules. However, for the very 

same reason for which we have decided not to use the term ‘law’ in relation to 

written rules of conduct, we will not use the term when we refer to encoded rules, 

either: There is a risk that the equation ‘law equals code’ obscures the legitimacy 

issues that the latter raises.  

 As in the case of written rules, it is not possible to give a comprehensive 

account of all the encoded rules of virtual communities. For one thing, as with 

written rules, providers frequently change code.143 For another, unlike written 

rules, encoded rules are largely invisible.144 Therefore, it is usually difficult to 

make specific statements about the form and content of a community’s encoded 

rules. However, some encoded rules of internet communities are known, for in-

stance, because providers explain how they use computer code in their regulating 

documents or elsewhere. For example, the Anti-Cheating Agreement of World of 

Warcraft reveals that Blizzard uses an anti-cheating software.145 In its Help Cen-

ter, Facebook describes how its newsfeed algorithm functions.146 The known ex-

amples of encoded rules suggest that we can subdivide them into similar groups 

as written rules of internet communities.  

                                                            
142  For this interpretation of Lessig’s work cf. also A. Chander, ‘The New, New Property’, 

Texas Law Review 81 (2003), 715–97, at 773; Grimmelmann, ‘Regulation by Software’, 1721; 
Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 157.  

143  See Risch, ‘Virtual Rule of Law’, 38–39. 
144  Lessig, Code, 329 speaks of a “massive secret government”.  
145 See Blizzard Anti-Cheating Agreement. https://www.blizzard.com/en-gb/le-

gal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement (5 February 2020). Ar-
chived at https://web.archive.org/web/20191109123002/https://www.blizzard.com/en-gb/le-
gal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement.  

146 See Facebook, How News Feed Works, Facebook Help Centre. https://www.face-
book.com/help/1155510281178725/?helpref=hc_fnav (5 February 2020). Archived at: 

https://www.blizzard.com/en-gb/legal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement
https://www.blizzard.com/en-gb/legal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement
https://web.archive.org/web/20191109123002/https:/www.blizzard.com/en-gb/legal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement
https://web.archive.org/web/20191109123002/https:/www.blizzard.com/en-gb/legal/cd5930c0-2784-420c-a23d-1e0d6ff8599b/anti-cheating-agreement
https://www.facebook.com/help/1155510281178725/?helpref=hc_fnav
https://www.facebook.com/help/1155510281178725/?helpref=hc_fnav
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 First of all, we can identify examples of encoded transaction rules. For in-

stance, technological architectures of virtual communities set the terms on which 

user privacy is guaranteed. Instructions embedded in code determine which user 

data is collected and how it is used. They can be considered the technological 

counterparts of privacy provisions in the regulating documents of virtual commu-

nities. An important example are systems that automatically display personalized 

advertisements on the basis of user profiles.147 Such systems work as follows: In 

a first step, algorithms collect and analyze huge amounts of data on past user be-

havior (links clicked, pages viewed, search queries, etc.) in an attempt to deter-

mine a user’s individual preferences, values, attitudes, sexual orientation and per-

sonal situation. In a second step, they automatically assign users to a group with 

similar characteristics. Based on these profiles, users are automatically provided 

with advertisements that correspond to their individual demands.148 Instagram’s 

Data Policy reveals that the provider employs such a system:  

Our systems automatically process content and communications you 
and others provide to analyze context and what's in them for the pur-
poses described below […]. We use the information we have about 
you - including information about your interests, actions and connec-
tions - to select and personalize ads, offers and other sponsored con-
tent that we show you.149 

In addition, a large part of the rules of conduct of internet communities is embod-

ied in computer code.150 An important area in which providers use technology to 

control user behavior within the community is access to information. For instance, 

providers of social networks use algorithms which select postings that users can 

                                                            
https://web.archive.org/web/20190621123920/https://www.facebook.com/help/1155510281178
725/?helpref=hc_fnav.  

147 See W. Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen: Eine 
Herausforderung für das Recht’, Archiv des Öffentlichen Rechts 142 (2017), 1–42, at 12. 

148 See ibid., 12–13. 
149 Clause 2 of Instagram’s Data Policy. https://help.instagram.com/519522125107875#how-

we-use-information (5 February 2020). Archived at 
https://web.archive.org/web/20191109152447/https://help.instagram.com/519522125107875#ho
w-we-use-information.  

150  See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 4. 

https://web.archive.org/web/20190621123920/https:/www.facebook.com/help/1155510281178725/?helpref=hc_fnav
https://web.archive.org/web/20190621123920/https:/www.facebook.com/help/1155510281178725/?helpref=hc_fnav
https://help.instagram.com/519522125107875%23how-we-use-information
https://help.instagram.com/519522125107875%23how-we-use-information
https://web.archive.org/web/20191109152447/https:/help.instagram.com/519522125107875%23how-we-use-information
https://web.archive.org/web/20191109152447/https:/help.instagram.com/519522125107875%23how-we-use-information
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see in their newsfeed151.152 The fact that users have the option to switch off these 

algorithms and opt for a chronological display of contributions does not alter the 

fact that providers shape the way in which users receive information through tech-

nology.153 Such default options allow users to merely select from a predefined set 

of encoded rules. They only offer one or a few options for action. In doing so, 

they still reduce the range of possible user behaviour.154  

 Another context in which encoded rules shape user behavior is content mod-

eration. Code can detect and delete unwanted content such as spam or pornogra-

phy.155 Today, Facebook still uses a “combination of artificial intelligence and 

reports from people to identify posts, pictures or other content that likely violates 

[its] Community Standards”156. As of now, the provider mostly uses artificial in-

telligence software to flag potentially unwanted content while human reviewers 

make the final decision on whether or not to take it down.157 However, in some 

                                                            
151  A newsfeed is the “running list of stories, interactions, and contributions we see when 

we log in” to social networks like Facebook and Twitter. A. E. Waldman, ‘Manipulating Trust 
on Facebook’, Loyola Consumer Law Review 29 (2016), 175–98, at 180.  

152  See H. Gersdorf, ‘Hate Speech in sozialen Medien: Verfassungswidrigkeit des NetzDG-
Entwurfs und grundrechtliche Einordnung der Anbieter sozialer Netzwerke’, MultiMedia und 
Recht 20 (2017), 439–47, at 444 (describing how Facebook’s newsfeed algorithm influences 
communication processes on the platform). See also Hoffmann-Riem, ‘Verhaltenssteuerung 
durch Algorithmen’, 12; Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 4.  

153  Facebook and Twitter, for instance, provide this possibility, but Facebook’s “News Feed 
will eventually return to its default setting”. Facebook, How do I View Posts on my News Feed 
in Most Recent Order on Facebook? Facebook Help Center. https://www.face-
book.com/help/218728138156311?helpref=faq_content (5 February 2020). Archived at 
https://web.archive.org/web/20200205091629/https://www.facebook.com/help/2187281381563
11?helpref=faq_content; Twitter, About Your Twitter Timeline. Twitter Help Center. 
https://help.twitter.com/en/using-twitter/twitter-timeline (5 February 2020). Archived at 
https://web.archive.org/web/20200205092104/https://help.twitter.com/en/using-twitter/twitter-
timeline.  

154  See Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen’, 12. 
155  See ibid., 18. 
156  M. Bickert, Publishing Our Internal Enforcement Guidelines and Expanding Our Ap-

peals Process, Facebook Newsroom, 24 April 2018. https://news-
room.fb.com/news/2018/04/comprehensive-community-standards/ (5 February 2020). Archived 
at https://web.archive.org/web/20200205092354/https://about.fb.com/news/2018/04/comprehen-
sive-community-standards/.  

157  See K. Chaykowski, ‘Facebook Publishes Internal Content Moderation Guidelines for 
the First Time’, Forbes, 24 April 2018. 
https://www.forbes.com/sites/kathleenchaykowski/2018/04/24/facebook-publishes-internal-
content-moderation-guidelines-for-the-first-time/ (5 February 2020). Archived at 
https://web.archive.org/web/20200205092819/https://www.forbes.com/sites/kathleenchaykowsk
i/2018/04/24/facebook-publishes-internal-content-moderation-guidelines-for-the-first-time/.  
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cases, the software automatically deletes links to pornographic websites or spam. 

Facebook seeks to increasingly use artificial intelligence instead of human re-

viewers to moderate content.158 The reasons for this are quite obvious: automated 

content moderation is cheaper, and it is difficult for human content moderators to 

manage the massive amount of user-generated content.  

 Content moderation and access to information are by far not the only areas 

in which providers employ encoded rules to control user behavior. To get a sense 

of the various contexts in which providers may use code to shape user conduct, it 

is worth looking at the vast collections of plugins that owners of Minecraft serv-

ers, a popular multiplayer online game, can simply pull off the shelf to govern 

players.159 In principle, such plugins can serve to regulate any kind of player con-

duct:  

There is a large collection of plugins that automate the deployment 
and maintenance of rules for peer monitoring, resource monitoring, 
rule enforcement, trade, vandalism, decision-making, information 
transmission, and communication, as well as plugins that define com-
plete market and property rights institutions: systems of property 
rights, shops, social hierarchies, and group allegiances.160 

Finally, as with written rules of virtual communities, we can distinguish between 

encoded rules that only affect users and encoded rules that have an impact on non-

community members as well. Nevertheless, as with written rules, users are the 

primary addressees of encoded rules. An example of a code feature that affected 

non-community members was Facebook’s Friend Finder, which was also subject 

of proceedings before the Federal Court of Justice (Bundesgerichtshof)161 and 

which we will discuss in further detail later on.162 The Friend Finder automatically 

sent unsolicited invitation and reminder emails to friends of Facebook users who 

were not necessarily members of the community. 

                                                            
158  See ibid. 
159  See, for instance, the collection of Bukkit plugins. https://dev.bukkit.org/bukkit-plugins 

(5 February 2020). Archived at https://web.archive.org/web/20190602170249/https://dev.buk-
kit.org/bukkit-plugins.  

160  P. Krafft, B. Keegan and S. Frey, ‘Designing for Participation and Change in Digital In-
stitutions’, arXiv (2019), 1–33, at 22. https://arxiv.org/pdf/1902.08728.pdf (5 February 2020). 
Archived at https://web.archive.org/web/20200205093411/https://arxiv.org/pdf/1902.08728.pdf.  

161 BGH, CR 2016, 596. 
162  See infra at 196ff.  
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 In sum, as in the case of written community rules, we can distinguish be-

tween encoded transaction rules and encoded rules of conduct. Furthermore, we 

can differentiate between encoded rules that only affect users and those that also 

or exclusively have an impact on non-community members. Here again, the con-

ditions of legitimacy of an encoded rule may vary depending on the category it 

belongs to. Therefore, once we seek to define criteria for evaluating the legitimacy 

of encoded rules of internet communities, we will come back to this classification.  

Now that we have identified the two types of private rules that govern virtual 

communities—written rules and encoded rules—and endeavored to subdivide 

them into different categories, we will consider their mutual relationship.  

C. The Relationship between Written Rules and Encoded Rules  
If providers use both written and encoded rules to govern internet communities, 

the question arises as to how both types of rules relate to each other. This question 

is particularly relevant for our analysis. If the regulating documents accurately 

reflected the rules embodied in code, the latter would not raise independent legit-

imacy issues and we could limit ourselves to working out the conditions under 

which the written rules of internet communities are legitimate.163 However, we 

cannot generally expect that written and encoded rules entirely correspond.164 

This is already shown by the fact that not all providers claim their regulating doc-

uments accurately reflect the instructions embedded in code. An exception to this 

general rule is Facebook. Facebook’s terms of service stipulate:  

We work constantly to improve our services and develop new features 
to make our Products better for you and our community. As a result, 
we may need to update these Terms from time to time to accurately 
reflect our services and practices.165 

                                                            
163 Cf. Dankert, ‘Normative Technologie in sozialen Netzwerkdiensten’, 58 (who points in 

this direction by arguing that, in this case, one could challenge encoded rules within the frame-
work of the review of written rules).  

164  See ibid., 59. See also Koops, ‘Criteria for Normative Technology’, 157 (“Sometimes […] 
norms are incorporated in technology to enforce existing legal rules, but in other cases, they are 
built in to supplement or extend legal rights, thus setting new norms.”). Cf. also L. Rolfes and K. 
Passig, ‘The Proto-Governance of Minecraft Servers’, Journal of Virtual Worlds Research 12 
(2019), 1–14, at 6-8 (analyzing the complementary relationship between written rulesets and rules 
encoded in software plugins of Minecraft servers). 

165 Clause 4.1 of Facebook’s Terms of Service. https://www.facebook.com/terms.php (5 
February 2020). Archived at https://web.archive.org/web/20191001150702/https:/www.face-
book.com/terms.php.  
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This clause can be interpreted as meaning that Facebook’s regulating documents 

at least claim to provide an adequate description of the rules embodied in Face-

book’s computer code. However, providers of other internet communities do not 

make similar claims. They rather assert that the community’s code architecture is 

constantly evolving and that code changes are not necessarily documented in the 

community’s regulating documents. Twitter’s terms of service, for example, de-

clare: “Our Services evolve constantly. As such, the Services may change from 

time to time, at our discretion.”166 YouTube’s terms of service state:  

YouTube is constantly changing and improving the Service […]. We 
will always consider and balance the impact of such changes on the 
use of the Service. Whenever reasonably possible, we will provide 
notice when we discontinue or make material changes to our Service 
that will have an adverse impact on the use of our Service. However, 
there will be times when we need to make such changes without no-
tice, such as where we need to take action to improve the security and 
operability of our Service, prevent abuse, or meet our legal require-
ments.167 

The EULA of Blizzard authorizes the company to  

[...] change, modify, suspend, or discontinue any aspect of the Plat-
form or Accounts at any time, including removing items, or revising 
the effectiveness of items in an effort to balance a Game. Blizzard 
may also impose limits on certain features or restrict your access to 
parts or all of the Platform or Accounts without notice or liability.168 

There are several possible reasons for a discrepancy between written and encoded 

rules. On the one hand, providers may intentionally not explain the functioning of 

encoded rules in their regulating documents for fear of hacker attacks or with the 

aim of protecting business and trade secrets. On the other hand, the divergence 

between regulating documents and code may be unintentional. They might have 

historically developed in different directions or the legal and IT department of a 

company that runs a virtual community might not work together seamlessly.  

                                                            
166 Clause 4 of Twitter’s Terms of Service. https://twitter.com/en/tos (5 February 2020). Ar-

chived at https://web.archive.org/web/20191022151015/https://twitter.com/en/tos.  
167 Clause ‘Changes to the Service’ of Youtube’s Terms of Service. 

https://www.youtube.com/static?template=terms&amp;hl=de&amp;gl=GB (5 February 2020). 
Archived at http://web.archive.org/web/20191114162125/https://www.youtube.com/static?tem-
plate=terms&hl=de&gl=GB.  

168 Clause 9. B of Blizzard EULA. https://www.blizzard.com/en-gb/legal/fba4d00f-c7e4-
4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement (5 February 2020). Archived at 
http://web.archive.org/web/20191114165259/https://www.blizzard.com/en-gb/legal/fba4d00f-
c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement.  

https://twitter.com/en/tos
https://web.archive.org/web/20191022151015/https:/twitter.com/en/tos
https://www.youtube.com/static?template=terms&amp;hl=de&amp;gl=GB
http://web.archive.org/web/20191114162125/https:/www.youtube.com/static?template=terms&hl=de&gl=GB
http://web.archive.org/web/20191114162125/https:/www.youtube.com/static?template=terms&hl=de&gl=GB
https://www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
https://www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
http://web.archive.org/web/20191114165259/https:/www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement
http://web.archive.org/web/20191114165259/https:/www.blizzard.com/en-gb/legal/fba4d00f-c7e4-4883-b8b9-1b4500a402ea/blizzard-end-user-license-agreement


36 
 
 

 Where written rules and encoded rules are not congruent, both types of rules 

raise separate legitimacy issues. In the following section, we will try to pin down 

the different questions of legitimacy that arise in relation to written and encoded 

rules.  

D. The Question(s) of Legitimacy  
The central aim of this analysis is to craft adequate legal responses to the phe-

nomenon of private rule-making in virtual communities. Throughout this work, 

we suggest that achieving this aim involves identifying the conditions of legiti-

macy of the rules of virtual communities. The questions of legitimacy and the 

question of adequate legal responses are thus interwoven: The question of legiti-

macy of the rules of virtual communities arises only if the question of adequate 

legal responses to the rules presents itself. This is only the case if the rules are in 

some way legally relevant.  

Not any form of private rule-making is legally relevant and raises legitimacy 

issues, though. Only compulsory private rules raise legal issues.169 Compulsory 

rules are first and foremost rules that claim to be enforceable with the help of state 

institutions.170 But we can also consider private rules to be compulsory if the rule-

maker expects state institutions to refrain from interfering with the process of pri-

vate rule-making and enforcement.171 With these considerations in mind, we can 

formulate the different questions of legitimacy that arise in relation to written and 

encoded rules of virtual communities.  

 Looking at written rules of virtual communities, the question of legitimacy 

arises when courts have to decide on their enforceability. In legal disputes be-

tween users and providers, the latter will claim that the written rules of a virtual 

community are enforceable, and courts must determine if this claim is justified. 

For instance, Facebook deletes a user comment for a violation of its anti-hate 

speech provision. The user challenges the provider’s decision before a civil court 

                                                            
169  See Bachmann, Private Ordnung, 22–23, 39–40; Bachmann, ‘Legitimation 

privaten Rechts’, 213; cf. Magen, ‘Zur Legitimation privaten Rechts’, 230ff. (arguing that ‘private 
law’ raises legitimacy issues if the private rule maker exercises power, i.e. if the private rule con-
stitutes a form of foreign rule from the perspective of the rule’s addressee, a rule that can be en-
forced compulsorily).  

170 See Bachmann, ‘Legitimation privaten Rechts’, 213. 
171 See ibid. 
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and claims that Facebook’s anti-hate speech provision is invalid. In this case, the 

court has to assess the enforceability of Facebook’s community standards.172 This 

raises the question of the legitimacy of Facebook’s anti-hate speech provision. 

Insights into the conditions of legitimacy of written rules of virtual communities 

indicate if the provision is enforceable. 

In contrast, providers of virtual communities usually do not claim that en-

coded community rules are legally enforceable. The reasons for this are twofold: 

Firstly, at present, it is only possible in a few cases to subject an encoded rule to 

legal review if there is no provision parallel to the encoded rule in the regulating 

documents.173 There are normally no legal remedies or procedures that enable us-

ers to challenge the enforceability of encoded rules before courts. Secondly, un-

like in the case of written rules, providers are generally not dependent on the sup-

port of courts to enforce encoded rules. This is because code is ‘self-enforcing’.174 

The technical characteristics of code allow providers to create a self-sufficient 

system of control. Unlike written rules of virtual communities, encoded rules not 

only prescribe what its addressees should or should not do under threat of legal 

sanctions but rather determine what they can or cannot do.175 Users do not follow 

encoded rules because they fear legal sanctions but because most of them (with 

the exception of hackers)176 have no possibility of breaking them. As James Grim-

melmann puts it: “In the real world, even the most arbitrary dictator is still limited 

to those orders he can bribe, bedazzle, brainwash, or bully someone into carrying 

out. Code knows no such qualms.”177 For example, if a user of a social network 

                                                            
172 See, for instance, LG Bamberg, ZUM-RD 2019, 486.  
173  In general, code rules are not subject to judicial control. This is subject to criticism. See, 

for instance, Teubner, ‘Horizontal Effects of Constitutional Rights in the Internet’, 204. By way 
of exception, code rules may be subject to judicial control under fair-trading law, which is appli-
cable to any kind of community rules regardless of their form. Wielsch, ‘Die Ordnungen der 
Netzwerke’, 83. We will come back to this exception later on. See infra at 196ff. 

174  For the self-enforcing character of code see generally Reidenberg, ‘Lex Informatica’, 
568; V. Karavas, ‘The Force of Code: Law's Transformation under Information-Technological 
Conditions’, German Law Journal 10 (2009), 463–82, at 476; Teubner, ‘Societal Constitutional-
ism’, 26.  

175  See Lessig, ‘Foreword’, 990; Buck-Heeb and Dieckmann, Selbstregulierung im 
Privatrecht, 181–82; Kost, ‘Transnationales Datenschutzrecht’, 207.  

176  See Grimmelmann, ‘Regulation by Software’, 1742ff. 
177  J. Grimmelmann, ‘Virtual Worlds as Comparative Law’, New York University Law Re-

view 47 (2004), 147–84, at 175. 
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wants to upload a picture of a female breast but the content filtering software 

prevents the upload, the user will simply not be able to do so.178 There is no need 

for the provider to enforce the encoded prohibition of displaying photos of female 

breasts before a court. As users have no possibility of challenging encoded rules 

in court and providers do not depend on the support of state institutions to enforce 

encoded rules, courts usually do not have to decide on their enforceability. Thus, 

the question of their legitimacy does not come up in this context.  

With respect to encoded rules, the legitimacy question rather arises when it 

comes to determining if states should interfere in the process of formation and 

enforcement of encoded rules, especially by means of judicial review.179 If en-

coded rules are already legitimate without state intervention, there is less need for 

the establishment of legal review procedures. If new review procedures are re-

quired, the additional question arises as to what standard of review should apply 

to encoded rules. The conditions of legitimacy of encoded rules that we will try 

to establish in the course of this study allow us to determine if there is a need for 

establishing new legal review procedures—and, if so, to define an appropriate 

standard of review.  

E. Conclusion 
This part demonstrated that we can distinguish between two main types of com-

munity rules according to their form: written rules and encoded rules. Both types 

of rules can be classified into different subcategories according to their function 

(transaction rules and rules of conduct) and their effects (rules that only affect 

users and rules that additionally or exclusively affect non-users). We will come 

back to this classification once we work out the conditions of legitimacy of the 

rules.  

                                                            
178 In June 2019, more than 100 people protested in front of Facebook’s headquarters in 

New York against the company’s ban on some photos of female nipples. K. Paul, ‘Naked Pro-
testers Condemn Nipple Censorship at Facebook Headquarters’, The Guardian, 3 June 2019. 
https://www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenip-
ple (5 February 2020). Archived at https://web.ar-
chive.org/web/20200205101553/https://www.theguardian.com/technology/2019/jun/03/face-
book-nude-nipple-protest-wethenipple.  

179  Cf. also Kettemann, The Normative Order of the Internet, 53 who arrives at a similar 
conclusion arguing that “code […] has to submit to (some of) the same tests of legitimacy as 
other norms”.  

https://www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenipple
https://www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenipple
https://web.archive.org/web/20200205101553/https:/www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenipple
https://web.archive.org/web/20200205101553/https:/www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenipple
https://web.archive.org/web/20200205101553/https:/www.theguardian.com/technology/2019/jun/03/facebook-nude-nipple-protest-wethenipple
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As the written regulating documents do not necessarily reflect those rules of 

a community that are embodied in computer code, both written and encoded rules 

raise separate legitimacy issues. With respect to the written rules of internet com-

munities, the question of legitimacy arises where courts have to decide whether 

they are enforceable. With respect to encoded rules, the question of legitimacy 

presents itself when it comes to determining if there is a need for state intervention 

and what form such an intervention should take.  

The following parts will address the question(s) of legitimacy that arise in 

relation to written and encoded rules of virtual communities. To this end, we will 

work out the conditions under which the rules of virtual communities are legiti-

mate. This will allow us to determine the conditions under which written rules are 

enforceable in courts, whether there is a need for the establishment of legal pro-

cedures that allow for a review of encoded rules and what standard of review shall 

apply to the latter. We will begin with an analysis of how legal scholars currently 

theorize the legitimacy of rules of virtual communities. 
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Part IV: Existing Legitimacy Models 
In this part, we will propose three models to clarify how the legitimacy of rules 

of virtual communities is currently theorized in legal literature: the self-govern-

ance model, the state constitutional model and the civil constitutional model. The 

self-governance model suggests that legitimate rules emerge without state inter-

vention because virtual communities develop their own self-regulatory mecha-

nisms that ensure that their rules are based on user consent. By contrast, propo-

nents of a state constitutional model cast doubt on whether legitimate self-gov-

ernance is possible, at least at the current developmental stage of the internet. 

They therefore suggest that courts should proceed to a judicial review of the rules 

of virtual communities and use constitutional principles to evaluate their legiti-

macy. Those who advocate for a civil constitutional model, in turn, are skeptical 

about whether it is possible to define reliable legal criteria for evaluating the le-

gitimacy of community rules. They rather suggest that the legal system can only 

try to stimulate the emergence of civil constitutions within virtual communities, 

constitutions that may assume the legitimizing function of state constitutions with 

regard to the rules of virtual communities.  

After an introduction of these models (A.), we will discuss their benefits and 

limitations (B.). This will allow us to establish criteria that a more adequate legit-

imacy model would have to satisfy (C.).  

A. Self-Governance, State Constitutionalism and Civil Constitu-
tionalism 
This section will introduce the three main existing legitimacy models for rules of 

virtual communities in the following order: the self-governance model (I.), the 

state constitutional model (II.) and the civil constitutional model (III.).  

I. The Self-Governance Model 
Proponents of a self-governance model assume that virtual communities develop 

legitimate rules on their own.180 The practical implication of this model is that the 

legal system should ignore or enforce the rules without prior legal review. The 

                                                            
180  For a detailed overview of literature that advocates for the self-governance model see 

generally Netanel, ‘Cyberspace Self-Governance’, 410ff. 
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model relies on the self-regulatory efforts of the participants of virtual communi-

ties which lead to the emergence of rules that are based upon user consent. In a 

nutshell, supporters of this model share the view that “cyberspace self-governance 

more fully embodies the liberal democratic goals of individual liberty, popular 

sovereignty, and the consent of the governed than does the top-down administra-

tion of even the most democratic nation states”181.  

Authors theorize the emergence of consensual rules within virtual commu-

nities in three different ways. A first approach assumes that users have the choice 

to self-select into communities with favorable rules (1.). A second approach 

deems that members will develop their own consensual social norms that will 

govern virtual communities (2.). A third approach emphasizes that digital space 

offers enhanced possibilities for establishing procedures of direct democracy in 

virtual communities (3.).  

1. User Exit 
Scholars like David Post and David Johnson conceive of cyberspace as consisting 

of a multitude of different communities with alternative rulesets users can choose 

from.182 Providers may unilaterally define the terms of use and code of virtual 

communities, but users have the choice whether they want to access a community 

and live by its rules or not. Those who disagree with a community’s ruleset can 

simply vote with their feet, or better, with their “electrons” 183. When users leave, 

they do not face any significant switching costs because, unlike in real space, they 

do not have to physically relocate. They can easily turn off their computer and 

“get a real life”184, switch to another community or even grow their own commu-

nity with more desirable rules.185 Ease of exit implies that users who remain in a 

community can be considered to consent to its rules because they would otherwise 

                                                            
181  Ibid., 402. 
182 Locus classicus: D. G. Post and D. R. Johnson, ‘Law and Borders: The Rise of Law in 

Cyberspace’, Stanford Law Review 48 (1996), 1367–402. See also D. G. Post and D. R. John-
son, ‘The Great Debate: Law in the Virtual World’, First Monday 11 (2006); D. G. Post, ‘Gov-
erning Cyberspace’, Wayne Law Review 43 (1996), 155–71. 

183 Post, ‘Governing Cyberspace’, 169. 
184  Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 61. 
185  See D. G. Post and D. R. Johnson, ‘The New 'Civic Virtue' of the Internet: A Complex 

Systems Model for the Governance of Cyberspace’, First Monday 3 (1998). 
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simply leave.186 The consequence of this perspective is that the rules of virtual 

communities can be considered legitimate irrespective of whether there are mech-

anisms at the level of individual communities, such as voting systems, that in-

crease the rules’ legitimacy. As users have an accessible exit option, it can be 

presumed that they consent to the rules even if providers unilaterally impose the 

rules on the community.187  

The exit option of users ensures that the rules are based on the real, not on a 

merely fictitious consent of users. In the view of advocates of this approach, this 

implies that virtual space provides a “more legitimate ‘selection mechanism’”188 

for rules than real space because the idea that laws of territorial states are based 

on the consent of the governed is mere fiction.189 For instance, if a German citizen 

does not agree with a German law, she can try to promote legal change, but if the 

majority of the population and the decision-makers themselves want to conserve 

the status quo, she will be forced to live under German law against her will. Unlike 

members of virtual communities, she does not express her consent to German laws 

by the mere fact of remaining in Germany because migration to other countries 

with more favorable laws is burdensome.190 Among other things, she might have 

to leave friends and family behind, move her personal belongings to a new home, 

learn another language, search for a new job and integrate into a new society. The 

destination country may also refuse entry. Citizens of territorial states are there-

fore regularly forced to live under laws they disagree with. The rules of virtual 

communities, by contrast, are based on real user consent and are therefore more 

legitimate than the laws of territorial states.  

What is more, the laws of territorial states not only suffer from a legitimacy 

deficit in comparison to rules of virtual communities. The application of the laws 

                                                            
186  See Post and Johnson, ‘Law and Borders’, 1398–9. 
187  See Netanel, ‘Cyberspace Self-Governance’, 433 (“In this scheme, it is entirely irrele-

vant whether local norms are produced by vote, cohesive community, negotiation, or administra-
tor fiat.”). 

188  Post and Johnson, ‘Law and Borders’, 1399. 
189  See ibid., 1398. The authors cite L. Brilmayer, ‘Consent, Contract and Territory’, Min-

nesota Law Review 74 (1989), 1–36, at 5 (“State reliance on consent inferred from someone 
merely remaining in the state is particularly unrealistic. An individual's unwillingness to incur 
the extraordinary costs of leaving his or her birthplace should not be treated as a consensual un-
dertaking to obey state authority.”). 

190  Cf. ibid. 
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of territorial states to transnational virtual communities in itself raises legitimacy 

issues: Because of the transnational character of virtual communities, the laws of 

state A are not democratically legitimized by users from state B who might be 

similarly affected by the intervention of state A.191 Proponents of this approach 

thus conceive of cyberspace as an “ideal space”192 whose rules are perfectly legit-

imate. This space should be considered its own sovereign jurisdiction where ter-

ritorial states have no legitimate claim to set rules.  

2. Consensual Development of Social Norms 
Another approach relies on a consensual bottom-up formation of social norms in 

virtual communities.193 This line of thought does not assume that a system of 

competing communities will produce legitimate rules but lays emphasis on the 

inherent capacity of individual communities to generate their own legitimate 

norms. This approach thus zooms in from a macro view of cyberspace consisting 

of a multitude of virtual communities to a micro view of specific communities 

and their internal processes of norm production. At this local level, communities 

will develop social norms that are based on user consent. Users will shape the 

social norms of the respective virtual community through repeated interactions 

with others and are thus directly involved in the process of norm formation.194 A 

social norm that is not supported by a vast majority of users will simply vanish as 

disagreement over the existence of certain social norms leads to their destabiliza-

tion over time.195  

                                                            
191  See ibid., 1375 (“There is no geographically localized set of constituents with a stronger 

and more legitimate claim to regulate it than any other local group. The strongest claim to control 
comes from the participants themselves, and they could be anywhere.”). 

192  J. E. Cohen, ‘Cyberspace As/And Space’, Columbia Law Review 107 (2007), 210–56, at 
215ff. 

193  See R. Bartlett, ‘Developments in the Law: The Law of Cyberspace’, Harvard Law Re-
view 112 (1999), 1547–704, at 1608–09. Cf. also L. J. Gibbons, ‘No Regulation, Government 
Regulation, or Self-Regulation: Social Enforcement or Social Contracting for Governance in 
Cyberspace’, Cornell Journal of Law and Public Policy 6 (1997), 475–551, at 518ff; Lastowka 
and Hunter, ‘The Laws of the Virtual Worlds’. 

194  See Gibbons, ‘No Regulation, Government Regulation, or Self-Regulation’, 519 (argu-
ing that the model of “governing cyberspace through informal social norms […] is the most de-
centralized and democratic”). 

195  See Netanel, ‘Cyberspace Self-Governance’, 428. 
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However, supporters of this point of view are aware of the problem that a 

situation in which every single user agrees with every social norm of a community 

is hard to imagine. There will always be users who are not integrated into the 

community, who do not agree with its norms. There is a risk that those dissenters 

are suppressed by the majority, who shapes the community’s social norms.196 In 

relation to those dissenting users, the community’s social norms are not legitimate 

per se. As a solution to this problem, similarly to Post and Johnson, proponents of 

this approach refer to the user’s exit option.197 They suggest that users who disa-

gree with the social norms of a community can simply leave. If they remain, they 

can be considered to agree with the community’s social norms. However, while 

supporters of this viewpoint place great importance on the user’s exit option, they 

do not assume that community rules are legitimate on the sole grounds that dis-

senters are free to leave. They rather argue that social norms are first and foremost 

legitimate because they are backed by a vast majority of users who participated in 

their formation. The exit option is merely a sheet anchor for dissenting users ‘at 

the margin of the virtual community’. Lastowka and Hunter, who support this 

approach, even explicitly cast doubt on whether participants in virtual worlds are 

effectively free to leave them: “Is the option of virtual exit real if it entails giving 

up family, friends, property, society, and your very form?”198 The authors none-

theless claim that, irrespective of the user’s exit option, fundamental issues such 

as rights of participants against providers are solved by means of a bottom-up 

process rather than external regulatory intervention by territorial states: “The pres-

ence or absence of rights, the existence of a democratic or undemocratic govern-

ance system, […] are all items subject to debate and enforcement by virtual com-

munities. In most instances, these concerns are resolved through in-world mech-

anisms.”199 As an example of such an in-world mechanism, the authors mention 

the conviction of a ‘rapist’200 in the community of LambdaMOO (a text-based, 

                                                            
196  See ibid. 
197  See ibid. See also Gibbons, ‘No Regulation, Government Regulation, or Self-Regula-

tion’, 522. 
198 Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 61–62. 
199  Ibid., 70. 
200 The word ‘rapist’ is in quotation marks because the deed was not committed in real life 

but in the virtual community of LambdaMOO.  
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non-commercial virtual world) that took place in 1993.201 An avatar (‘Mr. Bun-

gle’) was in possession of a virtual voodoo doll allowing him to seize control over 

other avatars. He used this power to force other (female) characters to perform 

sexual acts on each other.202 In the aftermath of the incident, users and providers 

of LambdaMOO came together to discuss the further course of action. A majority 

of users called for ‘Mr. Bungle’ to be punished by ‘toading’, a special form of 

punishment which replaces the player’s avatar with a powerless and voiceless 

toad.203 An administrator (called ‘wizard’) of the community finally enforced the 

community’s decision.204 Deliberation between users and providers thus allowed 

the community to solve the Bungle case and bring the culprit to ‘virtual justice’.  

In essence, those who advocate for this approach hope that other communi-

ties will follow the example of LambdaMOO and argue that if virtual communities 

succeed in formulating their own rules, “the residents of virtual worlds will live, 

love and law for themselves”205 without any need for state intervention. 

3. Virtual Direct Democracy  
Most of the scholars that draw our attention to the technical possibilities of devel-

oping direct democratic online voting systems advocate for their use in order to 

vote on real-world issues.206 Yet some authors also consider direct internet voting 

to be a basis for the governance of virtual communities.207 They argue that virtual 

communities provide fertile ground for the development of direct internet voting 

systems because members can discuss rules proposals without any need to be 

                                                            
201 See Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 70. The cyberrape case 

was first reported by J. Dibbell, A Rape in Cyberspace: (Or TINYSOCIETY, and How to Make 
One). http://www.juliandibbell.com/articles/a-rape-in-cyberspace/ (5 February 2020). Archived 
at https://web.archive.org/save/http://www.juliandibbell.com/articles/a-rape-in-cyberspace/. 

202  See Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 67. 
203  See ibid., 70. But cf. Dibbell, A Rape in Cyberspace, who tells the story slightly differ-

ently. He reports that no final community decision was taken and that the wizard, having consid-
ered the voice of the community, finally acted alone (“So TomTraceback acted alone.”).  

204  See Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 70. 
205  Ibid., 73. 
206  Netanel, ‘Cyberspace Self-Governance’, 412, note 48 with further references. 
207  Ibid. 

http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
https://web.archive.org/save/http:/www.juliandibbell.com/articles/a-rape-in-cyberspace/
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physically present,208 every user has the same chances to participate in the discus-

sion209 and users can exchange information at a significantly lower cost than in 

real space210.  

 Some providers of virtual communities have indeed established voting sys-

tems that allow users to participate in the formation of rules. For instance, Charles 

Siegal211 and Jennifer Mnookin212 describe LambdaMOO’s petition system. Pavel 

Curtis, the founder of LambdaMOO, introduced the voting system in the after-

math of the cyberrape incident we discussed above. Users who met certain mini-

mal criteria213 were enabled to create petitions on both social and technical issues 

within LambdaMOO. The system created a mailing list which allowed the user 

base to discuss the proposal. If ten or more users attached their signatures to the 

petition, the petitioner could ask the administrators, or ‘wizards’, to vet it.214 If 

the wizards accepted the petition and if a sufficient number of users supported it, 

it was eventually put to popular vote.215 If two-thirds of the players approved the 

proposal, the wizards had the obligation to implement it.216 The petition system 

existed until 1996, when Curtis decided to take back control and reintroduce the 

practice of wizardly fiats.217 

                                                            
208  See H. H. Perritt, ‘Cyberspace Self-Government: Town Hall Democracy or Rediscov-

ered Royalism’, Berkeley Technology Law Journal 12 (1997), 413–82, at 420. 
209  See M. Godwin, Cyber Rights: Defending Free Speech in the Digital Age (Cambridge 

(MA), London: MIT Press, 2003), 8. 
210 See N. Elkin-Koren and E. M. Salzberger, ‘Law and Economics in Cyberspace’, Interna-

tional Review of Law and Economics 19 (1999), 553–81, at 573–74. 
211  See Siegal, ‘Rule Formation in Non-Hierarchical Systems’, 203–06. 
212  See J. L. Mnookin, ‘Virtual(ly) Law: The Emergence of Law in LambdaMOO’, Journal 

of Computer-Mediated Communication 2 (1996). 
213  Ibid., note 16 (“No guest or visiting characters were allowed to create petitions and play-

ers had to be at least 30 days old in Lambda-time.”).  
214 Ibid. (“A wizard's decision to vet is supposed to be based on five criteria: that the peti-

tion be (1) appropriate subject matter for petitions; (2) sufficiently precise that the wizard can 
understand how to implement it; (3) technically feasible; (4) not likely to jeopardize the func-
tional integrity of the MOO; and (5) not likely to bring the wizards or Xerox into conflict with 
UHDOဨZRUOG�ODZV�RU�UHJXODWLRQV�´� 

215 Ibid. (“5 percent of the average total vote count on all ballots.”) 
216  See ibid. 
217  See P. Curtis in E. Hess, Yib's Guide to MOOing: Getting the Most from Virtual Commu-

nities on the Internet (Bloomington: Trafford Publishing, 2003), Appendix D-Text of “Lambda-
MOO Takes Another Direction” (LTAD). 
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A more recent example of a direct internet voting mechanism is the election 

system that Facebook introduced in 2009 —in response to customer dissatisfac-

tion with a change in the platform’s terms of service that apparently gave the 

company perpetual ownership over user content.218 The system allowed users to 

comment and vote on proposed changes to Facebook’s terms of use. If proposed 

changes received more than 7000 user comments within a period of seven days, 

users could vote on them, and if 30 % of active users voted in favor of or against 

the changes, Facebook considered the vote binding.219 In total, three out of twelve 

proposals were put to vote. Facebook did not require users to comment on the initial 

proposal before it was put to vote.220 The required quorum of 30 % of all active 

registered users was, however, never reached.221 In 2012, Facebook publicized a 

last vote; this time on the abolition of the voting system.222 The provider eventu-

ally decided to eliminate its voting system although 88 % of the 668.500 submitted 

votes were in favor of maintaining the system. Even this important referendum 

did not manage to generate the necessary voter turnout.223 

4. Conclusion 
The self-governance model assumes that rules of virtual communities are legiti-

mate if based on user consent. Self-regulatory mechanisms such as the user’s exit 

option, the participation of users in the formation of social norms or direct internet 
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voting will ensure that users consent to community rules. Therefore, jurisdictions 

should defer to the rules of virtual communities.  

II. The State Constitutional Model 
In contrast, proponents of a state constitutional model are skeptical about whether 

the self-regulatory efforts of participants of virtual communities effectively lead 

to the emergence of legitimate rules. Rather, they warn that rules of contemporary 

virtual communities raise significant legitimacy issues because they pose a threat 

to fundamental constitutional values. Claudia Padovani and Mauro Santaniello 

express this concern as follows: 

Particularly, private operators have been acquiring law-making and 
law enforcement powers defining the boundaries of some fundamen-
tal rights, such as those concerning freedom of expression, privacy, 
censorship, self-determination and access to information, without be-
ing subject to constitutional constraints and procedures and raising 
relevant concerns about their legitimacy and accountability.224 

This approach therefore suggests that the legal system, “the law and real-world 

courts”225, should only recognize those rules that pass a ‘legitimacy test’ which is 

to be carried out in accordance with constitutional law criteria. 

 Nicolas Suzor, one of the main advocates of this model, derives criteria for 

evaluating the legitimacy of community rules from rule of law principles which 

traditionally serve to evaluate the legitimacy of government action.226 He finds 

that rules of virtual communities regularly perform poorly on these criteria (1.).227 

As the rules are not intrinsically legitimate, he suggests that courts should proceed 
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385–400; Suzor, ‘The Role of the Rule of Law in Virtual Communities’; N. Suzor, ‘Digital Con-
stitutionalism: Using the Rule of Law to Evaluate the Legitimacy of Governance by Platforms’, 
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to an evaluation of their legitimacy on the basis of constitutional principles when-

ever they have to decide on disputes between providers and users (2.).228  

1. Deficiency of the Rule of Law in Virtual Communities 
Suzor argues that certain basic principles of the rule of law such as “restraints on 

discretionary power”, “substantive limits based upon individual rights”, “formal 

limits on the creation and implementation of laws, procedural safeguards and due 

process” and “consensual governance” 229, can be used to evaluate the legitimacy 

of the rules. In his view, a rule of law framework is well suited to analyzing the 

legitimacy issues of governance by providers of virtual communities.230 He finds 

that the rules of many virtual communities fall short of meeting these require-

ments in several respects.231 

First of all, he observes that there are often no legal limitations on the exer-

cise of power by providers, which enables them to impose arbitrary punishments 

on users.232 For example, providers can terminate user accounts at will. They have 
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absolute control over the code of the community; a minor change in the software 

is enough to ban a user.233 Their power is often unlimited as termination clauses 

in terms of use of virtual communities tend to leave providers wide discretion.234 

The EULA of Blizzard Entertainment, stipulates, for instance:  

Blizzard reserves the right to terminate this Agreement at any time for 
any reason, or for no reason, with or without notice to you. For pur-
poses of explanation and not limitation, most Account suspensions 
and terminations are the result of violations of this Agreement.235  

Because of the largely unlimited power of providers to ban users, it is not surpris-

ing that several authors compare providers of virtual worlds with “wizards”236 or 

even “gods”237. 

In addition, Suzor is concerned about the protection of fundamental rights in 

virtual communities. In his view, private governance by providers may pose a 

threat to important individual rights such as the right to freedom of speech, to 

privacy, to property as well as the right to legal protection.238 Providers often im-

pose speech restrictions upon users. Snapchat’s terms of service, for instance, 

stipulate that the provider “reserves the right to delete any content […] which we 

[Snapchat] think violates these Terms or our Community Guidelines”239. But pro-

viders may not only delete unwanted content. To silence critics, they can also ban 

users who raise their voices against the governors of the community. Suzor gives 

the example of a user of the virtual world The Sims Online whose account was 

terminated because he posted a link to his online newspaper in which he criticized 
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the provider for its failure to address the emerging issue of “cyber-prostitution”240. 

An even more heatedly and publicly debated issue is user privacy.241 Privacy 

rights of users are at risk because providers can easily monitor and record all ac-

tivities that take place in a virtual community.242 Furthermore, providers may in-

terfere with users’ property rights. Providers can confiscate virtual objects or vir-

tual currency, which often have real value as they can be traded for real money.243 

Users may see this confiscation as an illegitimate ‘virtual expropriation’, notably 

because they “feel a sense of entitlement”244 to their virtual items. Finally, the 

terms of use of virtual communities may contain provisions such as unfavorable 

arbitration clauses which prevent users from taking providers to courts to enforce 

their rights.245 This may raise genuine problems with respect to the users’ right to 

legal protection. 

Moreover, Suzor highlights that governance by providers is regularly incon-

sistent with the principle of formal legality which requires both that community 

rules be predictable and that the provider follow a procedure that respects due 

process of law before taking action against users.246 He points to four major rea-

sons why rules of virtual communities are often unpredictable, so that users cannot 

adjust their behavior accordingly. First of all, he criticizes that the wording of the 

terms of use for virtual communities is often too complex to be read and under-

stood by users.247 However, in a more recent contribution, Suzor admits and wel-

comes the fact that providers have begun to draft more intelligible terms of use.248 

Secondly, providers usually reserve the right to modify their terms of use at any 

time.249 YouTube, for instance, reserves the right to “modify this Agreement, for 
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example, to reflect changes to our Service or for legal, regulatory, or security rea-

sons”250. Thirdly, Suzor notes that providers sometimes apply rules retroac-

tively.251 If a participant in a virtual world exploits a software bug and gains an 

advantage, such as a new precious virtual item, providers may decide to confiscate 

this item or even terminate the user’s account notwithstanding the fact that the 

exploitation of the bug was not explicitly prohibited under the rules of the com-

munity.252 Fourthly, the broad wording of the terms of use of virtual communities 

allows providers great leeway in applying and enforcing the rules of the commu-

nity, which often leads to providers implementing rules inconsistently.253  

Furthermore, Suzor criticizes that providers often do not respect the require-

ments of due process as they regularly fail to follow a fair procedure to establish 

the facts and, as the case may warrant, to determine an adequate punishment.254 

In Suzor’s view, the fact that the provider is not only the creator, but at the same 

time the ‘enforcer’ and ‘adjudicator’ of the rules raises serious doubts regarding 

the fairness of the procedure that leads to the provider’s final decision.255 

Finally, in sharp contrast to the proponents of the self-governance model, 

Suzor criticizes that governance by providers is most often not based upon user 

consent. He argues that users cannot easily exit communities and have no bargain-

ing power over providers.256 As contractual agreements between providers and 

users are not effectively bargained for, standard contract terms of virtual commu-

nities “cannot be said to be assented to in any real sense”257.  
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2. Constitutional Review of Rules of Virtual Communities 
In order to address these deficiencies of the rule of law in virtual communities, 

Suzor requires civil courts to proceed to a judicial review of community rules and, 

if necessary, to invalidate rules that do not comply with rule of law principles. In 

essence, he thus advocates for an incorporation of constitutional principles into 

private law doctrine in order to address the legitimacy issues raised by the rules 

of virtual communities.258 This would imply that civil courts become the new con-

stitutional courts of digital space, yet, and this is crucial for understanding Suzor’s 

approach, only to a certain extent.  

 Suzor claims that rule of law principles by which to judge providers’ gov-

ernance do not translate easily into all virtual communities.259 Unlike constitu-

tional courts, civil courts reviewing the rules of virtual communities should there-

fore not require each and every rule to comply with rule of law principles. Civil 

courts must rather determine on a case-by-case basis whether the application of 

constitutional principles is appropriate or not.260 In this exercise, they need to take 

into account the competing interests and tensions between the provider and users 

of the respective virtual community.261 Whether a court should invalidate rules 

that do not comply with rule of law principles—restraints on discretionary power, 

substantive limits based upon individual rights, formal legality and consensual 

governance—is thus “heavily context-dependent”262 and no “two communities 

can be treated alike”263.  

 To begin with, Suzor does not claim that civil courts should in each and 

every case invalidate terms and conditions which allow providers to terminate 
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user accounts at will. Such provisions may not comply with the rule of law prin-

ciple that exercise of power shall be limited by law. However, whether providers 

can rely on such clauses or whether courts shall declare them invalid depends on 

the competing interests of providers and users which might differ from one com-

munity to another.264 On the one hand, providers might have a strong interest in 

defining community membership at their own discretion since the composition of 

the user base is a decisive factor in attracting and retaining users.265 On the other 

hand, this concern has to be weighed against the interests of users in having access 

to ever more important online social spaces.266 

 According to Suzor, the same reasoning applies to the obligation of providers 

to respect fundamental rights. Whether a court has to declare a rule that restricts 

fundamental rights of users invalid depends on the specific community context.267 

For example, a speech restriction may be considered illegitimate in one virtual 

community but not in others. To evaluate the legitimacy of a limitation on free 

speech, courts must again weigh up the competing interests of providers and users. 

In this balancing exercise, they shall take into account the purpose and use of a 

community.268 In some cases, artistic freedom of designers to create expressive 

games may outweigh free speech interests of users, while it might be appropriate 

to require providers of more “‘public’ types of communities”269 to respect free 

speech rights of users.270 In Suzor’s view, it is thus not possible to make a general 

statement about the responsibilities of providers to respect fundamental rights. It 

is always necessary to “examine whether particular limits are appropriate for par-

ticular communities”271. Against this backdrop, courts must also take into due 

consideration the specificities of a virtual community when determining whether 

providers are obliged to respect the constitutional requirement of formal legality. 

In some communities, courts should allow providers to create unpredictable rules 
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even if this is inconsistent with the principle of formal legality. Providers of online 

gaming platforms, for instance, may have a legitimate interest in developing un-

foreseeable rules to make the game more enjoyable.272  

 Furthermore, courts should not always invalidate decisions of providers even 

if the latter did not follow a procedure that meets the requirements of due process: 

Second-guessing provider decisions hinder innovation.273 Here again, it might be 

particularly inappropriate to schematically require providers of rather game-like 

virtual communities to respect due process. Arbitrary action may form an im-

portant part of the game concept, and recognizing a player’s right to due process 

may significantly diminish the game’s entertainment value.274 In a nutshell, courts 

must seek to strike a balance between the interest in protecting users against arbi-

trary decisions of providers and the interest in promoting flourishing, creative vir-

tual communities.  

 While Suzor advocates for a flexible application of rule of law principles to 

virtual communities, he argues that courts should more rigorously impose limits 

upon governance by providers if their rules are not based on informed user con-

sent. By contrast, courts should generally validate consensual rules. The fact that 

users have expressed their consent may even justify courts upholding rules which 

do not satisfy other rule of law requirements.275 For instance, an unpredictable 

rule may not raise legitimacy concerns if it is based on user consent. Moreover, 

restrictions of fundamental rights may be tolerable if users voluntarily decide to 

waive their rights when they enter a community. Suzor explicitly emphasizes the 

right of users to participate in communities with bizarre or erratic rules in order 

to preserve virtual communities as spaces that allow for social experimentation.276 

As meaningful consent may alleviate other rule of law concerns, he suggests that 

consent may be the “single most important aspect of legitimacy in the governance 

of virtual communities”277. The sole case in which courts shall not defer to a con-
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sensual community rule is where it conflicts with external social values, particu-

larly sacrosanct social core values that are partially or entirely unalienable, such 

as certain basic rights.278  Suzor mentions as an example the prohibition of sexu-

alized depictions of minors: Courts are required to enforce this prohibition in 

every case, even if a rule of a virtual community that allows users to circulate such 

depictions may be based on the consent of teenagers who want to share sexually 

explicit selfies with others.279  

3. Conclusion 
Much like supporters of a self-governance model, advocates of this approach as-

sume that community rules are legitimate if they are based on user consent. Courts 

should therefore enforce consensual rules provided that they do not conflict with 

external social core values. However, proponents of this model do not share the 

optimistic view that virtual communities will develop consensual rules on their 

own, so that jurisdictions should generally defer to them. Instead, the state con-

stitutional model warns that virtual communities are likely to fail in developing 

their own mechanisms that legitimize rules. Therefore, the model requires courts 

to verify if the rules of a community comply with principles of the rule of law, at 

least where this seems appropriate in view of the specific characteristics of the 

community. 

III. The Civil Constitutional Model 
The civil constitutional model, whose main advocate is Vagias Karavas,280 differs 

significantly from the previous models in that it does not suggest any substantive 
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criteria, such as user consent or rule of law principles, for determining the legiti-

macy of rules of virtual communities. This approach rather challenges the basic 

premise of the other two models, which both assume that it is possible to theorize 

the legitimacy of rules ‘from outside virtual communities’.  

Karavas’ approach starts from the assumption that external actors who are 

not part of the virtual community, which is everybody except providers and users, 

lack the understanding to establish appropriate criteria for evaluating the legiti-

macy of its rules (1.). Only the participants of a virtual community themselves can 

create and use the knowledge required to develop adequate rule systems for their 

community. In Karavas’ view, the legal system, especially courts, can only help 

participants of virtual communities activate this knowledge and try to stimulate 

autonomous rule-making processes within virtual communities (2.). These inter-

nal processes of rule production may, at best, lead to the emergence of digital 

‘civil constitutions’, also referred to as ‘societal constitutions’, that perform legit-

imizing functions of state constitutions in relation to rules of virtual communities 

(3.).  

1. The Lack of External Knowledge 
Karavas starts from the premise that there is a general lack of knowledge about 

the phenomenon of virtual communities.281 Therefore, any attempt to develop an 

adequate external solution to governance problems that arise in virtual communi-

ties is necessarily doomed to failure from the outset.282 Karavas’ main point of 

criticism against the proponents of the other legitimacy models is thus that they 

look at the phenomenon of virtual communities from the outside. They claim to 

have found solutions to the legitimacy issues raised by rules of virtual communi-

ties—which, at a closer look, turns out to be impossible. 

2. The Stimulation of Autonomous Rule-Making Processes 
As external actors lack the knowledge to conceive of legitimate rules for virtual 

communities and since this knowledge cannot be produced outside but only within 
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virtual communities, the legal system, especially courts, can only help the partic-

ipants of virtual communities activate this knowledge and encourage them to 

make use of it to develop legitimate rules on their own.283 For this purpose, courts 

need to make an effort to “help the stakeholders negotiate a shared meaning and 

shared understanding of the ‘problem’ and its possible solutions by referring the 

‘problem’ back to them”284. To illustrate what this can look like in practice, Kara-

vas refers to a case in which the Regional Court (Landgericht) of Bonn had to 

decide on the termination of the account of a user who had repeatedly ignited 

verbal disputes with other users.285 The main sticking point of the case was that 

the provider had not established any rules of conduct for the chat room.286 The 

court held that, in the absence of such rules, the provider was not entitled to ban 

the user.287 Karavas welcomes the fact that the court did not claim to possess 

enough understanding to establish standards for appropriate rules of conduct but 

rather implicitly motivated the provider to make use of its own knowledge to de-

fine the limits of permissible behavior in the chat room.288 

3. The Emergence of Digital Civil Constitutions 
In Karavas’ view, the autonomous rule-making processes triggered by the court’s 

decision may, at best, lead to the emergence of digital civil constitutions. His ap-

proach is informed by Gunther Teubner’s theory of societal constitutionalism,289 

which suggests that rules that autonomously emerge in societal sectors can—un-

der favorable conditions—mature into civil constitutions.290 According to this the-

ory, virtual communities have the potential to develop into autonomous constitu-

tional orders that coexist with the constitutional orders of territorial states.  
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287  See ibid., 162. 
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 Societal constitutionalism assumes that constitutional issues not only arise 

in the institutionalized political sector but also in other (private) societal sectors 

such as virtual communities (a.). Only civil constitutions that develop in sectors 

of society which are similar but not identical to state constitutions and can address 

these issues (b.). Karavas mainly focuses on the role of courts as stimulators of 

constitutionalization processes within virtual communities but, in light of the 

background theory of societal constitutionalism, social actors such as civil society 

initiatives, competitors and users may initiate such processes alongside courts (c.).  

a. (Civil) Constitutional Issues in Virtual Communities  
Societal constitutionalism assumes that not only the exercise of political power 

gives rise to constitutional issues in the strict sense of the term.291 In the age of 

globalization and digitization, the constitutional question is no longer how state 

constitutions can effectively liberate and constrain political power.292 According 

to Teubner, the ‘new constitutional question’ is rather how to curb unleashed so-

cietal energies that neither individual nation states nor international organizations 

can effectively control.293 Teubner refers, for instance, to multinational corpora-

tions violating human rights, but also, more relevantly to our topic, to private in-

termediaries threatening freedom of conscience on the internet or private organi-

zations invading privacy through data collection.294 As with unlimited political 

power, these unleashed societal energies can have destructive effects on individ-

uals and society at large.295 In Teubner’s view, the task is therefore no longer only 

to tame the “Leviathan (state power) but all the other emerging ‘snakes’, too”296. 

Providers of virtual communities can be considered to belong to this group of 

‘snakes’.297 They have acquired rule-making and rule enforcement capacities that 

                                                            
291  See Teubner, Constitutional Fragments, 1. 
292  See ibid.; see also Teubner, ‘Societal Constitutionalism’, 21. 
293  Teubner coined the term ‘new constitutional question’ to stress what in his opinion con-

stitutes a decisive turn in constitutional law. See Teubner, Constitutional Fragments, 1. 
294  See ibid. 
295  See ibid. 
296  R. Prandini, ‘The Future of Societal Constitutionalism in the Age of Acceleration’, Indi-

ana Journal of Global Legal Studies 20 (2013), 731–76, at 740. 
297  Cf. Teubner, ‘Horizontal Effects of Constitutional Rights in the Internet’, 196.  
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can raise genuine constitutional issues and have harmful effects on users and so-

ciety at large.  

These constitutional issues are, however, not necessarily attributable to a 

power position of providers. Regarding the constitutional problems raised by code 

regulation, Teubner states: “It is not primarily a matter of abuse of digital power, 

but the constitutional consequences of the structural differences between ‘code’ 

and law.”298 The self-enforcing character of code, for instance, is problematic 

from a constitutional perspective because it leads to a loss of separation of pow-

ers.299 We have already seen that code can prevent any kind of unwanted user 

behavior from occurring at all.300 Unlike legal rules, rules embodied in code re-

quire no further application or enforcement. Code fuses the elements of lawmak-

ing with law application and law enforcement.301 This is inconsistent with the 

constitutional principle of separation of powers that requires a distinction between 

these elements which is “institutional, procedural and personal”302. However, the 

fusion of these elements in the use of code is not due to a power position of pro-

viders. Providers do not have the power to determine that code is self-enforcing. 

They do not concentrate power in their own hands in a similar manner as dictators 

may do. Whether code is self-enforcing does not depend on the will of the coding 

authority but is rather an intrinsic characteristic of the technology.  

 According to the theory of societal constitutionalism, the observation that 

the emergence of constitutional issues in virtual communities is not necessarily 

attributable to a power position of providers has important consequences. It sug-

gests that the state-centered concept of constitution which is concerned with the 

formalization of power processes does not translate easily to the context of virtual 

communities with “other communication processes that are unrelated to 

                                                            
298  Teubner, ‘Societal Constitutionalism’, 25. 
299  See Teubner, ‘Societal Constitutionalism’, 21; Teubner, ‘Horizontal Effects of Constitu-

tional Rights in the Internet’, 203. 
300  See supra at 37–38.  
301  See G. Teubner and V. Karavas, ‘http://CompanyNameSucks.com: The Horizontal Ef-

fect of Fundamental Rights on ‘Private Parties’ within Autonomous Internet Law’, German Law 
Journal 4 (2003), 1335–58, at 1346. 
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power”303. As a consequence, in contrast to proponents of the state constitutional 

model, who advocate for the use of the rule of law to evaluate the legitimacy of 

rules within virtual communities, the civil constitutional model assumes that it 

would be inappropriate to transpose the principles of state constitutionalism to the 

virtual context. In other words, contrary to Suzor’s view, the civil constitutional 

model suggests that the “vocabulary of the rule of law” does not “seem to fit rea-

sonably comfortably with emerging tensions in the governance of virtual commu-

nities”304. This is because the aim of rule of law principles is to formalize power 

processes, whereas the tensions that arise in virtual communities are not neces-

sarily power-related. The theory of societal constitutionalism suggests that only 

autonomous civil constitutions, not a direct transfer of principles of state consti-

tutionalism, can adequately address these tensions.  

b. Preconditions for the Emergence and Shape of Civil Constitutions  
Teubner distinguishes between three developmental stages of civil constitutions.  

Firstly, a societal sector must come under sufficient external or internal pressure. 

Secondly, this pressure may force the sector to engage in a process of self-reflec-

tion, which, at best, leads to the autonomous emergence of civil constitutions. 

Thirdly and finally, legal rules must stabilize these civil constitutions.305 This de-

velopmental process is not straightforward, though. There is no guarantee that 

irritations from within or outside the societal sector will always lead to the emer-

gence of civil constitutions:306 “For that reason there is no alternative but to ex-

periment with constitutionalisation”.307 

                                                            
303  G. Teubner, ‘Societal Constitutionalism: Nine Variations on a Theme by David Sciulli’ 

in P. Blokker and C. Thornhill (eds.), Sociological Constitutionalism (Cambridge: Cambridge 
University Press, 2017), 313–40, at 321. See also G. Teubner, ‘Reflections on the Constitution-
alization of the World Power System’ in J.-P. Robé, A. Lyon-Caen and S. Vernac (eds.), Multi-
nationals and the Constitutionalisation of the World Power System, Globalization: Law and Pol-
icy (London and New York: Routledge, 2016), 123–34, at 126. 

304  Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1839. 
305  See G. Teubner and A. Beckers, ‘Expanding Constitutionalism’, Indiana Journal of 

Global Legal Studies 20 (2013), 523–50, at 526–39. 
306  See G. Teubner, ‘Constitutionalising Polycontexturality’, Social and Legal Studies 20 

(2010), 210–29, at 225; Teubner and Beckers, ‘Expanding Constitutionalism’, 536. 
307  Teubner, ‘Constitutionalising Polycontexturality’, 225. 



62 
 
 

Corporate codes of conduct constitute an example of societal constitutional-

ism.308 They aim to reduce the harmful effects of commercial operations of mul-

tinational corporations on humans and the environment and, at least in some cases, 

they actually achieve this aim.309 Corporate codes of conduct undergo the three 

developmental stages of societal constitutions that we described above. In a first 

step, social movements, nongovernmental organizations, media and intellectuals 

can put external pressure on multinational corporations, whereas internal pressure 

can come from consumers or investors.310 In a second step, companies become 

aware of the fact that their actions can negatively affect society. They fear repu-

tational damage which may translate into loss of revenue.311 As a counterreaction, 

they establish codes of conduct which impose limitations on the corporation’s ac-

tivities in order to minimize negative externalities.312 In a final step, codes of con-

duct become relevant to the law.313 For example, they become subject to contract 

law if corporations include them into contracts with suppliers.314 

 The final product of the constitutionalization process is, if everything goes 

well, a mature civil constitution that performs important functions of state consti-

tutions within its specific social sector. However, while societal constitutions may 

share some features with state constitutions, the two are not identical. The concept 

of civil constitution is inspired by a state-centered concept of constitution, but 

Teubner emphasizes the necessity to “generalize” and “re-specify”315 the term 

‘constitution’ to render it fruitful for non-state contexts.316 Generalization means 

that the concept of constitution must be detached from the peculiarities of the state 

apparatus.317 Re-specification implies that the “peculiarities of the sub-system, its 

                                                            
308 See Teubner and Beckers, ‘Expanding Constitutionalism’, 526ff.; G. Teubner, ‘Self-Con-
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specific operations, structures, media, codes and programs require a far-reaching 

rethinking of constitutional institutions”318. The translation of the traditional state-

centered concept of constitution leads to a new concept of constitution that eman-

cipates itself from the original concept.319  

 First of all, in contrast to state constitutions, there is no constituent power 

that endows a private sector of society with a constitution in a single solemn act.320 

Civil constitutions rather emerge in “underground evolutionary processes of long 

duration”321. Moreover, they are not laid down in a constitutional document but 

more closely resemble the unwritten British constitution which permeates the en-

tire body of British common law.322 Finally, while state constitutions aim to reg-

ulate “the establishment and exercise of public power comprehensively”323, civil 

constitutions do not claim to regulate private power or any other communication 

processes unrelated to power in their entirety.324 They only seek to formalize ex-

cesses of private power or other harmful non-power-related “endogenous growth 

compulsions”325 of specific societal sectors.326  

 But despite these differences, civil and state constitutions also share im-

portant characteristics: Both constitutions are higher-ranking rules that regulate 

the lawful production of lower-ranking rules. Moreover, similarly to provisions 

of political constitutions that relate to state organization, civil constitutions struc-

ture decision-making processes of the respective social sector. Furthermore, as 

fundamental rights catalogues of state constitutions mark the boundaries of the 

political system, civil constitutions determine the limits of the respective social 
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sector. Finally, civil constitutions are characterized by the fact that they provide 

for a procedure akin to a constitutional review—a procedure through which rules 

that do not comply with the higher-ranking rules of civil constitutions can be de-

clared invalid.327 

 Societal constitutionalism thus places high demands on private actors. The 

civil constitutions Teubner has in mind are equivalent counterparts of state con-

stitutions.328 They can only develop where private actors impose substantial lim-

itations on themselves.329 Therefore, Teubner admits that fully developed civil 

constitutions, such as effective corporate codes of conduct, are still rare. In gen-

eral, the constitutionalization processes that may give birth to societal constitu-

tions are still at an embryonic stage.330 So far, the elements of societal constitu-

tions are much less elaborate than those of political constitutions, but they could 

further develop in ongoing processes of “creeping constitutionalisation”331.  

c. Stimulators of Constitutionalization Processes in Virtual Communities 
Karavas argues that the decision of the Regional Court of Bonn could trigger a 

process of self-constitutionalization within the chat room. Yet, courts are not the 

only potential stimulators of constitutionalization processes. According to the the-

ory of societal constitutionalism, societal sectors develop civil constitutions if 

they come under sufficient external or internal pressure. Courts are only one of 

many actors that can exert pressure on virtual communities to engage in a process 

of self-constitutionalization. 

 According to Karavas, the decision of the Regional Court of Bonn should 

serve as a leading case for the regulation of virtual communities because it initi-

ated a process of self-constitutionalization in the chat room.332 The court recog-

nized that it lacked the knowledge required to formulate adequate rules for virtual 
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communities and therefore did not seek to impose external legal standards of good 

governance upon the provider. Instead, the decision put pressure on the provider 

to itself reflect on governance problems that arise in the chat room. It motivated 

the provider to create transparent, non-retroactive rules which would allow par-

ticipants in the chat room to know in advance under what circumstances the pro-

vider may terminate user accounts so that they can adjust their behavior accord-

ingly.333  

Karavas points out that the court did not have to pursue this strategy. Alter-

natively, it could have applied the German doctrine of indirect horizontal effect 

of constitutional rights (mittelbare Drittwirkung der Grundrechte), which allows 

civil courts to apply constitutional rights even in conflicts between private parties, 

at least indirectly via general clauses of private law.334 In line with this doctrine, 

the court could have argued that the termination of the user account was unjusti-

fied because his statements were covered by the fundamental right to freedom of 

expression under Art. 5 para. 1 GG (Basic Law)335. But in doing so, the court 

would have sought to impose constitutional structures on a sector of society by 

way of “direct regulatory intervention”336. This is an undertaking which, accord-

ing to the theory of societal constitutionalism, is doomed to failure since the court, 

as an external actor, cannot know if the principles of the Basic Law translate easily 

to the chat forum.337 In Karavas’ view, the court’s refusal to transpose the princi-

ples of the German constitution to the chat forum and its call upon the provider to 

itself develop rules of conduct was therefore a “stroke of genius” 338  that paved 

the way for a self-constitutionalization of the chat forum.339  

                                                            
333  See ibid. 
334  See ibid., 163ff. 
335  An English version of the German Basic Law is available at https://www.gesetze-im-in-

ternet.de/englisch_gg/ (6 February 2020). Archived at https://web.ar-
chive.org/web/20200206095717/https://www.gesetze-im-internet.de/englisch_gg/. Hereinafter, 
we will employ the German abbreviation ‘GG’.  

336 G. Teubner, ‘Juridification – Concepts, Aspects, Limits, Solutions’ in G. Teubner (ed.), 
Juridification of Social Spheres: A Comparative Analysis in the Areas of Labour, Corporate, 
Antitrust and Social Welfare Law (Berlin, New York: De Gruyter, 1987), 3–48, at 33. 

337  See Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 
166; Teubner and Karavas, ‘http://CompanyNameSucks.com’, 1344ff.; Teubner, ‘Horizontal Ef-
fects of Constitutional Rights in the Internet’, 201ff. 

338  Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 162. 
339  See ibid. 

https://www.gesetze-im-internet.de/englisch_gg/
https://www.gesetze-im-internet.de/englisch_gg/
https://web.archive.org/web/20200206095717/https:/www.gesetze-im-internet.de/englisch_gg/
https://web.archive.org/web/20200206095717/https:/www.gesetze-im-internet.de/englisch_gg/


66 
 
 

While Karavas focuses on the role of courts as stimulators of a self-consti-

tutionalization of virtual communities, it is noteworthy that, in a model which is 

based upon the theory of societal constitutionalism, courts are by far not the only 

potential stimulators of societal constitutionalization processes. Alongside courts, 

civil society initiatives, competitors or users may also put pressure on providers 

to impose limitations on themselves.  

 Dennis Redeker et al. identify civil society initiatives which exert pressure 

upon providers to respect certain user rights laid down in internet bills of rights, 

such as the Bill of Rights for Users of the Social Web,340 the Social Network Users’ 

Bill of Rights,341 the Bill of Privacy Rights for Social Network Users342 and the 

Bill of Rights for Social Networks,343 as potential drivers of societal constitution-

alization processes.344 In the spirit of societal constitutionalism, the aim is not that 

providers of virtual communities declare themselves to be directly bound by these 

bills of rights, for instance in the form of corporate codes of conduct or in the form 

                                                            
340 J. Smarr, M. Canter, R. Scoble and M. Arrington, A Bill of Rights for Users of the Social 

Web. https://wiki.p2pfoundation.net/Bill_of_Rights_for_Users_of_the_Social_Web (6 February 
2020). Archived at https://web.archive.org/save/https://wiki.p2pfounda-
tion.net/Bill_of_Rights_for_Users_of_the_Social_Web.  

341 C. M. Gagnier and G. Margossian, A Social Network Users' Bill of Rights: “You” Must 
Decide. https://www.w3.org/2011/track-privacy/papers/GagnierMargossian.pdf (6 February 
2020). Archived at https://web.ar-
chive.org/web/20200206102114/https://www.w3.org/2011/track-privacy/papers/GagnierMar-
gossian.pdf.  

342 K. Opsahl, A Bill of Privacy Rights for Social Network Users. 
https://www.eff.org/deeplinks/2010/05/bill-privacy-rights-social-network-users (6 February 
2020). Archived at https://web.ar-
chive.org/web/20200206102241/https://www.eff.org/deeplinks/2010/05/bill-privacy-rights-so-
cial-network-users.  

343  Ello, Bill of Rights for Social Networks. https://dma.org.uk/article/ello-s-bill-of-rights-
for-social-networks (6 February 2020). Archived at https://web.ar-
chive.org/web/20200206102442/https://dma.org.uk/article/ello-s-bill-of-rights-for-social-net-
works.  

344 See D. Redeker, L. Gill and U. Gasser, ‘Towards Digital Constitutionalism? Mapping 
Attempts to Craft an Internet Bill of Rights’, International Communication Gazette 80 (2018), 
302–19. One could also add to the lists of internet bills of rights the Charter of Digital Funda-
mental Rights of the European Union. An unofficial translation of the German original text pub-
lished by ZEIT-Stiftung Ebelin and Gerd Bucerius is available at https://digitalcharta.eu/wp-
content/uploads/2016/12/Digital-Charta-EN.pdf. Archived at 
http://web.archive.org/web/20200214105854/https://digitalcharta.eu/wp-
content/uploads/2016/12/Digital-Charta-EN.pdf.  

https://wiki.p2pfoundation.net/Bill_of_Rights_for_Users_of_the_Social_Web
https://web.archive.org/save/https:/wiki.p2pfoundation.net/Bill_of_Rights_for_Users_of_the_Social_Web
https://web.archive.org/save/https:/wiki.p2pfoundation.net/Bill_of_Rights_for_Users_of_the_Social_Web
https://www.w3.org/2011/track-privacy/papers/GagnierMargossian.pdf
https://web.archive.org/web/20200206102114/https:/www.w3.org/2011/track-privacy/papers/GagnierMargossian.pdf
https://web.archive.org/web/20200206102114/https:/www.w3.org/2011/track-privacy/papers/GagnierMargossian.pdf
https://web.archive.org/web/20200206102114/https:/www.w3.org/2011/track-privacy/papers/GagnierMargossian.pdf
https://www.eff.org/deeplinks/2010/05/bill-privacy-rights-social-network-users
https://web.archive.org/web/20200206102241/https:/www.eff.org/deeplinks/2010/05/bill-privacy-rights-social-network-users
https://web.archive.org/web/20200206102241/https:/www.eff.org/deeplinks/2010/05/bill-privacy-rights-social-network-users
https://web.archive.org/web/20200206102241/https:/www.eff.org/deeplinks/2010/05/bill-privacy-rights-social-network-users
https://dma.org.uk/article/ello-s-bill-of-rights-for-social-networks
https://dma.org.uk/article/ello-s-bill-of-rights-for-social-networks
https://web.archive.org/web/20200206102442/https:/dma.org.uk/article/ello-s-bill-of-rights-for-social-networks
https://web.archive.org/web/20200206102442/https:/dma.org.uk/article/ello-s-bill-of-rights-for-social-networks
https://web.archive.org/web/20200206102442/https:/dma.org.uk/article/ello-s-bill-of-rights-for-social-networks
https://digitalcharta.eu/wp-content/uploads/2016/12/Digital-Charta-EN.pdf
https://digitalcharta.eu/wp-content/uploads/2016/12/Digital-Charta-EN.pdf
http://web.archive.org/web/20200214105854/https:/digitalcharta.eu/wp-content/uploads/2016/12/Digital-Charta-EN.pdf
http://web.archive.org/web/20200214105854/https:/digitalcharta.eu/wp-content/uploads/2016/12/Digital-Charta-EN.pdf


67 
 
 

of a declaration of rights unique to the community345 that would ‘copy and paste’ 

the content of these documents. The function of these internet bills of rights is 

rather to make providers aware of the expectations that society places on them 

without requiring providers to implement the bill of rights word for word. Virtual 

communities should rather develop their own constitutional structures that both 

fit the community’s specific characteristics and meet society’s expectations.346 

What is more, Viktor Mayer-Schönberger and John Crowley describe a pro-

cess of self-constitutionalization in the virtual world of Second Life that was not 

initiated by courts but rather stimulated by market forces and supported by the 

legal system.347 In 2003, the provider Linden Lab decided to grant users intellec-

tual property rights in their virtual creations, especially their avatars and their vir-

tual items, such as virtual real estate. The consequence of this decision was that 

users from then on owned important parts of Second Life, which limited the pro-

vider’s power over the virtual world.348 Most importantly, Linden Lab could no 

longer confiscate virtual goods of users as the provider would now run the risk of 

being sued:  

Granting users real-world IP rights in their creations therefore embeds 
real-world legal DNA into Second Life's genetic makeup, and subjects 
Linden Lab to an external authority. In a manner similar to a consti-
tutional moment, Linden Lab constrained its future behavior through 
its own decision.349 

The authors argue that Second Life’s ‘constitutional moment’ was not triggered 

by courts, though. Quite contrastingly, they argue that market forces put pressure 

on Linden Lab to increase the attractiveness of Second Life in order to gain a 
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competitive edge vis-à-vis other virtual worlds.350 The official legal system facil-

itated this decision seeing as it provided for the possibility of having intellectual 

property rights in virtual creations.351 The property rights system of Second Life 

can be considered one of the rare examples of a mature digital constitutional struc-

ture that has completed the three-step developmental process of civil constitutions 

described above. In the first step, market forces exerted pressure upon Linden 

Lab. In a second step, Linden Lab engaged in a process of self-learning and de-

cided to grant users property rights. Finally, intellectual property law stabilized 

the community’s own property rights regime.  

In conclusion, Edoardo Celeste points to another example of a societal con-

stitutionalization process that was not attributable to the involvement of courts. It 

took place in the social network Facebook.352 Celeste observes a tendency of Fa-

cebook to develop norms that limit the provider’s power. For instance, prior to 

the European General Data Protection Regulation (2016/679/EU) (GDPR) com-

ing into force, which obliged Facebook to fundamentally reformulate its terms of 

service, the provider called its terms ‘Statement of Rights and Responsibilities’, 

a title which refers to constitutional documents setting out the rights and respon-

sibilities of citizens.353 In addition, Facebook declared itself to be bound by cer-

tain Facebook principles354 which included a series of user freedoms and people’s 

rights as known from fundamental rights catalogues of constitutions.355 Moreover, 

Celeste mentions Facebook’s voting system, which allowed users to comment and 

vote on changes to its terms of use.356 Facebook established these self-limiting 

mechanisms when it came under pressure after a modification of its terms of ser-

vice that apparently gave the provider perpetual ownership of user content.357 At 
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https://web.archive.org/web/20190518010527/https:/www.facebook.com/principles.php
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the time, tens of thousands of users gathered in Facebook groups to protest the 

provider’s decision, bloggers heavily criticized the company and several con-

sumer advocacy groups threatened Facebook with a formal legal complaint.358 In 

this case, user protests, not courts, stimulated the constitutionalization processes 

that took place on Facebook.359 It is noteworthy that Facebook’s self-limiting 

mechanisms never ripened into a mature societal constitution as the final phase of 

legal stabilization was never reached: 360 The ‘Statement of Rights and Responsi-

bilities’ document no longer exists; the voting mechanism was already abolished 

in 2012.361  

4. Conclusion 
In summary, this model assumes that no part of the legal system, especially not a 

court, can determine whether the rules of virtual communities are legitimate or 

not. The role of the latter is therefore not to verify if the rules of virtual commu-

nities comply with external legal standards. Courts should rather motivate provid-

ers to develop their own rules. Social actors such as civil society initiatives, com-

petitors, users, media, etc. can assist in this task. In the best possible scenario, 

autonomous processes of rule production that take place within virtual communi-

ties lead to the emergence of new digital civil constitutions. Ideally, these new 

forms of constitutions can perform the legitimizing function of state constitutions 

towards the rules of virtual communities and coexist with the constitutional orders 

of territorial states.  

IV. Conclusion 
This section introduced the three main existing legitimacy models for rules of vir-

tual communities. The following table summarizes their central arguments:  

 

                                                            
358  See ibid. 
359 For the role of consumers in initiating societal constitutionalization processes by exert-

ing pressure upon corporations (from within the economic system) see Teubner, ‘Reflections on 
the Constitutionalization of the World Power System’, 134. For other cases of successful user 
protests against online form contracts see R. B. Taylor, ‘Consumer-Driven Changes to Online 
Form Contracts’, New York University Annual Survey of American Law 67 (2011), 371–432. 

360 Celeste, ‘Terms of Service and Bills of Rights’, 135 points at the “embryonic state of 
this [constitutionalization] process”.  

361  See Schrage, Proposed Updates to Our Governing Documents. 
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Table 2 Central arguments of existing legitimacy models for rules of virtual communities 
Model Central argument 
Self-governance model Non-legal mechanisms, such as user exit, the 

bottom-up formation of social norms and di-
rect internet voting systems, guarantee that the 
rules of virtual communities are based on user 
consent and are therefore legitimate.  

State constitutional model Judicial review according to constitutional 
principles is required to ensure the legitimacy 
of rules of virtual communities. 

Civil constitutional model State actors (alongside other social actors) can 
stimulate constitutionalization processes that 
take place within virtual communities. Such 
processes may lead to the emergence of civil 
constitutions with the legitimizing function of 
state constitutions towards rules of virtual 
communities. 

 

The next section will proceed to a critical assessment of these models.  

B. Critical Assessment 
This section critically assesses the self-governance model (I.), the state constitu-

tional model (II.) and the civil constitutional model (III.). 

I. Evaluation of the Self-Governance Model 
Proponents of the self-governance model point to three different self-regulatory 

mechanisms, namely the user’s exit option (1.), a bottom-up formation of social 

norms (2.) and direct internet voting procedures (3.), which they believe will en-

sure that community rules are based on user consent. We will evaluate each of 

these proposals in turn.  

1. User Exit 
On the one hand, scholars arguing that rules of virtual communities are legitimate 

because users who remain in a community can be considered to consent to them 

correctly assume that the existence of user consent serves as a decisive criterion 

for determining the legitimacy of community rules. Private rules indeed derive 

their legitimacy from consent.362 Under German law, this already follows from 

the constitutional principle of private autonomy (Privatautonomie) enshrined in 

                                                            
362  See generally Bachmann, Private Ordnung, 173, 205 (arguing that, in principle, accord-

ing to the philosophy of the German Civil Code, private rules only become legally binding if 
their addressees consent to them); Buck-Heeb and Dieckmann, Selbstregulierung im 
Privatrecht, 259 (arguing that consent and voluntary commitment legitimize private rules).  
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Art. 2 para. 1 GG, which protects the individual freedom to voluntarily submit 

oneself to private rules.363 But it is also a fundamental principle of private law 

that private individuals are equal and free and have no obligation to follow the 

orders of other private persons unless they voluntarily and consciously accept to 

be bound by them.364 The example of the contract shows that the law generally 

considers consensual private rules to be legitimate. The ideal type of a contractual 

rule is based on the voluntary and informed consent of the contracting parties. The 

consequence is that the level of intensity of judicial review is reduced to a mini-

mum; a substantive review of contractual rules does not take place.365 In principle, 

the state has the obligation to enforce the contractual rights and obligations ex-

actly as agreed upon by the contracting parties.366 There is less need for judicial 

review because contractual agreements are based on consent and thus legitimate 

in themselves. The existence of consent is thus a key criterion for determining 

whether a private rule is legitimate.  

Furthermore, this approach makes us aware of the possible existence of self-

regulatory mechanisms such as the user’s exit option that may ensure that com-

munity rules are based on user consent. The contract is the paradigmatic case of a 

consensual private rule, but other forms of consensual private rule-making are 

indeed conceivable. The outer form of a private rule (contract, terms of use or 

even computer code) is therefore not decisive for the evaluation of its legiti-

macy.367 What matters is whether the rule is based on the consent of its subjects, 

and they may express their consent in many ways. Users can indeed be considered 

to consent to the rules of virtual communities if they have a real exit option but 

                                                            
363  See Bachmann, ‘Legitimation privaten Rechts’, 214. See also U. Di Fabio, ‘Art. 2 Abs. 1 

GG’ in T. Maunz and G. Dürig (eds.), Grundgesetz (München: C. H. Beck, 2018), vol. 84, at 
para. 101 (stipulating that exercise of the freedom of contract turns freedom into obligation).  

364  See Bachmann, ‘Legitimation privaten Rechts’, 220. 
365  See Buck-Heeb and Dieckmann, Selbstregulierung im Privatrecht, 301 (stipulating that 

courts only verify if certain minimum procedural requirements regarding the conclusion of the 
contract have been met).  

366  See ibid., 262. 
367  See Bachmann, Private Ordnung, 328. 
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decide to remain in a community.368 Wherever self-regulatory mechanisms ensure 

that the rules are based on user consent, there will be less need for legal review.369 

In addition, advocates of this approach convincingly point to the legitimacy 

problems that arise where states unilaterally apply their domestic legal standards 

to rules of virtual communities that are global in reach. The domestic legal stand-

ards of state A are not democratically legitimized by users from state B. But if a 

court in state A invalidates a rule of a virtual community in accordance with do-

mestic legal standards, this may not only affect users from state A but also from 

state B. The provider may modify the rules of the community in order to imple-

ment the legal requirements of state A and those modifications may affect the 

entire user base. In this case, the court’s decision may indeed be considered “an 

illegitimate extraterritorial power grab”370.  

Within the European Union, the legitimacy problems of unilateral applica-

tion of domestic legal standards to rules of virtual communities are mitigated. This 

is because instruments of the European Union, in particular the Unfair Contract 

Terms Directive (93/13/EEC) (UCTD), have to some extent approximated domes-

tic laws of member states applicable to rules of virtual communities. If German 

courts apply domestic laws to rules of virtual communities, this may affect users 

from other member states. However, as domestic legal standards of other member 

states that apply to rules of virtual communities are similar to those of Germany, 

the legitimacy problems of a unilateral application of German laws are less acute. 

Yet, legal standards of member states applicable to rules of virtual communities 

are still not fully harmonized. For instance, under German law it is possible to 

check rules of virtual communities that qualify as standard contract terms against 

fundamental constitutional values such as the right to freedom of expression. The 

concept of a fundamental right to freedom of expression and its application to 

                                                            
368  Suzor also admits that users can be considered to consent to community rules if they 

have a real exit option. He only doubts that users are effectively free to enter and exit virtual 
communities. See Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1879. 

369  See Bachmann, ‘Legitimation privaten Rechts’, 217. Cf. also Schweitzer, ‘Digitale Platt-
formen als private Gesetzgeber’, 8 (arguing that providers should enjoy wide discretion in the 
creation of community rules if they effectively compete on them). 

370  Post and Johnson, ‘Law and Borders’, 1380. Cf. also Kettemann, The Normative Order 
of the Internet, 5 (arguing that “international law is the most legitimate system to justifiably de-
velop norms relevant for the governance and regulation of the internet”).  
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rules of virtual communities varies across member states. If a German court now 

applies fundamental rights provisions of the Basic Law to rules of virtual commu-

nities, this entails that providers of global virtual communities must adapt their 

rules to the requirements of the German constitution.371 This can also affect users 

from other member states with a different concept of freedom of expression, 

which raises legitimacy issues. Within the European Union, the legitimacy prob-

lems of a unilateral application of domestic legal standards to rules of virtual com-

munities are thus reduced but not completely solved. A greater approximation of 

the laws of the member states relating to the rules of virtual communities would 

help to further reduce legitimacy issues of unilateral state intervention. 372  

The situation is different where the application of German laws to rules of 

virtual communities affects users from non-EU countries. In this case, the legiti-

macy problems of unilateral state intervention become more acute as the laws of 

non-EU and EU-countries differ significantly. For instance, the United States fol-

low a “free-market approach” towards those rules of virtual communities that con-

stitute standard contract terms under which courts merely verify if the “bargaining 

process” between the contracting parties “was severely flawed”373. The European 

Union, by contrast, has adopted stricter consumer protection laws, in particular 

the Unfair Contract Terms Directive (93/13/EEC) (UCTD), which requires courts 

to invalidate unreasonably disadvantageous terms.374 If European courts invali-

date standard contract terms of virtual communities that apply to users from all 

around the world, this intervention has an effect on U.S. users although they did 

not democratically legitimize European consumer law.  

This being said, the legitimacy problems of unilateral state intervention into 

the rule systems of virtual communities are mitigated where providers of virtual 

                                                            
371  See M. Beurskens, ‘„Hate-Speech” zwischen Löschungsrecht und 

Veröffentlichungspflicht’, Neue Juristische Wochenschrift 71 (2018), 3418–20, at 3420. See 
also Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 284. 

372 The Digital Services Act could lead to further harmonization of the laws in question. 
373  M. L. Rustad and T. H. Koenig, ‘Wolves of the World Wide Web: Reforming Social 

Networks' Contracting Practices’, Wake Forest Law Review 49 (2014), 1431–518, at 1494. 
374  See ibid. 
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communities use country- or EU-specific rulesets.375 In this case, domestic laws 

of states applicable to rules of virtual communities neither affect users from other 

EU states nor from non-EU countries. However, this leads to another problem. 

The use of country- or EU-specific rulesets complicates the interaction between 

users from different jurisdictions as they have to abide by different rulesets. Ulti-

mately, only a uniform global legal framework for rules of virtual communities 

could entirely resolve the legitimacy issues of unilateral state regulation and, at 

the same time, allow for a smooth interaction of the global user base.  

On the other hand, it is questionable whether contemporary internet users are com-

monly free to shop for communities with favorable rules.376 It is certainly true that 

virtual communities where user exit is frictionless exist. Lessig observes, for in-

stance, that in the period between the publication of the first version of his book 

Code and Other Laws of Cyberspace in 1999 and the release of the second version 

of his book Code: Version 2.0 in 2006, it has become much easier for many play-

ers of online games to switch platforms.377 It is therefore doubtful if the common 

perception of the transformation that the internet has undergone—from a decen-

tralized network with a multitude of virtual communities to a highly centralized 

network with only a handful of virtual communities run by big commercial com-

panies—fully reflects current developments. It seems more likely that the con-

temporary internet has two faces. There are some areas where users can easily 

move back and forth between many different communities with different rulesets. 

However, alongside those areas of easy movement, there are important areas of 

the internet where user exit is nowhere near frictionless.  

                                                            
375  See, for instance, Twitter’s Terms of Service. https://twitter.com/en/tos (5 February 

2020). Archived at https://web.archive.org/web/20191022151015/https://twitter.com/en/tos; 
Snap Group Limited Terms of Service. https://www.snap.com/en-GB/terms (5 February 2020). 
Archived at http://web.archive.org/web/20200403161005/https://www.snap.com/en-GB/terms.  

376  Several authors have challenged the assumption that users can shop for suitable rules. 
Cf. Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 62–63; Lessig, Code, 285ff.; 
Netanel, ‘Cyberspace Self-Governance’, 435ff.; M. J. Radin and P. R. Wagner, ‘The Myth of 
Private Ordering: Rediscovering Legal Realism in Cyberspace’, Chicago-Kent Law Review 73 
(1998), 1295–318; R. Rodrigues, ‘Privacy on Social Networks: Norms, Markets and Natural 
Monopoly’ in S. Levmore and M. C. Nussbaum (eds.), The Offensive Internet (Cambridge 
(MA): Harvard University Press, 2012), 237–56; Suzor, Digital Constitutionalism and the Role 
of the Rule of Law in the Governance of Virtual Communities, 60–61.  

377  See Lessig, Code, 390, note 14 to chapter 15. 

https://twitter.com/en/tos
https://web.archive.org/web/20191022151015/https:/twitter.com/en/tos
https://www.snap.com/en-GB/terms
http://web.archive.org/web/20200403161005/https:/www.snap.com/en-GB/terms
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To begin with, virtual communities are often not easily substitutable for one 

another.378 They offer users unique experiences, so that moving between commu-

nities is often not an option even if some offer more favorable rules. To many 

users, the experience they can have within a specific community will be more 

important than the quality of the community’s rules.379 A 16-year-old Facebook 

user, for instance, who likes to share long self-written poems with others, would 

have little incentive to move to Twitter (where she can only post tweets of 280 

characters) even if Twitter offered better rules than Facebook. Even more im-

portantly, though, some communities have become crucial forums for exchanging 

views and information. So far, there is a significant lack of alternative communi-

ties with differing rules that can assume the same function.380 It makes a signifi-

cant difference whether a user expresses her opinion in a small chat group or in a 

Facebook post, which can reach a much greater audience. Users therefore have an 

incentive to remain Facebook members although they may disagree with its rules.  

What is more, network effects often discourage users from migrating to an-

other virtual community.381 If everybody is on Facebook or Instagram, nobody 

will move to a desert new virtual community even if it provides rules that users 

                                                            
378 See Burri, ‘User-Created Content and Cultural Diversity in Online Worlds’, 78; Suzor, 

Digital Constitutionalism and the Role of the Rule of Law in the Governance of Virtual Commu-
nities, 60.  

379  See Burri, ‘User-Created Content and Cultural Diversity in Online Worlds’, 87 (observ-
ing that “[t]here is so far no evidence […] that users will switch to Second Life-type virtual 
worlds because of their attractiveness as places of freedom.”)  

380  See Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen’, 22. 
381  For network effects in social networks see K. S. Baran, K. J. Fietkiewicz and W. G. 

Stock, ‘Monopolies on Social Network Services (SNS): Markets and Competition Law’ in F. 
Pehar, C. Schlögl and C. Wolff (eds.), Re:inventing Information Science in the Networked Soci-
ety: Proceedings of the 14th International Symposium on Information Science (ISI 2015) 
(Glückstadt: Werner Hülsbusch, 2015), 424–36, at 427ff; M. Ileana, A. Huizing and W. Bou-
man, ‘On the Development of Online Cities and Neighborhoods: An Exploration of Cumulative 
and Segmentive Network Effects in Social Media’, ECIS 2011 Proceedings (2011). 
https://aisel.aisnet.org/ecis2011/202/ (7 April 2020). Archived at http://web.ar-
chive.org/web/20200407102443/https://aisel.aisnet.org/ecis2011/202/. For network effects in 
virtual worlds see Burri, ‘User-Created Content and Cultural Diversity in Online Worlds’, note 
16; E. Castronova, Virtual Worlds: A First-Hand Account of Market and Society on the 
Cyberian Frontier, CESifo Working Paper n. 618, 38. https://www.ifo.de/DocDL/ce-
sifo_wp618.pdf (10 February 2020). Archived at https://web.ar-
chive.org/web/20200217055848/https://www.ifo.de/DocDL/cesifo_wp618.pdf. 

https://aisel.aisnet.org/ecis2011/202/
http://web.archive.org/web/20200407102443/https:/aisel.aisnet.org/ecis2011/202/
http://web.archive.org/web/20200407102443/https:/aisel.aisnet.org/ecis2011/202/
https://www.ifo.de/DocDL/cesifo_wp618.pdf
https://www.ifo.de/DocDL/cesifo_wp618.pdf
https://web.archive.org/web/20200217055848/https:/www.ifo.de/DocDL/cesifo_wp618.pdf
https://web.archive.org/web/20200217055848/https:/www.ifo.de/DocDL/cesifo_wp618.pdf
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may deem more favorable.382 The potential loss of social relationships or virtual 

items can additionally deter users from leaving a community even if its rules have 

become undesirable.383 Users who move to another community may lose contact 

with friends. What is more, especially virtual world users often invest a lot of time 

and money in virtual items (the character, weapons, virtual buildings, etc.),384 

which they would have to leave behind.385 In addition, users may have a tendency 

to remain in the community they already know instead of venturing into unknown 

terrain.386 Because of these difficulties, Lessig argues that, unlike what propo-

nents of this approach assume, moving to another community might be even more 

difficult in cyberspace than in real space.387 A citizen who migrates to another 

country can keep in touch with friends via telephone or email and take a large part 

of her personal belongings with her, whereas a user who moves to another virtual 

community often loses everything.388  

                                                            
382  See Baran, Fietkiewicz and Stock, ‘Monopolies on Social Network Services (SNS)’, 

428. 
383  For the high switching costs of virtual communities in general see Lessig, Code, 290. 

For virtual worlds see Balkin, ‘Virtual Liberty’, 2051; S. Humphreys, ‘Ruling the Virtual 
World: Governance in Massively Multiplayer Online Games’, European Journal of Cultural 
Studies 11 (2008), 147–69, at 163; Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 62. 
For social networks see E. T. K. Lim, Understanding Individuals' Attachment to Social Net-
working Sites: An Empirical Investigation of Three Theories, PhD Thesis (Burnaby: Simon Fra-
zer University, 2013), 13.  

384  For example, a German local court (Amtsgericht) had to decide on the deletion of the ac-
count of a player who had invested approximately 10,000 Euros in virtual characters. AG Ber-
lin-Charlottenburg, Judgment of 1 March 2013, 233 C 564/12 (unpublished). Available at 
http://spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anony-
misiert.pdf (10 February 2020). Archived at https://web.ar-
chive.org/web/20200210071354/http://spielerecht.de/wp-content/uploads/2013/06/AG-Charlot-
tenburg-233-C-564-12-anonymisiert.pdf.  

385  One could object that users can trade in their virtual items for real money on platforms 
such as eBay so that they do not lose the value of their investment, but the regulating documents 
of virtual worlds regularly prohibit real money trading.  

386  See Netanel, ‘Cyberspace Self-Governance’, 439 citing D. Kahneman, J. L. Knetsch and 
R. H. Thaler, ‘Anomalies: The Endowment Effect, Loss Aversion, and Status Quo Bias’, Jour-
nal of Economic Perspectives 5 (1991), 193–206. 

387  See Lessig, Code, 290. 
388  See ibid. 

http://spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anonymisiert.pdf
http://spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anonymisiert.pdf
https://web.archive.org/web/20200210071354/http:/spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anonymisiert.pdf
https://web.archive.org/web/20200210071354/http:/spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anonymisiert.pdf
https://web.archive.org/web/20200210071354/http:/spielerecht.de/wp-content/uploads/2013/06/AG-Charlottenburg-233-C-564-12-anonymisiert.pdf
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Finally, and perhaps most importantly, users often do not even know the 

rules of virtual communities.389 They usually do not read the written rules of vir-

tual communities.390 Even if they did, they would have difficulties understanding 

them.391 Although there might be a general tendency to draft more intelligible 

terms of use,392 many remain “incomprehensible piece[s] of legalese”393. Moreo-

ver, the corresponding computer code is not even publicly accessible, so that users 

cannot compare encoded rules.394 This is supported by a study from 2014 which 

found that, at the time, the majority of Facebook users was not even aware of the 

fact that the provider employs software to filter news and thereby determines what 

users can see.395 If users do not know the content of the rules of virtual commu-

nities, they cannot compare different rulesets, determine whether the rules of a 

community are favorable and leave communities with undesirable rules.396  

This being said, the circumstances that currently hinder users from exercising 

their exit option are subject to change. Cyberspace is essentially malleable.397 

There is a chance that someday users will be able to seamlessly switch between 

various communities with different rulesets.  

                                                            
389  See Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 239.  
390  For the general observation that nobody reads standard contract terms see Buck-Heeb 

and Dieckmann, Selbstregulierung im Privatrecht, 50–51. For the observation that users do not 
read standard contract terms of virtual communities see Rustad and Koenig, ‘Wolves of the 
World Wide Web’, 1456 with further references; Jankowich, ‘EULaw’, 12.  

391  Cf. Rustad and Koenig, ‘Wolves of the World Wide Web’, 1446ff. (using Flesch Read-
ing Ease Formula, the Flesch-Kincaide Grade Level Formula, the Linsear Write Formula, and 
the Text Readability Consensus Calculator to measure the readability of 329 terms of use of so-
cial networks).  

392  See Suzor, ‘Digital Constitutionalism’ (2018), 10. 
393  J. Grimmelmann, ‘Virtual World Law’ in S. G. Boyd and B. Green (eds.), Business & 

Legal Primer for Game Development (Boston (MA): Charles River Media, 2006), 311–60, at 
311.  

394  See Netanel, ‘Cyberspace Self-Governance’, 437. 
395  See C. Sandvig, K. Karahalios and C. Langbort, Uncovering Algorithms: Looking Inside 

the Facebook News Feed, The Berkman Center Seminar Series (2014), Video, at 17:36ff. 
https://cyber.harvard.edu/events/luncheon/2014/07/sandvigkarahalios (27 February 2020). Ar-
chived at https://web.archive.org/web/20200210075340/https://cyber.harvard.edu/events/lunch-
eon/2014/07/sandvigkarahalios. 

396  See Venturini, Louzada, Maciel, Zingales, Sylianou and Belli, Terms of Service and Hu-
man Rights, 107. 

397  See A. Murray, The Regulation of Cyberspace: Control in the Online Environment (Lon-
don: Routledge, 2007), 52. 

https://cyber.harvard.edu/events/luncheon/2014/07/sandvigkarahalios
https://web.archive.org/web/20200210075340/https:/cyber.harvard.edu/events/luncheon/2014/07/sandvigkarahalios
https://web.archive.org/web/20200210075340/https:/cyber.harvard.edu/events/luncheon/2014/07/sandvigkarahalios
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There are at least some indications of such a trend. For instance, there are 

attempts to increase the interoperability between virtual worlds. Linden Lab and 

IBM developed a system allowing players to teleport between the virtual worlds 

of Second Life and OpenSim.398 If such a system became industry standard, play-

ers would be able to move to other platforms without losing their virtual items 

and they could easily bring along their friends. The issue of interoperability be-

tween virtual communities has already attracted the attention of policy makers as 

well. The GDPR creates a right to data portability for all European citizens. How-

ever, while data portability makes it easier for users to switch between virtual 

communities, the problem that users will be reluctant to leave a community if their 

friends do not wish to join them remains.399 Legal and non-legal attempts to in-

crease interoperability between virtual communities are still at an early stage; 

whether they will succeed is uncertain.  

Furthermore, competition law could play a central role in creating a more 

decentralized cyberspace that offers a variety of communities with alternative 

rules. It therefore has the potential to perform an important constitutional function 

in cyberspace.400 However, to ensure that users can choose from a greater variety 

of virtual communities with different rules, it would be insufficient to break the 

economic power of providers. This would only contribute to a situation in which 

more providers offer their services but not necessarily imply that providers also 

compete on the rules of virtual communities and allow users to choose among 

alternative rule regimes. As we have seen, rules of virtual communities, especially 

encoded rules, are often opaque, so that providers can secretly determine such 

rules without facing any competitive pressure. This would not necessarily change 

                                                            
398  See Linden Lab, Linden Lab and IBM Achieve Major Virtual World Interoperability 

Milestone: Open Grid Monopol Enables Avatars to Teleport between Second Life and Open Sim 
Virtual Worlds, Press Release (2008). https://www.lindenlab.com/releases/linden-lab-and-ibm-
achieve-major-virtual-world-interoperability-milestone (10 February 2020). Archived at 
http://web.archive.org/web/20200210080351/https://www.lindenlab.com/releases/linden-lab-
and-ibm-achieve-major-virtual-world-interoperability-milestone.  

399  See I. Graef, ‘Mandating Portability and Interoperability in Online Social Networks: 
Regulatory and Competition Law Issues in the European Union’, Telecommunications Policy 39 
(2015), 502–14, at 512. 

400  See B. Fitzgerald, ‘Software as Discourse: A Constitutionalism for Information Society’, 
Alternative Law Journal 24 (1999), 144–49, at 147–48; Teubner, ‘Societal Constitutionalism’, 
22–23. 

https://www.lindenlab.com/releases/linden-lab-and-ibm-achieve-major-virtual-world-interoperability-milestone
https://www.lindenlab.com/releases/linden-lab-and-ibm-achieve-major-virtual-world-interoperability-milestone
http://web.archive.org/web/20200210080351/https:/www.lindenlab.com/releases/linden-lab-and-ibm-achieve-major-virtual-world-interoperability-milestone
http://web.archive.org/web/20200210080351/https:/www.lindenlab.com/releases/linden-lab-and-ibm-achieve-major-virtual-world-interoperability-milestone


79 
 
 

in a situation where a greater number of providers holds smaller market shares. 

As the promotion of economic competition does not necessarily encourage regu-

latory competition between providers, Teubner calls for a far-reaching transfor-

mation of competition law that must, in his view, leave behind its economic ra-

tionale: “[C]ompetition law needs to develop non-economic criteria for the legal 

structure of information ‘markets’ in order to allow for a high variation of code 

regulations.”401 Efforts to adapt the instruments of competition law in order to 

encourage the emergence of healthy regulatory competition between providers of 

virtual communities have just begun. It remains to be seen if it is possible to craft 

a ‘virtual community–appropriate’ competition law. At the moment, it is not fore-

seeable if the vision of those who claim that rules of virtual communities will be 

legitimized by the ease of user exit will become a reality.  

We can therefore conclude that the approach that emphasizes the users’ exit op-

tion provides us with a reliable criterion for determining the legitimacy of rules 

of virtual communities which is user consent. In a situation where users can seam-

lessly switch between communities, users who remain in a community can be 

considered to thereby express their consent to its rules. Where this is the case, 

community rules can generally lay claim to validity, minimizing the need for state 

intervention. But in many instances, user exit will not be frictionless. Where the 

rules of virtual communities are not based on user consent, the legal system should 

only recognize them if they pass a legitimacy test. 

2. Consensual Development of Social Norms 
In the same manner as literature which emphasizes the user’s exit option, authors 

who argue that virtual communities can regulate themselves through consensual 

social norms correctly assume that user consent can legitimize community rules 

and rightly point to existing possibilities of legitimate community self-govern-

ance. The approach also avoids the legitimacy problems that may arise where ju-

risdictions apply their domestic laws to rules of virtual communities.  

                                                            
401  Teubner, ‘Societal Constitutionalism’, 27. 
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However, this approach does not reflect the fact that contemporary providers of 

modern virtual communities do not allow virtual communities to govern them-

selves through social norms that develop bottom-up. As we have seen above, they 

rather pursue a top-down approach and unilaterally impose rules on users in the 

form of standard contract terms and computer code.  

  Even if providers allowed the community to govern itself by way of social 

norms, such an endeavour would likely fail. Cyberspace is largely populated by 

sizable heterogeneous communities. The emergence of stable consensual social 

norms is less likely in heteronomous groups.402 Facebook, for example, counts 

more than two billion active users from all over the world. Reaching a consensus 

on a norm in a community that is bigger and much more heterogeneous than ter-

ritorial states is difficult.  

Furthermore, it is doubtful if the basic assumption of this approach—that 

social norms are always based on consent, at least on a form of consent that would 

be required to lend them legitimacy from a legal perspective—is correct. Partici-

pants of virtual communities can, admittedly, explicitly agree on what is accepta-

ble or not. This was the case in the virtual community of LambdaMOO where the 

community decided to punish the user ‘Mr. Bungle’ for cyberrape. At the time of 

the conviction of ‘Mr. Bungle’, we can say that the majority of LambdaMOO’s 

population did indeed agree on the rule that cyberrape is prohibited and subject to 

punishment. However, let us consider the hypothetical case of a LambdaMOO 

user who commits cyberrape ten years later. In the meantime, users who opted for 

the conviction of ‘Mr. Bungle’ might have left LambdaMOO. Others might have 

forgotten the incident. In this case, repeated convictions of cyberrapists might 

have stabilized the rule over time, but the direct influence of the initial explicit 

agreement has waned. As David Lewis puts it in his seminal work from 1969, 

Convention:  

But to say we act as we do because we once agreed to would be badly 
misleading. It suggests that our agreement continues to influence our 
actions directly, just at did it as [sic] first; actually, its major effect is 
transmitted through a growing causal chain of expectations, actions, 

                                                            
402  For the observation that the emergence of social norms requires a homogenous group see 

R. C. Ellickson, Order without Law: How Neighbors Settle Disputes (Cambridge (MA): Harvard 
University Press, 1991), 283. E. Ostrom, Governing the Commons: The Evolution of Institutions 
for Collective Action (Cambridge: Cambridge University Press, 1990), 88–89. 
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expectations, actions and so on. The direct influence fades away in 
days, years, or lifetimes. We forget our agreement.403  

Thus, social norms of virtual communities, being the product of repeated interac-

tions between users, are not necessarily based on a form of user consent that can 

lend them legitimacy.  

A further objection to this approach is that it assumes that users who disagree 

with the social norms of a community have an exit option, but we have already 

seen that user exit is typically not frictionless.404  

3. Virtual Direct Democracy 
In the same vein as supporters of the former approaches, scholars arguing that 

providers of virtual communities can and should put in place direct voting proce-

dures rightly point to the possibility that virtual communities can develop their 

own mechanisms that legitimize community rules and avoid the legitimacy issues 

of unilateral state intervention.  

However, it is already doubtful whether the establishment of direct internet voting 

procedures would effectively ensure that the rules are entirely legitimized by user 

consent. Online plebiscites may face problems similar to those of their offline 

counterparts. Misleading information or a biased formulation of the proposal that 

is put to vote could lead to users who participate in direct online voting procedures 

not being able to express their voluntary and informed consent.405 In addition, 

users of virtual communities might have to decide on a huge number of initiatives 

every day, so that they would have only little time to seriously consider individual 

proposals.406  

 Moreover, it can prove difficult to define who is eligible to vote. Should all 

registered users be entitled to vote or only active users who have logged in at least 

X times per month in the last Y months? As membership in virtual communities 

is often more unstable than membership in real world communities, it is in many 

instances unclear who should be part of the virtual electorate.  

                                                            
403  D. K. Lewis, Convention: A Philosophical Study, 2nd edn. (Oxford: Blackwell Publish-

ers, 2002), 84. 
404  See supra at 73ff. 
405  See Netanel, ‘Cyberspace Self-Governance’, 418–19. 
406  See ibid., 419. 
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Furthermore, even if direct internet voting systems did not face these prob-

lems, they would only manage to ensure that community rules are based on the 

consent of the majority of users. Eli Salzberger challenges this assumption, argu-

ing that internet users can reach unanimous decisions because of lower infor-

mation, negotiation and communication costs in cyberspace.407 However, this per-

ception is doubtful. While costs of disseminating information might be lower in 

cyberspace than in the real world, internet users are often confronted with a flood 

of information which is costly to process. Moreover, it might be cheaper to com-

municate bargaining positions in cyberspace, but internet users would still have 

to evaluate and discuss proposals of new rules, which causes substantial costs as 

well. Furthermore, internet users may refuse to grant consent to a proposal for 

strategic reasons (or simply to sabotage the community’s decision-making pro-

cess) .408 It is therefore unlikely that users will be able to reach unanimous deci-

sions. Thus, direct internet voting cannot ensure that rules of virtual communities 

are based on the consent of all users. 

Not unlike those who suggest that virtual communities will develop their 

own social norms based on the consent of the majority of users, those who advo-

cate for online plebiscites now face the problem of how to legitimize rules towards 

dissenters. One could argue that even users who belong to the outvoted minority 

express their general consent to the direct online voting procedures that providers 

put in place.409 However, this would not implicate that the rules are legitimate. 

Users would have to express their voluntary and informed consent to specific rules 

in order to legitimize them.410 Furthermore, one could, once again, argue that us-

ers are free to leave a community when the majority adopts an unfavorable rule 

through a direct internet voting procedure. This would mean that dissenters who 

remain in a community could ultimately be considered to consent to its rules.411 

                                                            
407  See E. M. Salzberger, ‘Cyberspace, Governance, and the New Economy: How Cyber-

space Regulates Us and How Should We Regulate Cyberspace’ in H. Siebert (ed.), Economic 
Policy Issues of the New Economy (Berlin, Heidelberg: Springer, 2002), 169–208, at 195. 

408  See Netanel, ‘Cyberspace Self-Governance’, 424. 
409  See ibid. 
410  See ibid., 422 (“Anything less than unanimous consent on each discrete issue suffers 

from an inherent consensual governance deficit, at least in the sense that the polity’s decision 
does not reflect the will of the losing minority.”).  

411  See ibid., 425ff. 



83 
 
 

But we have already seen that in most cases, users cannot seamlessly switch be-

tween communities, so that we cannot presume that users who disagree with rules 

adopted by the majority but choose to stay automatically consent to the rules.412 

What is more, where direct voting systems do exist, the presumption that users 

who remain in a community consent to its rules is rebutted where dissenting users 

expressly declare their disagreement with a rule by voting against it. 

The only way to legitimize a community rule with regards to outvoted users 

seems to be the introduction of devices along the lines of the state model that 

protect the minority against abusive rules imposed by the majority. In modern 

constitutional states, the existence of “majority-checking devices”, such as “con-

stitutional liberties, both substantive and procedural; a balance of power among 

governing institutions; and an institutional and political requirement that officials’ 

decisions be publicly defensible”413, legitimizes laws towards dissenting citizens. 

Yet, the direct internet voting systems that advocates of this approach have in 

mind would lack equivalent protection.414 Nevertheless, one could indeed con-

ceive of a system which allows users to vote on rules of virtual communities and 

additionally provides for majority-checking devices akin to those that exist in 

modern constitutional states.415  

The major problem with this approach is, however, that, although cyberspace 

may facilitate the development of direct democratic procedures in virtual commu-

nities, these procedures are de facto non-existent. Castronova observes: “One does 

not find much democracy at all in synthetic worlds. Not a trace, in fact. Not a hint 

of a shadow of a trace. It’s not there.”416 The few instances in which providers 

experimented with direct internet voting systems most often failed. Facebook 

                                                            
412  See ibid. See also supra at 74ff. 
413  Ibid., 421.  
414  See ibid. 
415  See ibid., note 93. But see ibid., 427 (arguing that it is not desirable to replicate constitu-

tional majority-checking devices in virtual communities even if this would be necessary to legit-
imize community rules towards dissenting users: “Rather cyberspace fora and networks should 
have considerable leeway to treat dissenters as they wish. This is not because cyberspace offers 
a substitute for the protection of liberal rights; it does not. Instead […], cyberfora should enjoy 
some leeway primarily because independent and diverse civic association has its own constitu-
tive value for territorial liberal democracy.”). 

416  Castronova, Synthetic Worlds, 207. See also Burri, ‘User-Created Content and Cultural 
Diversity in Online Worlds’, 85; Lessig, Code, 285.  



84 
 
 

abolished its voting system for lack of quorum. No petition was ever adopted; 

LambdaMOO’s petition system did not last long, either.417 

In a nutshell, proponents of virtual direct democracy rightfully point to the possi-

bility of legitimate consensual community self-governance. However, it is doubt-

ful if direct internet voting systems would allow users to express their voluntary 

and informed consent to the rules. In addition, providers would have to put in 

place majority-checking devices to legitimize community rules towards outvoted 

users. Most importantly, however, virtual communities regularly lack systems that 

allow users to vote on rules. Where community rules lack democratic legitimacy, 

there is a need for legal review of the rules, irrespective of the shortcomings of 

direct internet voting systems that providers may establish. 

4. Conclusion 
Each of these approaches rightfully emphasizes the legitimizing function of user 

consent, which serves as a reliable criterion for evaluating the legitimacy of rules 

of virtual communities. Moreover, the approaches draw our attention to the pos-

sible existence of internal mechanisms of self-regulation that ensure that the rules 

are based on user consent.  

                                                            
417  The developer’s motivation for taking back control is interesting. Pavel Curtis, the 

founder of LambdaMOO, realized that it proved to be impossible to bring real democracy to 
LambdaMOO. The players could vote on community rules, but he still retained the power to im-
plement the community’s decision into “coded ‘law’”. He recognized that the decision about the 
implementation of the rules was not merely of a technical but of a political nature. Therefore, he 
de facto remained in the role of “shadow government” at any time. Lastowka and Hunter, ‘The 
Laws of the Virtual Worlds’, 58. The example of LambdaMOO shows us that it is impossible to 
bring full democracy to virtual communities as long as providers maintain absolute control over 
the community’s code. The implementation of real democracy would not only require that the 
exercise of power in virtual communities (the equivalent of a real-world constituted power) be 
democratically legitimized. The community (the equivalent of a real-world constituent power) 
would also have to establish this power in a democratic way, which is impossible because pro-
viders retain absolute power over code. Whether a full democratization of virtual communities 
would be enough to legitimize their rules is a different matter, though. There are good reasons to 
doubt this. We have seen that community rules are legitimate if they are based on voluntary and 
informed user consent, but users are not required to manifest their consent through democracy in 
a similar way as citizens of territorial states. See Suzor, ‘Digital Constitutionalism’ (2018), 13 
(“With respect to territorial governments, consent is often manifested through democracy, but 
for digital platforms, full democracy is not required (or even desirable) in all cases. What is re-
quired is consent, in a real, meaningful sense, not in the illusory sense that users sign up without 
reading the Terms of Service and are therefore assumed to have consented to their contents.”). 
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However, the specific self-regulatory mechanisms that proponents of this 

model have in mind are, in most cases, unlikely to work out in practice. If there 

are no internal mechanisms that legitimize the rules, they cannot automatically 

lay claim to validity. In this case, there is a need for state intervention.  

The other two legitimacy models suggest different ways in which the legal 

system should react to community rules.  

II. Evaluation of the State Constitutional Model 
To begin with, in company with the self-governance model, the state constitu-

tional model acknowledges the possibility of virtual communities developing their 

own mechanisms that legitimize their rules. However, supporters of this approach 

recognize that the self-governance model is likely to overestimate the capacities 

of providers and users to effectively set up such mechanisms. In order to account 

for the fact that it is unlikely but not impossible that there exist self-regulatory 

(non-legal) mechanisms that increase the legitimacy of the rules, they convinc-

ingly call upon courts to proceed to a legal review of the rules ‘with a sense of 

proportion’: Where self-regulatory mechanisms effectively legitimize the rules, 

there is less need for legal review.  

The state constitutional model also draws our attention to the fact that states 

may be justified in invalidating even rules which are fully legitimized by consent 

if they conflict with external social core values. Unlike proponents of the self-

governance model, supporters of the state constitutional model therefore rightly 

assume that virtual communities have no absolute claim to autonomy from states. 

In any case, the latter are entitled to invalidate rules that are inconsistent with the 

most basic values of society. The rules of virtual communities are thus, in a sense, 

subject to a public policy (ordre public) exception even if they meet conditions of 

legitimacy.  

In addition, alongside the self-governance model, the state constitutional ap-

proach correctly identifies consent as the most important criterion for evaluating 

the legitimacy of rules of virtual communities. However, advocates of the state 

constitutional model rightly indicate that rules do not merely derive their legiti-

macy from user consent. While they assume that user consent is the primary 

source of the rules’ legitimacy, they also consider non-consensual rules legitimate 
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if they, as a compensation for the lack of user consent, comply with rule of law 

principles. The example of the laws of territorial states supports the basic idea that 

a rule may not only draw legitimacy from consent: The existence of constitutional 

majority-checking devices, such as fundamental rights and balance of powers, can 

legitimize laws even with regard to outvoted citizens.418 Correspondingly, we can 

assume that the existence of certain legal safeguards can legitimize rules of virtual 

communities towards non-consenting users.  

But this does not necessarily mean that rules of virtual communities are only 

legitimate towards non-consenting users if they comply with the same constitu-

tional principles as the laws of the state.  

First of all, it is doubtful if a rule of law framework is appropriate for ad-

dressing emerging tensions between users and providers. Suzor argues that a rule 

of law framework fits satisfactorily with the tensions between users and provid-

ers.419 However, there is a risk that the application of constitutional principles to 

virtual communities forces them “into the wrong conceptual box”420. Suzor him-

self admits that rule of law principles do not translate easily to each and every 

virtual community because the competing interests of providers and users differ 

from one community to another.421 Proponents of the civil constitutional model 

have also demonstrated that the provider–user relationship is not necessarily akin 

to the state–citizen relationship. Suzor addresses these concerns and advocates for 

a cautious case-by-case application of rule of law principles which takes due con-

sideration of the specific community context. Accordingly, he suggests that a 

court can use the rule of law framework to highlight potential tensions between 

providers and users, but the examination of the specific characteristics of a com-

munity might result in a different evaluation of the legitimacy of its rules. How-

ever, this suggests that a rule of law framework can only serve as a rough proxy 

for determining the legitimacy of rules of virtual communities. This considered, 

                                                            
418  See already supra at 83.  
419  See Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1839. 
420  Grimmelmann, ‘Virtual Worlds as Comparative Law’, 182. 
421  See Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1834. 
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the question arises if it might not be possible to develop a framework that is better 

cut out for the emerging tensions between providers and users.422  

In contrast to Suzor’s view, private law may offer a more appropriate frame-

work for evaluating the legitimacy of rules of virtual communities. The state con-

stitutional model is based on the questionable assumption that private law is nec-

essarily ill-suited for addressing legitimacy issues that arise where providers im-

pose heteronomous rules on users. The model assumes that contract law systems 

that currently apply to the relation between providers and users falsely presume 

that rules of virtual communities are based on user consent.423 Suzor argues that 

“no concept of legitimacy in governance or constitutional limits on the exercise 

of governance powers exists within the core of commercial contract law”424. 

Therefore, he suggests that it is necessary to apply constitutional law, which pro-

vides a framework for legitimate heteronomous rule-making to the heteronomous 

rules that providers impose on users: “This strong division between public and 

private in constitutional law and theory becomes deeply problematic once it is 

clear that regulation is not only, or even not primarily, done by the state.”425 

However, German private law specifically addresses various forms of heter-

onomous private rule-making. The German Civil Code contains provisions on the 

validity of rules that are not or not entirely based on the consent of the rules’ 

subjects, such as standard contract terms, § 305 et seq. BGB. Standard contract 

terms are non-negotiated contract terms. This means that one contracting party 

presents them to the other party, who has no influence on their content but merely 

accepts them (see § 305 para. 1 cl. 1 BGB). § 305 et seq. BGB address the fact 

                                                            
422  See also the parallel ‘offline’ discussion on the problem that members of monopolistic 

and powerful associations may not have an exit option. To compensate for this lack of exit op-
tion, Teubner does not call for a direct transfer of public law principles but rather seeks a solu-
tion tailored to the specific structure and problems of the respective association. Cf. G. Teubner, 
Organisationsdemokratie und Verbandsverfassung: Rechtsmodelle für politisch relevante 
Verbände (Tübingen: Mohr Siebeck, 1978), 157, 283–84; G. Teubner, ‘After Privatization? The 
Many Autonomies of Private Law’, Current Legal Problems 51 (1998), 393–424, at 394.  

423  See Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1831–32. 
424  N. Suzor, Digital Constitutionalism: Using the Rule of Law to Evaluate the Legitimacy 

of Governance by Platforms (2016), Giganet: Global Internet Governance Academic Network, 
Annual Symposium, 3. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889 (10 Febru-
ary 2020). Archived at https://web.archive.org/web/20200210111018/https://pa-
pers.ssrn.com/sol3/papers.cfm?abstract_id=2909889.. 

425  Ibid., 7. 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
https://web.archive.org/web/20200210111018/https:/papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
https://web.archive.org/web/20200210111018/https:/papers.ssrn.com/sol3/papers.cfm?abstract_id=2909889
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that standard contract terms are only weakly based on the accepting party’s con-

sent and contain a range of legal safeguards to protect her against abusive terms. 

Furthermore, the doctrine of the indirect horizontal effect of fundamental rights 

allows civil courts to verify if private rules comply with fundamental rights, at 

least where specific private law provisions on their validity are lacking. It might 

therefore not be necessary to apply the entire set of constitutional principles to 

rules of virtual communities. Private law may provide adequate solutions for ad-

dressing the legitimacy issues raised by heteronomous rules of virtual communi-

ties426 because private law instruments may assume the legitimizing function of 

rule of law principles in relation to rules of virtual communities427.  

Moreover, the approach advocates for a broad obligation of providers to re-

spect constitutional principles, at least if the application of a constitutional frame-

work appears appropriate in light of the specificities of the community. This is 

incompatible with the German constitution. Suzor assumes that virtual communi-

ties can increasingly be considered important public infrastructures. He argues 

that digital platforms shape the way in which individuals communicate, so that 

their rules have an important effect on “public culture and the social and political 

lives of their users”428. Therefore, he suggests that digital platforms are not private 

but “public spaces”429, with the consequence that providers who establish rules 

for these spaces must comply with rule of law principles. However, under the 

Basic Law, even powerful private actors who provide infrastructures which are of 

utmost importance to society are not directly bound by the constitution. The ju-

                                                            
426  Cf. Bachmann, Private Ordnung, 113 (arguing that the mere fact that a private order is 

structured hierarchically does not necessarily require the application of public law principles).  
427  Cf. Fitzgerald, ‘Software as Discourse’ (arguing that private law assumes a constitu-

tional function in cyberspace); Teubner, ‘Horizontal Effects of Constitutional Rights in the In-
ternet’, 205 (emphasizing the constitutional dimension of a judicial review over “digital self-
made law” in the form of standard contracts). Cf. also Teubner, ‘After Privatization?’, 394 
(“The adequate reaction to privatization is not to impose public law standards on private law, 
rather to transform private law itself into the constitutional law of diverse private governance 
regimes.”). 

428  Suzor, ‘Digital Constitutionalism’ (2018), 2. 
429  Ibid. refers to T. Gillespie, ‘Regulation of and by Platforms’ in J. Burgess, A. Marwick 

and T. Poell (eds.), The SAGE Handbook of Social Media (London: Sage Publications, 2018), 
254–78 (arguing that digital platforms are “architects of public spaces”). 
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risprudence of the Federal Constitutional Court (Bundesverfassungsgericht) sug-

gests, as we will see more in detail later on,430 that private actors who hold a social 

position of power can have more extensive fundamental rights obligations than 

other private actors.431 Yet, even those actors have no direct obligation to respect 

fundamental rights.432 Under the Basic Law, fundamental rights have only an in-

direct horizontal effect on the relation between private actors. They “permeate 

legal relationships under private law”, which implies that civil courts must “give 

effect to fundamental rights in the interpretation of ordinary law, in particular by 

means of general clauses contained in private law provisions and legal concepts 

that are not precisely defined in statutory law”433. This implies that, unlike state 

actors, even private actors who provide crucial infrastructures with a public char-

acter have no direct obligation to respect fundamental rights. Furthermore, the 

doctrine of the indirect horizontal effect of fundamental rights only allows civil 

courts to check private rules against fundamental rights, not against other rule of 

law principles as suggested by supporters of the state constitutional model. 

Finally, this approach advocates for an evaluation of the legitimacy of com-

munity rules according to domestic standards, which, as we have seen,434 in itself 

raises legitimacy issues.  

In summary, supporters of the state constitutional model convincingly argue that 

courts should proceed to a review of rules of virtual communities where self-reg-

ulatory mechanisms are lacking or fail to ensure the legitimacy of the rules. Fur-

thermore, the model correctly points out that the legal system shall not enforce 

legitimate rules of virtual communities if they are incompatible with values which 

are of utmost importance to society. Moreover, supporters of this view rightly 

assume that user consent is a key criterion for determining the legitimacy of rules 

                                                            
430  See infra at 152ff.  
431  See BVerfGE 148, 267, 280 (2018) – Stadionverbot (Stadium Ban). An English version 

of the judgment is available at https://www.bundesverfas-
sungsgericht.de/e/rs20180411_1bvr308009en.html (10 February 2020). Archived at 
http://web.archive.org/web/20200210104354/https://www.bundesverfas-
sungsgericht.de/SharedDocs/Entscheidungen/EN/2018/04/rs20180411_1bvr308009en.html. 

432  See ibid.  
433  Ibid.  
434  See supra at 72ff.  

https://www.bundesverfassungsgericht.de/e/rs20180411_1bvr308009en.html
https://www.bundesverfassungsgericht.de/e/rs20180411_1bvr308009en.html
http://web.archive.org/web/20200210104354/https:/www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2018/04/rs20180411_1bvr308009en.html
http://web.archive.org/web/20200210104354/https:/www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2018/04/rs20180411_1bvr308009en.html
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of virtual communities but at the same time stress that even heteronomous rules 

can be considered legitimate if they comply with additional legitimacy criteria. 

However, we argued that those criteria should not be derived from the rule of law. 

For one thing, there are good reasons to doubt that a rule of law framework fits 

with the tensions between users and providers. For another, a general obligation 

of providers to respect constitutional principles would be incompatible with the 

Basic Law. Finally, we emphasized the legitimacy issues that arise where states 

unilaterally decide to apply domestic legal standards to rules of virtual communi-

ties. 

III. Evaluation of the Civil Constitutional Model  
The civil constitutional model has the advantage of avoiding the difficult task of 

defining adequate criteria for evaluating the legitimacy of rules of internet com-

munities. In particular, it does not require civil courts to apply standards of state 

constitutionalism to virtual communities, which has proved problematic in several 

respects.435  

Furthermore, this approach avoids the legitimacy problems that unilateral 

state intervention may raise as it does not suggest that territorial states should 

check the rules of virtual communities against domestic legal standards. Propo-

nents of this model rather call upon courts to stimulate autonomous rule-produc-

tion processes within virtual communities, processes that may lead to the emer-

gence of digital civil constitutions. Any jurisdiction in the world may provide such 

stimuli without raising legitimacy concerns. 

What is more, community-specific digital civil constitutions could indeed 

lend legitimacy to rules of virtual communities. Where such constitutions do 

emerge, courts would not have to proceed to an evaluation of the legitimacy of 

the rules according to external legal standards which may prove to be inappropri-

ate. Civil constitutions and state constitutions share important characteristics. 

Civil constitutions are by no means inferior replicas.436 They could ensure that 

rules of virtual communities are based on user consent. We have seen that civil 

                                                            
435  See supra at 86ff. 
436  See Grimm, Constitutionalism, 342 (arguing that “Teubner’s model is much more ambi-

tious than the majority of political constitutionalization theories”).  
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constitutions structure decision-making processes in private sectors of society. 

These decision-making processes may resemble democratic procedures of territo-

rial states in that they allow users to participate in the rule-making process. One 

example of such a procedure was Facebook’s voting system, which we discussed 

earlier.437 Digital civil constitutions could also legitimize rules towards outvoted 

or dissenting users. We have seen that constitutional majority-checking devices 

such as fundamental rights legitimize laws of territorial states towards dissenting 

citizens. Just as fundamental rights limit political power, civil constitutions of 

virtual communities would mark the boundaries of the provider’s rule-making 

power. Digital civil constitutions therefore have the potential to assume important 

legitimizing functions comparable to those of state constitutions with respect to 

rules of virtual communities.438 

Moreover, the civil constitutional model proposes a more realistic path to 

legitimate community self-governance than the self-governance model. The latter 

assumes that non-legal mechanisms that lend legitimacy to rules of virtual com-

munities are already in place or simply emerge by themselves, which seems un-

likely. It suggests that users can seamlessly switch between communities, that 

providers will establish direct internet voting systems or that users will develop 

consensual social norms. Yet, the self-governance model does not explain what 

forces ensure that users can easily migrate to other communities, what pushes 

providers to establish direct voting systems or what motivates users to develop 

consensual social norms. Advocates of the civil constitutional model, by contrast, 

suggest that users and external actors, such as courts, civil society initiatives or 

competitors, can try to put pressure on providers in order to push them to develop 

                                                            
437  See supra at 47.  
438  But see Bachmann, Private Ordnung, 186. Bachmann argues that the empirical finding 

of systems theory—that society and its subsystems are autonomous in that they can only exist 
by their own rules—does not say anything about the legitimacy of the rules that emerge in soci-
ety. The observation that social subsystems are autonomous does not implicate that other social 
subsystems such as the legal system should respect this autonomy. However, we are not discuss-
ing the legitimacy of any kind of societal rules but of forms of advanced societal regulations that 
perform important functions of state constitutions in social subsystems. Moreover, unlike ortho-
dox systems and theory-based approaches, Teubner’s theory of societal constitutionalism not 
only makes descriptive but also normative claims. See L. Francot-Timmermans and E. Chris-
todoulidis, ‘The Normative Turn in Teubner’s Systems Theory of Law’, Netherlands Journal of 
Legal Philosophy 40 (2011), 187–90. 
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non-legal mechanisms that legitimize rules of internet communities. We have seen 

that, in some cases, providers did indeed bow to pressure from users or competi-

tors and imposed limitations on themselves that could be considered embryonic 

digital civil constitutions.  

However, the civil constitutional model underestimates the capacity of states to 

develop adequate external criteria for determining the legitimacy of rules of vir-

tual communities. Virtual communities and the rule-making processes that take 

place within them surely constitute complex new phenomena. It is therefore a 

challenging task to identify adequate criteria for evaluating the legitimacy of these 

rules. But advocates of this approach go too far by claiming that this task is im-

possible because the required knowledge for defining such criteria lies hidden in 

the respective community. We have seen that German private law already ad-

dresses several forms of heteronomous private rule-making such as standard con-

tract terms.439 In order to develop appropriate criteria for evaluating the legitimacy 

of rules of virtual communities, it might be possible to build on the legal standards 

that have previously been established for other forms of private rule-making. In 

this vein, the knowledge required to address the legitimacy issues raised by new 

forms of private rule-making that take place in virtual communities may lie hidden 

in existing provisions of German private law. Contrary to the view of advocates 

of the state constitutional model and the civil constitutional model, neither con-

stitutional law nor self-reflection processes of providers but private law may pro-

vide criteria for evaluating the legitimacy of those rules of virtual communities 

that are not entirely based on consent.  

It is also an urgent task to identify external legal criteria for evaluating the 

legitimacy of the rules being that there is no guarantee that virtual communities 

will develop digital civil constitutions. The civil constitutional model proposes a 

more realistic way to achieve legitimate cyberspace self-governance than the self-

governance model, yet the emergence of digital civil constitutions is nevertheless 

unlikely. According to supporters of this view, the only possibility of stimulating 

the emergence of digital civil constitutions is to experiment with the “relation 

                                                            
439  See supra at 87–88.  



93 
 
 

between external pressure and internal self-reflection”440. For this purpose, Kara-

vas suggests that “case law […] should be upgraded to a site of social experimen-

tation”441. Courts (alongside social actors) can put pressure on providers, but it is 

unlikely that this will effectively lead to the emergence of digital civil constitu-

tions as providers of virtual communities will seek to resist this pressure. They 

will be reluctant to impose limitations on themselves.442 This applies in particular 

where the required self-limitations are not compatible with the providers’ business 

models. Robert Taylor, for instance, found that providers are often willing to meet 

demands of users who protest against unfavorable provisions in standard contract 

terms. Yet, despite massive user protests, providers are reluctant to modify pri-

vacy provisions to the advantage of users if there is a risk that the modification 

adversely affects the firm’s revenue.443 The emergence of digital civil constitu-

tions in virtual communities is therefore rather unlikely. If providers of virtual 

communities succeed in resisting pressure from courts, users, competitors and 

civil society initiatives, they are free to establish exploitative rules with detri-

mental effects on users and on society at large. As individuals spend an increasing 

amount of time in virtual communities, they become more and more subjected to 

the private rule regimes created by providers, raising the stakes too high to rely 

on an experimental approach with uncertain outcomes. In the likely case that vir-

tual communities fail to develop their own civil constitutions, there is a need for 

state intervention. 

In a nutshell, the model rightly stresses that it is difficult to identify appropriate 

legal criteria for determining the legitimacy of rules of virtual communities. This 

difficult task and the legitimacy problems of unilateral state intervention could be 

avoided if virtual communities developed their own digital civil constitutions that 

legitimize their rules. While it is unlikely that users can simply migrate to other 

                                                            
440  Teubner and Beckers, ‘Expanding Constitutionalism’, 536; Teubner, ‘Constitutionalising 

Polycontexturality’, 21. 
441  Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 154. 
442  See Grimm, Constitutionalism, 344 (arguing that the emergence of societal constitutions 

is unlikely because global actors would have to agree to far-reaching self-limitations). 
443  See Taylor, ‘Consumer-Driven Changes to Online Form Contracts’, 392ff.  
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communities, develop their own consensual norms or participate in the rule-mak-

ing process through direct internet voting systems, it seems at least more likely 

that digital civil constitutions will emerge if providers come under sufficient pres-

sure. However, the approach underestimates the ability of states to develop ap-

propriate external legal standards for determining the legitimacy of rules of virtual 

communities. State intervention nonetheless appears necessary taking into the ac-

count that even if a self-constitutionalization of virtual communities is possible, 

it remains uncertain whether digital civil constitutions will effectively emerge in 

virtual communities.  

IV. Conclusion 
This section found that, while each of the current attempts to theorize the legiti-

macy of the rules of virtual communities has its merits, none of them are entirely 

convincing. The self-governance model correctly assumes that user consent con-

stitutes a reliable criterion for evaluating the legitimacy of rules but overestimates 

the capacity of virtual communities to develop their own mechanisms to ensure 

that their rules are based on user consent. To make up for this deficit, the state 

constitutional model convincingly advocates for a legal review of rules, but pro-

ponents of the civil constitutional model rightly note that the suggested rule of 

law framework may not fit the specificities of virtual communities. Their alterna-

tive solution, which is to rely on the emergence of civil constitutions in virtual 

communities, has only a small chance of success, though.  

The critical assessment of the given legitimacy models enables us to identify 

certain key ideas that we should retain and develop further. Based on these key 

ideas, we can establish criteria that a legitimacy model well suited for analyzing 

the legitimacy of the private rules of virtual communities would have to satisfy. 

C. Criteria for an Adequate Legitimacy Model  
After having discussed the strengths and weaknesses of existing legitimacy mod-

els, we can now draw the outline of an adequate legitimacy model for rules of 

virtual communities.  

First of all, such a model would have to take into account that rules of virtual 

communities are not legitimate per se. There is no guarantee for the existence of 

self-regulatory mechanisms such as user exit, the bottom-up formation of social 
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norms (provided that dissenting users have an exit option) and direct internet vot-

ing systems (provided that dissenting users have an exit option or are protected 

by majority-checking devices) that ensure the legitimacy of community rules.  

This suggests that states must intervene in order to avoid providers imposing 

illegitimate rules on users. To this end, it is not enough to merely put pressure on 

providers as it remains uncertain whether the latter will ultimately bow to this 

pressure and develop their own digital civil constitutions that legitimize commu-

nity rules. More than that, there is a need for a review of the rules according to 

external legal standards. This legal review has to consider whether a community 

has exceptionally developed non-legal mechanisms that ensure the legitimacy of 

its rules.  

The primary criterion for evaluating the legitimacy of the rules is user con-

sent, but heteronomous rules that are only weakly legitimized by user consent can 

be legitimate if they comply with additional criteria (that still need to be deter-

mined). The rule of law does not provide adequate criteria for assessing the legit-

imacy of heteronomous rules of virtual communities. In order to develop adequate 

criteria of legitimacy in addition to user consent, it seems more promising to build 

on existing private law provisions that apply to traditional forms of heteronomous 

private rules, such as standard contract terms. The legal system should recognize 

rules of internet communities if they are legitimized by consent or if they meet 

additional criteria of legitimacy that we still need to identify, provided that they 

do not conflict with external social core values. 

The required legal review of rules of virtual communities in itself raises le-

gitimacy issues if it is carried out in accordance with domestic laws of individual 

states. Only a global legal framework for the rules of virtual communities would 

entirely resolve this problem. 

Building on these results, we will now develop a new legitimacy model that 

seeks to combine the advantages of the existing models and develop them further. 
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Part V: Towards an Adequate Legitimacy Model for 
Rules of Virtual Communities 
This part elaborates a new model for analyzing the legitimacy of rules of virtual 

communities. In this exercise, we shall build on the work of Gregor Bachmann, 

who developed a general legitimacy model for private rules.444 Bachmann identi-

fied fundamental principles of German private law that are reflected in positive 

law provisions and serve to evaluate the legitimacy of private rule-making. On the 

one hand, insights into the conditions of legitimacy of private rule-making can 

inform the application of existing legal provisions to conventional private rules 

already covered by the current legal framework. On the other hand, they help to 

determine if there is a need to establish legal procedures for the review of novel 

forms of private rule-making not covered by existing legal provisions and, if so, 

to define adequate criteria for this review. As Bachmann’s model allows for an 

evaluation of the legitimacy of both conventional and new forms of private rule-

making, it appears particularly well suited for analyzing the legitimacy of rules of 

virtual communities only partially covered by the existing legal framework. 

 In order to demonstrate how we can use insights into the general conditions 

of private rule-making to analyze the legitimacy of rules of virtual communities, 

we will proceed as follows. The first section explains Bachmann’s legitimacy 

model (A.). Subsequently, we shall apply the model to rules of virtual communi-

ties (B.). The remainder of this part summarizes our results (C.) before we move 

on to discuss our findings in light of the criteria for an adequate legitimacy model 

that we established at the end of the last part.  

A. Bachmann’s Legitimacy Model  
This section introduces Bachmann’s general legitimacy model for private rules. 

We will focus on three main ideas that are particularly relevant for our analysis: 

First, the German legal order knows two major sources of legitimacy of 

rules—‘consent’ and ‘common good’. Private and public law place different em-

phasis on these sources of legitimacy. Private law rests on the principle that a 

                                                            
444  See Bachmann, Private Ordnung; Bachmann, ‘Legitimation privaten Rechts’; G. 

Bachmann, ‘Die Legitimation privater Macht’ in F. Möslein (ed.), Private Macht (Tübingen: 
Mohr Siebeck, 2016), 603–28. 
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private rule is legitimate if it is based on consent. Public law, in contrast, generally 

assumes that a rule that emanates from the state is legitimate if it serves reasons 

of the common good (I.).  

Second, although private and public law prioritize these sources of legiti-

macy differently, both areas of law recognize that rules, whether created by pri-

vate actors or the state, can derive legitimacy from both ‘consent’ and ‘common 

good’ (II.).  

Third, while ‘consent’ and ‘common good’ turn out to be the primary sources 

of legitimacy of private rules, fundamental rights can only serve as subsidiary 

sources of legitimacy (III.).  

Bachmann’s legitimacy model has two major implications: On the one hand, 

insights into the conditions of legitimacy of private rules can inform the applica-

tion of existing legal provisions to private rules. On the other hand, we can use 

these insights to determine if there is a need for the establishment of new legal 

review procedures for private rules not covered by the legal framework and, if so, 

to define adequate standards for this review (IV.).  

I. The Sources of Legitimacy ‘Consent’ and ‘Common Good’ 
Private law’s basic legitimacy principle is consent. Private rules are legitimate if 

they are based on the voluntary and informed, not merely fictitious or hypothetical 

consent of those who are subject to the rule.445 The paradigmatic case of a con-

sensual private rule is the contract, which is ideally the result of a bargain, a meet-

ing of the minds of two equal parties who assent to its terms.446 

By contrast, public law’s basic legitimacy principle is the common good. Rules 

that emanate from the state are legitimate if they serve the common good. The 

term ‘common good’ refers to the justification of public authority as such, not to 

the justification of the exercise of public authority in a specific situation. What 

Bachmann means here is not the public interest that might be at stake when a 

public authority has to decide, for instance, whether to grant or refuse a construc-

                                                            
445  Bachmann, ‘Legitimation privaten Rechts’, 220. 
446  See Bachmann, Private Ordnung, 172ff. 
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tion permit. Instead, the term ‘common good’ relates, on a higher level of abstrac-

tion, to a general service that the state provides to all its citizens.447 This service 

consists in the creation of a reliable set of rules and the establishment of an order 

which promotes public welfare, or, in other words, brings about advantages for 

most of the population which outweigh the disadvantages that citizens who disa-

gree with the rules may suffer.448 The term ‘common good’ thus refers to a genu-

inely utilitarian justification of the state: The overall maximization of public wel-

fare might legitimize a rule although it is not based on the consent of all.449 For 

example, a ban on smoking in an open-plan office is legitimate because the overall 

benefit for the staff outweighs the harm caused to the only smoking employee.450  

To ensure that a rule serves the common good, there must be safeguards that 

prevent the rule-making authority from exploiting the addressees of the rule.451 

The existence or non-existence of such protection indicates whether a rule is con-

sistent with the common good. First of all, rule-makers are required to exercise 

their authority in a neutral, impartial way regardless of special interests and act 

selflessly, that is, without exploiting their power position for personal ad-

vantage.452 In addition, the power of the rule-making body must be limited, both 

in scope and time, to allow for the fact that it is acting on behalf of others and to 

make sure that the rules do not serve personal interests but the interests of all 

citizens.453 Furthermore, as it is always unclear and controversial how best to im-

plement the highly abstract idea of the common good in a specific context, re-

quirements regarding competences and procedures shall guarantee at least that the 

rule-making body respects the aforementioned principles of neutrality, selfless-

ness and limitation of power.454 For the same reason, rules must be transparent 

and subject to a certain level of control.455  

                                                            
447  See ibid. 
448  See ibid., 170–71. 
449  See ibid., 170. 
450  See Bachmann, ‘Legitimation privaten Rechts’, 221, note 57. 
451  See Bachmann, Private Ordnung, 170ff. 
452  See ibid., 170–71. 
453  See ibid., 171. 
454  See ibid., 172. 
455  See ibid. 
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The paradigmatic case of a rule that derives its legitimacy from the fact that 

it serves the common good is the parliamentary statute. The competent rule-mak-

ing body, the Parliament, is elected by the majority of the population and adopts 

rules by majority vote, which ensures that parliamentary statutes serve the inter-

ests of the majority of citizens. Several constitutional protections avoid Parlia-

ment adopting laws that exploit citizens who belong to the minority. They limit 

the rule-making power of Parliament in scope and time and ensure that the minor-

ity has a real chance of becoming a majority. Moreover, the constitution stipulates 

that parliamentary statutes must apply in general and to everybody, which shall 

guarantee that they comply with the principles of neutrality and selflessness. Fur-

thermore, the constitution requires parliamentary statutes to be published in a doc-

ument that is accessible to the public, which ensures their transparency. Finally, 

the constitutional principle of separation of powers and the possibility of a con-

stitutional review of parliamentary statutes make sure that they are subject to con-

stant control.456  

Parliamentary statutes thus derive their legitimacy from the fact that they 

serve the common good. However, as we shall see in the next section, the common 

good is neither the only source of legitimacy of parliamentary statutes nor is con-

sent the only source of legitimacy of private rules.  

II. The Combination of the Sources of Legitimacy  
We have identified consent as the main source of legitimacy of private rules, 

whereas rules that emanate from the state primarily derive their legitimacy from 

the fact that they serve the common good. However, taking a closer look, public 

and private law both recognize that rules may derive their legitimacy from both 

‘consent’ and the fact that they serve the ‘common good’.457  

                                                            
456  See ibid. 
457  See ibid., 194ff. 
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To describe the interplay between the two sources of legitimacy in public 

and private law, Bachmann refers to Walter Wilburg’s flexible-system ap-

proach,458 according to which the strong presence of one element reduces the need 

for the presence of the other element and vice versa.459  

In the following section, for the sake of completeness and to foster the un-

derstanding of Bachmann’s approach, we will briefly demonstrate the flexible in-

terplay between the legitimacy elements in public law (1.). Subsequently, we will 

present in greater detail how private law combines both sources of legitimacy, 

which is of more direct relevance to our analysis (2.).  

1. The Combination of ‘Consent’ and ‘Common Good’ in Public Law 
Parliamentary statutes derive their legitimacy from the fact that they serve the 

common good. Yet, they are not entirely legitimized by reasons relating to the 

common good. The principle of democratic legitimacy additionally requires the 

majority of the population to manifest its consent to parliamentary statutes.460 

Public law thus combines both sources of legitimacy and it does so in a flexible 

manner. It reinforces the element ‘consent’ where the element ‘common good’ is 

only weakly present. For instance, under the Basic Law, constitutional amend-

ments require a two-thirds majority in both chambers of Parliament, the Bundes-

tag and the Bundesrat (Art. 79 para. 2 GG). In this case, the strong presence of the 

element ‘consent’ reduces the need for constitutional safeguards which ensure that 

the constitution-amending law serves the common good.461  

We can also observe this flexible interplay between the two legitimacy ele-

ments ‘consent’ and ‘common good’ in private law. 

                                                            
458  See W. Wilburg and H. Hausmaninger, The Development of a Flexible System in the 

Area of Private Law: Inaugural Address as Rector Magnificus of the Karl-Franzens University 
in Graz on November 22, 1950 (Vienna: Manzsche Verlags- und Universitätsbuchhandlung, 
2000). 

459  See Bachmann, ‘Legitimation privaten Rechts’, 221. 
460  See Bachmann, Private Ordnung, 198. 
461  See ibid. 
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2. The Combination of ‘Consent’ and ‘Common Good’ in Private Law 
In contrast to public law, private law is based on the principle that rules primarily 

derive their legitimacy from the consent of the rule’s subjects. But private law 

also knows of the legitimacy element called ‘common good’.  

In the context of private law, the term ‘common good’ has a slightly different 

meaning than in public law, though. This is because, unlike rules that emanate 

from the state, which apply in general and to everybody, private rules only apply 

to a limited group of people.462 The rules of private associations, for instance, are 

only binding on its members. Standard contract terms only apply to the contractual 

parties. However, while private rules only apply to a limited group of rule ad-

dressees, they can have negative effects on third parties.463 Cartel agreements be-

tween competitors, for instance, can have adverse economic impacts on other mar-

ket participants. To take into account the specificity of private rules that there are 

two different categories of persons who can be affected by the rules—rule ad-

dressees and third parties—Bachmann re-specifies the concept of common good 

to make it fit for use in the context of private law.464 He differentiates between 

the ‘good of the general public’, which refers to the common good of third parties 

and the ‘good of the group’, which relates to the common good of the rule ad-

dressees.465 Apart from these specifications, the term ‘common good’ has the 

same meaning in private as in public law.466 Analogously to public law, private 

law ensures that a rule serves the common good by providing the above-men-

tioned safeguards (neutrality and selflessness, limitation, competences and proce-

dures, transparency and control) that prevent private rule-makers from exploiting 

individuals who are subject to the rule.467  

In the following sections, we will demonstrate how private law combines the 

two sources of legitimacy, ‘consent’ and ‘common good’. We will first consider 

the paradigmatic case of heteronomous private rule-making, where a private actor 

                                                            
462  See ibid., 206. 
463  See ibid., 222–23. 
464  See ibid., 205. 
465  See ibid., 206. In the following, where ambiguous, we will specify in the text or in foot-

notes whether we are referring to the good of the general public or the good of the group.  
466  See ibid. 
467  See ibid., 249. 
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unilaterally establishes rules which rule addressees accept without being involved 

in the rule-making process. The provisions on the validity of rules of associations 

and standard contract terms illustrate that, in this case, private law provides legal 

safeguards against exploitation that ensure the consistency of the rules with the 

common good (understood as the good of the group). In doing so, the legal safe-

guards compensate for the fact that the rules are only weakly legitimized by con-

sent and ensure the legitimacy of the rules towards the rule addressees (a.).  

Let us then consider the more exceptional case where a private rule not only 

affects the rule addressees but additionally has negative effects on third parties. 

In this constellation, the question arises whether the rule is also legitimate towards 

the latter. The example of cartel agreements illustrates that private law generally 

considers rules to be illegitimate if they have negative third-party effects given 

that such rules are inconsistent with the common good (understood as the good of 

the general public) and not legitimized by the consent of third parties (b.).  

The final step is to consider the constellation in which a private rule-maker 

creates rules on the use of private property. In this context, the question arises if 

the subjective rights of the private rule-maker legitimize these rules. However, 

with the exception of one extraordinary case, these rules also derive their legiti-

macy from individual consent or from the fact that they serve the common good 

(understood as the good of the group). Only if there is no contractual agreement 

that exhaustively governs the use of the property and only if a person does not 

accept the rules but continues to use the property, the owner’s property rights 

themselves come to legitimize the rules towards this person (c.).  

a. The Legitimacy of Private Rules towards Rule Addressees 
To compensate for the fact that private rules are not entirely based on the volun-

tary and informed consent of the rule addressees, private law provides legal safe-

guards to prevent private rule-makers from imposing abusive rules on them.468 

These legal safeguards ensure that heteronomous forms of private rule-making 

derive additional legitimacy from the fact that they serve the common good469. 

                                                            
468  See Bachmann, Private Ordnung, 204ff. 
469  In this section, the term ‘common good’ is understood to mean the good of the group. 
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However, as we will also see in this section, there is less need for such legal safe-

guards in situations where other (non-legal) mechanisms avoid the rule-making 

body imposing exploitative rules on the addressees of the rule. On the following 

pages, we will use the example of the rules of private associations and standard 

contract terms to illustrate this point.  

The members of a private association do not necessarily consent to its rules. 

Granted, they voluntarily submit to the general rule-making power of the general 

meeting (Mitgliederversammlung). However, they do not necessarily consent to 

the specific rules of the association seeing as the general meeting adopts resolu-

tions by majority vote (§ 32 para. 1 BGB), so that individual members can be 

outvoted.470  

To compensate for the weak presence of the element ‘consent’, the law of 

associations (Vereinsrecht) reinforces the element ‘common good’, in this case 

the good of the association. To ensure that rules of associations serve the good of 

the association, private law provides several legal safeguards that specifically aim 

to avoid an exploitation of outvoted members. There are parallels between these 

safeguards and constitutional safeguards which prevent Parliament from imposing 

exploitative laws on dissenting citizens: The organs of the association, the general 

meeting in particular, are committed to the association’s interests.471 This aims to 

ensure that the organs of the association make rules in a neutral and selfless 

way.472 The obligation to respect the interests of the association limits the rule-

making power of the organs of the association in that rules that violate the asso-

ciation’s interests can be declared illegal.473 To determine the interests of the as-

sociation in a specific case, the law establishes competences and procedures such 

as the above-mentioned competence of the general meeting to adopt resolutions 

by majority vote. Membership rights that can be considered functional equivalents 

of citizen rights provide additional protection against exploitative rules. The pos-

sibility of legal review of the content of the association’s decisions and the mem-

ber’s option to exit the association make sure that the rules are subject to constant 
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control. Finally, the law of associations provides that the rules of an association 

must be accessible for its members, which guarantees a certain level of transpar-

ency.474  

As rules of private associations, standard contract terms are only weakly legiti-

mized by the consent of the rule addressees. The other contracting party does not 

consent to the specific rules that are contained in standard contract terms. Alt-

hough the German Civil Code states that “standard contract terms only become a 

part of a contract […] if the other party agrees to their applying” (§ 305 para. 2 

BGB, italics added), the law effectively places only minimum requirements on 

the consent of the other contracting party.475 The other party is not required to 

manifest her informed and voluntary consent to standard contract terms. She is 

not involved in the rule-making process and therefore has no influence on the 

content of standard contract terms.476 To the contrary, she submits to the general 

power of the user of standard contract terms to impose a prefabricated set of rules 

upon her.477 This implies that standard contract terms are not fully legitimized by 

the consent of the other contracting party.478  

In a similar manner as the law of associations, legal provisions on the valid-

ity of standard contract terms seek to avoid the user of standard contract terms 

imposing exploitative terms on the other contracting party. Once again, the law 

reinforces the legitimacy element ‘common good’, understood as the good of the 

contracting parties, to compensate for the weak presence of the legitimacy element 

‘consent’. However, unlike the law of associations, the provisions on standard 

contract terms do not assign the role of a neutral and selfless arbiter of interests 

for the rule addressees to the private rule-maker.479 The private actor who estab-

lishes standard contract terms is entitled to pursue her own interests. In addition, 

legal provisions on standard contract terms do not contain any requirements relat-

ing to the rule-maker’s competence or the rule-making procedure. It is first and 
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477  See ibid., 120. 
478  See ibid., 121. 
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foremost the possibility of submitting standard contract terms to a so-called ‘con-

tent control’ (Inhaltskontrolle, §§ 307 et seq. BGB), which prevents the user of 

standard contract terms from exploiting the other contracting party. Content con-

trol ensures that standard contract terms do not jeopardize the purpose of the con-

tract, the equivalent of the ‘common good’ of the contracting parties (§ 307 para. 

2 BGB). In addition, identically to the provisions applicable to the rules of private 

associations, the provisions on standard contract terms stipulate a principle of 

transparency (§§ 307 para. 1 cl. 2 BGB) which additionally serves to protect the 

addressees of standard contract terms against exploitation.480 

To avoid exploitation of the addressees of standard contract terms, the law of 

standard contract terms (AGB-Recht) and the law of associations thus employ dif-

ferent techniques. In particular, at least at first glance, the law of standard contract 

terms shows fewer similarities with constitutional law than does the law of asso-

ciations. Nevertheless, the provisions that apply to rules of private associations 

and those that apply to standard contract terms assume a similar function and rest 

on the same basic principles. Both reinforce the legitimacy element ‘common 

good’ to compensate for the fact that rules of private associations and standard 

contract terms are not entirely legitimized by the consent of rule addressees. Both 

provide that rules of private associations and standard contract terms are subject 

to content control and must comply with transparency requirements. Bachmann 

therefore argues that transparency and content control of private rules constitute 

‘structural principles’ in that they serve as safeguards against exploitative rules in 

cases where the addressees of a private rule are not involved in the rule-making 

process.481  

However, in some cases, there is less need for legal review of heteronomous pri-

vate rules because other (non-legal) mechanisms already ensure that private rules 

derive sufficient legitimacy from consent and from the fact that they serve the 

common good. This is the case, for example, where the rule has the same effect 

                                                            
480  See ibid., 234. 
481  See ibid., 328. Bachmann uses the term ‘structural principles’ to stress the fundamental 
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on both rule-makers and rule addressees.482 In this case, there is no risk of rule-

makers exploiting rule addressees. The coincidence between interests of rule-

makers and rule addressees already ensures that the rule serves the common good, 

which reduces the need for legal review of its content or transparency. For exam-

ple, if the general meeting adopts a resolution on the dissolution of the association, 

this decision will equally affect all members, which reduces the need for a legal 

review of the decision.483 However, Bachmann assumes that even in this case, 

there may remain a residual risk of the majority of members exploiting the minor-

ity so that a need for (reduced) legal review of such resolutions persists.484 An-

other case in which the level of intensity of judicial control can be reduced is 

where market pressures, such as the fear of reputational damage, stimulate private 

rule-makers to respect the interests of rule addressees.485  

So far, we have analyzed how the common good (understood as the good of 

the group) can serve as a compensatory source of legitimacy of private rules. The 

next section will examine if private rules could also derive their legitimacy from 

the fact that they serve the good of the general public. 

b. The Legitimacy of Private Rules towards Third Parties 
In principle, private law considers rules legitimate even if they do not promote the 

interests of the general public.486 Collective labor agreements (Tarifverträge) are 

an important exception. They may only be declared generally binding if they are 

consistent with the public interest (§ 5 para. 1 cl. 1 n. 2 Collective Agreements 

Act).487 Apart from a few further exceptions,488 it is generally sufficient for private 

rules to be based on the voluntary and informed consent of the rule addressees or, 

if the rules are only weakly legitimized by consent, to additionally serve the good 

of the group.  

                                                            
482  See ibid., 213. 
483  See ibid., 213–14. 
484  See ibid.  
485  See ibid., 213. 
486  See ibid., 222. 
487  See ibid. 
488  For these exceptions cf. ibid.  
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Yet, reasons relating to the good of the general public may actually illegiti-

mize private rules.489 The prohibition of cartel agreements illustrates that, under 

private law, private rules that have an excessively negative effect on third parties, 

consumers and other economic actors are illegitimate because they are incon-

sistent with the good of the general public.490 In this example, reasons of the good 

of the general public do not legitimize private rules. Quite the contrary, they limit 

the rule-making power of private actors. Yet, strictly speaking, it is not even nec-

essary to refer to the good of the general public to explain the illegitimacy of 

private rules towards third parties. Their illegitimacy also results from the fact 

that the latter did not consent to them. This brings us back to private law’s legiti-

macy ideal, which is consent.491  

At this point, consent and the common good (understood as the good of the 

group) have emerged as the primary sources of legitimacy of private rules. In the 

following section, we will examine if the subjective rights of private rule-makers 

can serve as additional sources of legitimacy.  

c. The Legitimacy of Private Rules on the Use of Private Property 
First of all, we can state that the question as to whether property rights can legiti-

mize rules on the use of property does not arise where owners and users of a prop-

erty conclude a contractual agreement which sets out the conditions of use.492 If 

owners and users conclude a contract by mutual declaration of intent (§§ 133, 157 

BGB), the rules that govern the use of the property derive their legitimacy from 

the parties’ consent. In this case, there is no need to determine if the owner’s 

property rights can serve as an additional source of legitimacy. If the owner uni-

laterally establishes the rules in the form of standard contract terms, transparency 

requirements and content control protect users of a property against exploitation, 

ensure the consistency of the rules with the common good493 and thereby lend 

                                                            
489  See ibid., 222. 
490  See ibid., 222ff. 
491  See ibid., 223. 
492  See ibid., 231. 
493  In this section, the term ‘common good’ is understood to mean the good of the group. 
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them legitimacy. In this case, the question of the extent to which the owner’s 

property rights may legitimize the rules does not come up, either. 

This question only arises where the owner de facto allows others to use her prop-

erty. In principle, owners have the right to deal with their property at discretion 

(§ 903 cl. 1 BGB). In particular, they are allowed to exclude others from using 

their property and, a fortiori, to establish rules that determine the conditions under 

which others may use their property.494 However, although ownership rights allow 

private actors to establish such rules, these are, at least in principle, only legiti-

mate with respect to those users who consent to them.495 Even where a contractual 

agreement between the owner and users is missing, both the owner’s obligation 

to tolerate the use of the property and the users’ obligation to respect the owner’s 

rules are generally legitimized by consent: Owners who establish rules on the use 

of their property voluntarily commit to allowing others to use their property under 

certain conditions, and they are free to revoke this permission provided that the 

revocation does not unfairly harm users’ interests.496 The rules are also legiti-

mized by the consent of users provided that these were in a position to take notice 

of them and, at least implicitly, accepted them before the use of the property.497 

As long as users can easily evade unfavorable rules by simply abandoning the use 

of the property, it remains irrelevant that they have no influence on the content of 

the rules.498 By contrast, if users of the property did not manifest their consent to 

the rules of its use, either because they did not take notice of them or because they 

did take notice of them but explicitly refused to be bound by them, the rules are, 

in principle, not legitimate towards users.499 The outcome is that even in the case 

where a contractual agreement between the owner and the users of a property is 

missing, the former’s property rights in themselves do not entitle her to impose 

rules on the latter against their will. This does not mean, of course, that owners 

are forced to tolerate the irregular use of their property. If users do not comply 

                                                            
494  See Bachmann, Private Ordnung, 174. 
495  See ibid. 
496  See ibid., 231. 
497  See ibid. 
498  See ibid. 
499  See ibid., 232. 
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with the rules for using the property, the owner can simply revoke the permission 

of use.500  

The sole case in which property rights in themselves entitle the owner to impose 

rules on dissenting users is where a user does not accept the rules but continues 

to use the property although the owner has already revoked the permission of 

use.501 Consider, for example, house rules of a train station that prohibit in-line 

skating. A boy who did not take notice of the house rules is skating on the plat-

form. The owner of the train station revokes the permission of use, but the boy 

continues skating. In this situation, the boy is obliged to respect the train station’s 

house rules not because he consented to them, which he did not, but because the 

property rights of the owner of the train station entitle her to prevent improper use 

of the property. One further consideration supports this finding: If the owner of 

the train station were not allowed to prevent the boy from in-line skating on the 

platform, the latter could impose his own conditions of use on the former. But 

these conditions of use would not be legitimate towards the owner of the train 

station because she did not consent to them.502  

We can maintain our interim result that ‘consent’ and ‘common good’ con-

stitute the main sources of legitimacy of private rules. By contrast, property rights 

only legitimize private rule-making in very specific constellations. The following 

section explores the extent to which fundamental rights can be considered addi-

tional sources of legitimacy of private rules. 

III. Fundamental Rights as Subsidiary Sources of Legitimacy 
Fundamental rights entitle private actors to establish rules.503 For example, the 

constitutional right to property (Art. 14 para. 1 GG) allows owners to establish 

rules that govern the use of their property,504 and the freedom of association (Art. 

                                                            
500  See ibid. 
501  See ibid. 
502  See ibid. 
503  See ibid., 65. 
504  Cf. Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 59 (referring to the argument 

that providers of virtual worlds “by virtue of their private (and corporate) ownership of the com-
puter equipment and substantial investments in creating the virtual world, should have a right to do 
exactly as they please”).  
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9 para. 1 GG) legitimizes rules of private associations. What is more, general free-

dom of action (Allgemeine Handlungsfreiheit, Art. 2 para. 1 GG) which works, in 

practice, as a catch-all basic right, entitles private actors who are neither owners 

nor private associations to establish rules.505 By virtue of these fundamental rights 

positions, private actors have a constitutionally guaranteed right to state enforce-

ment of private rules.506 Fundamental rights thus constitute additional sources of 

legitimacy of private rules alongside consent and common good507.  

This raises the question of the relationship between these sources of legiti-

macy. The issue, put starkly, is this: What is the importance of the sources of 

legitimacy ‘consent’ and ‘common good’ if private rule-making is already legiti-

mized by fundamental rights?508 In Bachmann’s view, fundamental rights can 

only serve as subsidiary sources of legitimacy.509 This is because fundamental 

rights not only legitimize private rules but at the same time set limits to private 

rule-making. On the one hand, fundamental rights (positively) entitle private ac-

tors to set up rules. On the other hand, the fundamental rights of those individuals 

who are subject to the rules (negatively) restrict this right.510 To determine the 

legitimacy of private rules at the level of constitutional law, it would therefore be 

necessary to balance the fundamental rights of creators, addressees and third par-

ties of private rules. But there is a lack of reliable criteria for this general balanc-

ing exercise (Abwägung). The application of private law standards for determin-

ing the legitimacy of private rules therefore has priority.511  

This, however, does not mean that fundamental rights do not play any role 

in the evaluation of the legitimacy of private rules. The doctrine of the indirect 

                                                            
505  See Bachmann, Private Ordnung, 65 referring to BVerfGE 81, 242 (1990) – Handels-

vertreter (Commercial Agent); BVerfGE 89, 214 (1993) – Bürgschaftsverträge (Contracts of 
Suretyship). 

506  See ibid. 
507  In this section, the term ‘common good’ is understood to mean the good of the group. 
508  This relates to the more general question of the appropriate relationship between the 

constitution and private law that we cannot discuss in depth here. For a more recent comparative 
analysis of this question from the perspective of German and American Law see F. Maultzsch, 
‘Die Konstitutionalisierung des Privatrechts als Entwicklungsprozess: Vergleichende 
Betrachtungen zum deutschen und amerikanischen Recht’, Juristenzeitung 67 (2012), 1040–50. 

509  See Bachmann, Private Ordnung, 65. 
510  See ibid. 
511  See ibid. 
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horizontal effect of fundamental rights allows civil courts to check private rules 

against fundamental rights, yet only where specific private law provisions on the 

validity of private rules are absent. Via open-ended clauses, fundamental rights 

can thus become part of the set of private law instruments that offers protection 

against abusive private rules.  

Consent and common good thus serve as the primary sources of legitimacy of 

private rules, whereas fundamental rights only subsidiarily legitimize private 

rules. The following section points to the practical implications of the insights 

into the conditions of legitimacy of private rules that we identified in the last sec-

tions. 

IV. Implications for the Application and Further Development of Law  
Bachmann’s legitimacy model can inform the application of existing legal provi-

sions to private rules (1.). Furthermore, it can provide valuable insights for the 

further development of law. In particular, it can help to determine if there is a 

need to establish new legal procedures that allow for a review of private rules not 

yet covered by the existing legal framework and, if need be, to identify appropriate 

criteria for this review (2.).  

1. Implications for the Application of Law 
Bachmann’s legitimacy model assumes that existing private law provisions on the 

validity of private rules, reflect the fundamental conditions of legitimacy of pri-

vate rules that we identified in the foregoing sections. This means that existing 

positive law is based on the fundamental principle that private rules can lay claim 

to legal validity if they are sufficiently legitimized by consent and by reasons of 

the common good512. This has two major practical implications for the application 

of existing legal provisions to private rules.  

First of all, insights into the conditions of legitimacy of private rules can help 

to identify an appropriate level of intensity of legal review of private rules. On the 

one hand, Bachmann’s legitimacy model asserts that courts shall exercise restraint 

when applying legal provisions to private rules if there is no or only limited risk 

of private actors imposing exploitative rules on rule addressees. The degree of 

                                                            
512  In this section, the term ‘common good’ is understood to mean the good of the group. 
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intensity of legal control should be proportionate to the level of risk of exploita-

tion. We have seen that the rationale of legal provisions that contain requirements 

regarding the transparency and content of heteronomous private rules is to provide 

safeguards against exploitation.513 These legal requirements ensure that heteron-

omous private rules serve the common good, which compensates for the fact that 

they are only weakly legitimized by consent. This suggests, in turn, that there is 

no need for a strict application of these provisions where non-legal mechanisms 

ensure that the rule-maker does not exploit the rule addressees and thereby ensure 

that the rule serves the common good. If, for example, the organization of the rule-

making process or the composition of the rule-making body ensures that the pri-

vate rule-maker takes due consideration of the interests of the rule addressees, the 

level of intensity of legal review decreases.514 Accordingly, the Federal Court of 

Justice has validated the German Freight Forwarders’ Standard Terms and Con-

ditions515 without proceeding to a strict legal review.516 The court argued that, 

although the outward appearance of these rulesets suggests otherwise, they do not 

constitute standard contract terms under § 305 para. 1 BGB—firstly, because all 

affected economic actors have participated in their formation and, secondly, be-

cause they have been widely accepted by the relevant public for more than 50 

years.517 Bachmann’s legitimacy model suggests that the outward appearance of 

a private rule (standard term, rule of a private association, etc.) is not a reliable 

indicator for determining the appropriate level of intensity of judicial review.518 

The mere fact that a private rule is contained in standard contract terms does not 

automatically imply that courts must proceed to a strict review of their content in 

accordance with § 305 et seq. BGB. In Bachmann’s view, courts shall rather avoid 

any static application of legal provisions and consider if the respective private 

                                                            
513  See supra at 102ff.  
514  See Bachmann, Private Ordnung, 208.  
515  The German Freight Forwarders’ Standard Terms and Conditions (Allgemeine Deutsche 

Spediteurbedingungen – ADSp) “apply to all types of transportation contracts related to com-
mercial activities, regardless of whether they concern shipping, freight, warehousing or other 
transactions belonging to the freight forwarding business”. G. Laudwein, Fachwörterbuch 
Export, Zoll und Logistik: Begriffserklärungen Deutsch-Englisch / Englisch-Deutsch, 4th edn. 
(Merching: Forum, 2006), 330. 

516  See Bachmann, Private Ordnung, 208 referring to BGH, NJW 1982, 1820.  
517  See BGH, NJW 1982, 1821. 
518  See Bachmann, Private Ordnung, 328. 
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rule, regardless of its outer appearance, is legitimized by consent or reasons of the 

common good.  

On the other hand, the model indicates that courts shall not apply legal pro-

visions under which a private rule is valid in spite of the fact that the rule is in-

consistent with private law’s fundamental legitimacy principles.519 To put it dif-

ferently, if the application of private law provisions does not ensure that private 

rules draw sufficient legitimacy from the sources of legitimacy, ‘consent’ and 

‘common good’, courts should not proceed to a static application of these provi-

sions. Instead, they should determine if private rules meet the fundamental condi-

tions of legitimacy that we have worked out throughout this part. For example, 

courts verify if standard contract terms comply with § 305 et seq. BGB to make 

sure that they are not abusive. However, in some extreme cases, provisions in 

standard contract terms may turn out to be exploitative although they meet the 

requirements of § 305 et seq. BGB. One could think of cases in which the private 

rule-maker holds an extraordinary position of power or in which standard contract 

terms have specific characteristics which existing legal provisions do not suffi-

ciently take into account.520 In this case, the legitimacy model suggests that courts 

should not blindly validate standard contract terms but rather verify if they comply 

with private law’s fundamental legitimacy principles. In this exercise, they might 

apply written legal provisions on the validity of other forms of heteronomous pri-

vate rules, such as legal provisions on the validity of rules of associations, and 

constitutional law criteria in order to test whether standard contract terms are abu-

sive.521  

Finally, insights into the conditions of legitimacy of private rules indicate 

that the law should not, at least in general, recognize a third-party effect of private 

rules being as affected third parties regularly fail to express their consent to pri-

vate rules. This suggests that well-established exceptions to the principle that con-

tractual rules only have effects between the contracting parties—for instance, in 

                                                            
519  See Bachmann, ‘Legitimation privaten Rechts’, 224. 
520  See, for instance, Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen’, 21 (argu-

ing that existing provisions on standard contract terms are not tailored to the special characteris-
tics of terms of use that serve to protect data-driven business models and that are created by 
powerful global oligopolistic companies).  

521  See Bachmann, ‘Legitimation privaten Rechts’, 224. 
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cases where a third party induces a contracting party to break the contract (Ver-

leitung zum Vertragsbruch)—shall only apply in very special circumstances.  

2. Implications for the Further Development of Law 
Where legal provisions on the validity of private rules are hitherto lacking, we can 

use insights into the conditions of legitimacy to determine if there is a need for 

setting up new legal review procedures.522 As private law’s basic legitimacy prin-

ciple is consent, we should first determine if the rule is legitimized by the volun-

tary and informed consent of all affected persons (rule addressees and third par-

ties).523 If this is the case, the rule is legitimate in itself and there is less need for 

legal review. The same applies where rules are only weakly legitimized by the 

consent of rule addressees but where non-legal mechanisms provide protection 

against exploitation. In this case, the rules are legitimate towards the rule address-

ees and there is again less need for legal review.  

If private rules are not fully legitimized by the consent of all affected per-

sons, we have to distinguish between rules that affect the rule addressees and rules 

that have an effect on third parties. With regard to the former, there is a need to 

establish legal safeguards that protect the rule addressees against exploitation and 

that compensate for the fact that the rules are only weakly based on their con-

sent.524 The written legal provisions on the validity of other forms of private rules, 

such as standard contract terms and rules of private associations, and the consti-

tutional standards that protect citizens against abusive state laws may serve as a 

model for the establishment of appropriate legal safeguards.525 As a general rule, 

in every constellation in which rule addressees at least generally approve the au-

thority of the rule-maker but do not participate in the rule-making process itself, 

legal transparency requirements and content control shall provide protection 

against exploitative rules.526 With regard to rules that have effects on third parties, 

there is a need for legal procedures that allow for the prevention of such effects. 

                                                            
522  See ibid. 
523  See ibid. 
524  See ibid. 
525  See ibid. 
526  See ibid. 
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This is because private rules are not legitimate towards third parties since third 

parties generally do not consent to them.  

This section introduced Bachmann’s general legitimacy model and pointed to its 

implications for the application of existing legal provisions to private rules and 

for the further development of German legal doctrine. In the following part, we 

shall try to apply this model to the rules of virtual communities.  

B. Application of Bachmann’s Legitimacy Model  
This section demonstrates how we can use the insights into the general conditions 

of legitimacy of private rules that we gleaned in the last section to determine the 

legitimacy of both written (I.) and encoded rules of virtual communities (II.).  

I. The Legitimacy of Written Rules of Virtual Communities  
There do exist legal provisions that determine the conditions of validity of written 

rules of virtual communities. According to Bachmann’s legitimacy model, written 

rules are therefore legitimate if they comply with existing legal provisions which, 

in turn, need to be interpreted in light of general conditions of legitimacy of pri-

vate rules. In the following section, having regard to these principles, we will 

analyze the legitimacy of written rules towards users (1.) and non-users (2.).  

1. The Legitimacy of Written Rules towards Users 
In order to determine under what conditions written rules of virtual communities 

are legitimate towards users, this section proceeds as follows:  

We first examine to what extent written rules of virtual communities consti-

tute standard contract terms as defined under § 305 para. 1 BGB (a.).527  

Subsequently, we map and analyze the current legal framework of those 

rules that qualify as standard contract terms. The relevant legal provisions on the 

validity of standard contract terms are § 305 et seq. BGB. We will focus on the 

                                                            
527  Hereinafter, we will assume that German law is applicable to standard contract terms of 

virtual communities. This question arises in relation to standard contract terms of virtual com-
munities run by non-German providers. For the applicability of German law in this case, see C. 
Solmecke and A. Dam, ‘Wirksamkeit der Nutzungsbedingungen sozialer Netzwerke: 
Rechtskonforme Lösung nach dem AGB- und Urheberrecht’, MultiMedia und Recht 15 (2012), 
71–74, at 71–72. 
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legal requirements regarding the transparency (§ 307 para. 1 cl. 2 BGB) and con-

tent of standard contract terms (§ 307 et seq. BGB). The reason for this is that, as 

we have seen, transparency and content control constitute the most important legal 

safeguards against exploitative standard contract terms.528 They are the key legal 

instruments that legitimize written rules of virtual communities that qualify as 

standard contract terms towards users. For the sake of conciseness, we will not 

discuss the legal requirements that determine if standard contract terms become a 

part of the contractual agreement between providers and users (so-called “incor-

poration control”529, Einbeziehungskontrolle) (b.).  

In principle, existing legal requirements regarding the transparency and con-

tent of written rules indicate if they are legitimate and therefore enforceable to-

wards users by the official legal system. However, this work started out on the 

premise that the existing legal framework is not in all cases appropriate for eval-

uating written rules of virtual communities. In the remainder of this section, we 

will demonstrate how insights into the general conditions of legitimacy of private 

rules can inform the application of the existing legal provisions to written rules of 

virtual communities in order to establish a ‘virtual community–appropriate’ legal 

framework (c.).  

a. Written Rules as Standard Contract Terms  
According to § 305 para. 1 BGB, standard contract terms denote all contract terms 

preformulated for more than two contracts which one party presents to the other 

                                                            
528  See supra at 105.  
529  J. R. Maxeiner, ‘Standard-Terms Contracting in the Global Electronic Age: European 

Alternatives’, The Yale Journal of International Law 28 (2003), 109–82, at 114. For 
incorporation control of standard contract terms of social networks see Bräutigam and von 
Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 52–53; T. Schwenke, 
‘Nutzungsbedingungen sozialer Netzwerke und Onlineplattformen: Wirksamkeit der 
Rechteeinräumung an Nutzerdaten und nutzergenerierten Inhalten’, Wettbewerb in Recht und 
Praxis 1 (2013), 37–41, at 39; Solmecke and Dam, ‘Wirksamkeit der Nutzungsbedingungen 
sozialer Netzwerke’, 71–72. For incorporation control of standard contract terms of virtual 
worlds see H. Diegmann and W. Kuntz, ‘Praxisfragen bei Onlinespielen’, Neue Juristische 
Wochenschrift 63 (2010), 561–66, at 562; K. Hermes, ‘Games: Aktuelle Rechtsfragen zum 
Handel mit virtuellen Gegenständen’, Gewerblicher Rechtsschutz und Urheberrecht, Praxis im 
Immaterial- und Wettbewerbsrecht 5 (2013), 400–02, at 401; H. Krasemann, ‘Onlinespielrecht – 
Spielwiese für Juristen’, MultiMedia und Recht 9 (2006), 351–57, at 352. 
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upon entering into the contract. To determine if written rules of virtual communi-

ties are covered by this definition, we must distinguish between transaction rules 

and rules of conduct.  

Written transaction rules are commonly covered by the definition found in § 

305 para. 1 BGB.530 There was some controversy over whether the terms of use 

of early virtual communities qualified as standard contract terms. The Regional 

Court of Bonn, for instance, discussed if the terms of use of simple chat forums 

(that users did not have to accept to be granted access) qualified as standard con-

tract terms as it was doubtful if such terms were of a legally binding nature.531 

However, providers of contemporary virtual communities generally require users 

to accept the terms before using the services and explicitly refer to the legally 

binding character of their regulating documents.532 Furthermore, transaction rules, 

such as termination clauses, liability clauses or privacy provisions, constitute le-

gally relevant provisions.533 Therefore, there is now widespread agreement that 

written transaction rules of virtual communities qualify as standard contract terms 

as defined by § 305 para. 1 BGB.  

Much more controversial is the question of whether rules of conduct included in 

community standards and game rules constitute standard contract terms under § 

305 para. 1 BGB. The purpose of § 305 et seq. BGB is to prevent the contracting 

party that establishes standard contract terms from placing the other contracting 

party at an unreasonable disadvantage.534 This risk only exists if the contracting 

parties pursue mutually conflicting interests.535 Therefore, § 305 et seq. BGB are 

not applicable to private rules that serve the common interest of rule-maker and 

                                                            
530  See also OLG Dresden, MMR 2018, 756, 758; LG Heidelberg, MMR 2018, 773, 774; 

LG Bamberg, ZUM-RD 2019, 486, 489; M. Berberich, ‘Der Content „gehört“ nicht Facebook! 
AGB-Kontrolle der Rechteeinräumung an nutzergenerierten Inhalten’, MultiMedia und Recht 13 
(2010), 736–41, at 737; Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen 
und Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 237; N. Härting and D. Schätzle, 
‘Nutzungsbedingungen in Social Networks: Transparenzgebot und Inhaltskontrolle für soziale 
Netzwerke’, IT-Rechtsberater 2 (2011), 40–42, at 40; Schwenke, ‘Nutzungsbedingungen 
sozialer Netzwerke und Onlineplattformen’, 39. 

531  See LG Bonn, MMR 2000, 109.  
532  Cf. Berberich, ‘Der Content „gehört“ nicht Facebook!’, 737 with further references.  
533  See ibid. 
534  See, for instance, BGH, NJW 2010, 1277, 1278 with further references.  
535  See BGH, NJW 1995, 583, 585.  
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rule addressees. The Federal Court of Justice has decided, for instance, that sports 

rules issued by the respective associations do not constitute standard contract 

terms as they serve the common interests of both sports associations and athletes 

in a consistent and orderly course of sporting activities.536 It is subject of discus-

sion if community standards and game rules are akin to sports rules in that they 

serve the common interests of providers and users. This would imply that they are 

not subject to § 305 et seq. BGB.  

To begin with, Heike Schweitzer suggests that community standards share 

similarities with sports rules.537 The purpose of community standards is to bring 

together different groups of users and to enable a form of user interaction that 

corresponds to their preferences. In this regard, the interests of providers and users 

seem to be identical as both benefit from a peaceful coexistence of users in the 

community. It is therefore doubtful if the legal provisions that relate to standard 

contract terms are applicable to community standards.538 However, Schweitzer 

admits that due to the lack of regulatory competition between providers and the 

unavailability of exit options for users, providers may hold a position of power—

not only by defining rules that govern the bilateral relationship between providers 

and users (‘transaction rules’ in our terminology) but also by establishing rules of 

conduct that govern the relationship between users (in our terminology ‘rules of 

conduct’).539 Under such circumstances, she argues that community standards 

constitute ‘heteronomous law’ that raises genuine legitimacy issues.540 Yet, to ad-

dress these legitimacy issues, Schweitzer does not advocate for an application of 

§ 305 et seq. BGB but rather promotes an adjustment of competition law to the 

new challenges raised by the rules of virtual communities and the development of 

a “flexible and differentiated private law control regime”541. 

However, it is doubtful whether community standards exclusively serve the 

common interest of providers and users in ensuring a peaceful coexistence of us-

ers. Community standards also define the conditions under which providers may 

                                                            
536  See ibid.  
537  See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 8. 
538  See ibid. 
539  See ibid., 8–9. 
540  See ibid., 9. 
541  Ibid., 12. 
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exclude users from virtual communities, and the interests of providers and users 

may diverge on this issue.542 This suggests that § 305 et seq. BGB are indeed 

applicable to community standards. Furthermore, legal review of standard con-

tract terms in accordance with § 305 et seq. BGB has priority over the application 

of competition law instruments given that the development of effective competi-

tion between providers of virtual communities is not even possible if their stand-

ard contract terms do not meet certain minimum requirements.543 In addition, we 

have already pointed to the difficulties in crafting a ‘virtual community–appropri-

ate’ competition law.544 Finally, it is true that § 305 et seq. BGB are not tailored 

to community standards of virtual communities, so that the call for a new “flexible 

and differentiated private law control regime”545 is quite comprehensible. Yet, on 

the upcoming pages, we will try to demonstrate that we can develop such a private 

law control regime based on § 305 et seq. BGB, but only if we interpret these legal 

provisions in light of the conditions of legitimacy that we worked out above. We 

can therefore conclude that community standards constitute standard contract 

terms.546 

As with community standards, one could argue that game rules are similar to 

sports rules in that they serve the shared interest of providers and players in a 

smooth and straightforward course of the game.547 This would suggest that, when 

establishing game rules, providers not only pursue their own interests but the com-

mon interests of all players.548 This being the case, legal review of game rules in 

accordance with § 305 et seq. BGB would be obsolete. In line with this view, the 

                                                            
542  See G. Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke: Eine Untersuchung der zivil- und 
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543  See Wielsch, ‘Die Ordnungen der Netzwerke’, 75. 
544  See supra at 78ff.  
545  Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 12. 
546  See also OLG Dresden, MMR 2018, 756, 758; LG Heidelberg, MMR 2018, 773, 774; LG 

Bamberg, ZUM-RD 2019, 486, 489; Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der 
Social Media’, 54; Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 
Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 237; Lüdemann, ‘Grundrechtliche 
Vorgaben für die Löschung von Beiträgen in sozialen Netzwerken’, 279.  

547  See M. Werner, ‘Eingriff in das (Rollen-) Spielsystem: Spielregeln und regelwidrige 
Drittprogramme bei Online-Spielen’, Computer und Recht 29 (2013), 516–23, at 517. 

548  See ibid. 
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Regional Court of Hamburg held that the game rules of World of Warcraft were 

not subject to legal review.549 Similarly, the Local Court (Amtsgericht) of Regens-

burg did not qualify rules of the online game Tibia as standard contract terms.550 

Furthermore, the Local Court of Karlsruhe assumed, albeit only implicitly, that 

game rules did not constitute standard contract terms and decided that the provider 

had an unlimited right to determine the rules of the game.551  

By contrast, the Federal Court of Justice held that game rules were not 

necessarily comparable to sports rules as they may not only serve the common 

interest of providers and players.552 As with community standards, providers may 

reserve the right to terminate the user agreement in case of a violation of game 

rules.553 We have already seen that the interests of providers and players can con-

flict in this regard.554 Therefore, where game rules not only have an effect within 

the game but at the same time determine the conditions under which providers can 

exclude players from virtual worlds, there is a risk of providers imposing exploi-

tative rules on players. Such game rules qualify as standard contract terms under 

§ 305 para. 1 BGB.  

In sum, both transaction rules and rules of conduct constitute standard con-

tract terms as defined by § 305 para. 1 BGB provided that the interests of provid-

ers and users diverge. In this case, the rules are subject to legal provisions on the 

validity of standard contract terms. The next section explores the legal framework 

of written rules of virtual communities. Our focus will be on the legal require-

ments regarding the transparency and content of written rules of virtual commu-

nities. 

                                                            
549  See LG Hamburg, MMR 2013, 725, 726. The court of appeal left this question open. See 

OLG Hamburg, MMR 2015, 313, 317.  
550  See AG Regensburg, Judgment of 27 April 2006, 9 C 3693/05, Juris, para. 5. The court 

of appeal left this question open. See LG Regensburg, Judgment of 17 October 2006, 2 S 
153/06, Juris, para. 10.  

551  See AG Karlsruhe, CR 2015, 569, 570.  
552  See BGH, GRUR 2017, 397, 401 – World of Warcraft II. 
553  See ibid.  
554  See ibid. 
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b. Transparency and Content Control of Written Rules  
The transparency principle relates to the form, not to the content of standard con-

tract terms. Therefore, similar transparency requirements apply to written rules 

regardless of their content (aa.). By contrast, a review of the content of transaction 

rules and rules of conduct is carried out in accordance with different criteria. 

While a conventional contract law standard of review applies to transaction rules 

(bb.), rules of conduct are checked against fundamental rights (cc.).  

aa. The Transparency of Written Rules of Virtual Communities 

The transparency principle of § 307 para. 1 cl. 2 BGB applies to all written rules 

of virtual communities regardless of their content. According to case law of the 

Federal Court of Justice, it requires standard contract terms to specify as clearly 

as possible the contractual rights and duties as well as the economic disadvantages 

and burdens the contract brings with it.555 Whether this requirement is met needs 

to be determined from the point of view of an average contracting party.556 The 

principle of transparency also includes a requirement of certainty: Standard con-

tract terms must clearly define the conditions under which individual clauses are 

applicable and point to the legal consequences of this application.557 The rationale 

of the requirement of certainty is to ensure that standard contract terms do not 

leave undue discretion to the contracting party who establishes them.558 Specific 

requirements regarding the general form and the form of individual provisions of 

standard contract terms of virtual communities ensue from this rationale.  

To begin with, standard contract terms of virtual communities are, in general, 

incompatible with the transparency principle if they are not available in Ger-

man.559 Exceptions apply only if providers can supply evidence that users have 

                                                            
555  See BGH, NJW-RR 2016, 842, 844 with further references.  
556  See ibid. 
557  See ibid.  
558  See ibid.  
559  Cf. KG Berlin, MMR 2016, 601 (WhatsApp’s standard contract terms violated the trans-

parency principle because they were only available in English). For the requirement to provide a 
German version of the standard contract terms of social media contracts see Bräutigam and von 
Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 56; F. Graf von Westphalen, ‘Nutzungs-
bedingungen von Facebook: Kollision mit europäischem und deutschem AGB-Recht’, Ver-
braucher und Recht 9 (2017), 323–32, at 325. For the general requirement to provide a German 
version of standard contract terms see C. Schäfer, ‘Vertragsschluß unter Einbeziehung von 
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sufficient command of the English language to understand the content of the 

standard contract terms.560 The fact that standard contract terms of virtual com-

munities often consist of a multitude of interconnected documents, in turn, does 

not necessarily lead to a violation of the transparency principle. The division of 

standard contract terms into different documents may even increase their transpar-

ency.561 In line with this, the Higher Regional Court (Oberlandesgericht) of Dres-

den held that the mere fact that a clause in Facebook’s terms of service entitled 

the provider to sanction users not only for violation of the terms of service them-

selves but also for a breach of other regulating documents (such as Facebook’s 

community standards) did not constitute a lack of transparency.562  

While these requirements concern the general form of standard contract terms of 

virtual communities, individual clauses may violate the transparency principle if 

their wording is unclear. This applies to both transaction rules (e.g. intellectual 

property clauses, privacy provisions and provisions regarding the modification of 

the regulating documents) and rules of conduct (e.g. anti-hate speech and anti-

cheating provisions) equally.  

Intellectual property clauses that grant providers of social networks exten-

sive rights to avail of user-generated content violate the transparency principle if 

they do not sufficiently specify which respective rights users agree to transfer to 

the provider.563 The Higher Regional Court (Kammergericht) of Berlin, for exam-

ple, declared void an intellectual property clause in Facebook’s terms of service 

that entitled Facebook to employ user-generated content “on or in connection with 

                                                            
Allgemeinen Geschäftsbedingungen gegenüber Fremdmuttersprachlern’, Juristenzeitung 58 
(2003), 879–83, at 879. 

560  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 56. 
561  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke’, 242. But cf. Jankowich, ‘EULaw’, 18 (arguing 
that it is difficult for players to understand the interrelation between the various documents that 
together form the EULA of virtual worlds); Graf von Westphalen, ‘Nutzungsbedingungen 
von Facebook’, 326 (arguing that the interconnected regulating documents of Facebook are too 
extensive to be understood by users, so that they lack transparency); Wielsch, ‘Die Ordnungen 
der Netzwerke’, 65–66 (arguing that the division of standard contract terms into different docu-
ments decreases their complexity but makes it more difficult for users to determine which 
rulesets are legally binding). 

562  See OLG Dresden, MMR 2018, 756, 758. 
563  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 58. 
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Facebook”564.565 The court argued that the term did not clearly define the scope 

of Facebook’s right to draw on user-generated content. In particular, it remained 

unclear if the clause authorized Facebook to grant third-party companies a subli-

cense allowing them to advertise with the aid of user-generated content on the 

social network.566  

Furthermore, privacy provisions which stipulate that users consent to the 

collection, processing and use of personal data violate the transparency principle 

if they do not indicate precisely the nature, extent and purpose of data collection, 

processing and use.567 Clauses that are broadly defined and that employ unclear 

formulations such as “commercial use” or “combination of user data from differ-

ent websites”568 lack transparency and are therefore void. In this vein, the Re-

gional Court of Berlin invalidated a privacy provision in Facebook’s terms of ser-

vice that included the ambiguous wording “use your name and your profile photo 

in connection with our commercial or sponsored content”569.570 The court argued 

that this wording did not clearly show that Facebook would actually exploit user 

data for the purpose of targeted advertisement.571 Further transparency require-

ments applicable to data consent clauses in standard contract terms of virtual com-

munities result from the GDPR. Art. 7 para. 2 GDPR stipulates that such clauses 

shall be presented in an intelligible and easily accessible form, using clear and 

plain language and in a manner which allows the matter of data consent to be 

clearly distinguished from other matters. These transparency requirements partly 

go beyond the transparency requirements of § 307 para. 1 cl. 2 BGB. They addi-

tionally require providers to specifically highlight the passage in their standard 

                                                            
564  This is a translation by the author of the German version of the provision in Facebook’s 

terms of service cited in the decision.  
565  See KG Berlin, ZD 2014, 412, 418. For the possible lack of transparency in intellectual 

property clauses see also Berberich, ‘Der Content „gehört“ nicht Facebook!’, 739. 
566  See KG Berlin, ZD 2014, 412, 418. 
567  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 58. 
568  Schwenke, ‘Nutzungsbedingungen sozialer Netzwerke und Onlineplattformen’, 40. 
569  LG Berlin, ZD 2012, 276, 278–79. This is a translation by the author of the German ver-

sion of the provision in Facebook’s terms of service cited in the decision.  
570  See ibid.; confirmed by KG Berlin, ZD 2014, 412, 418–19; F. Schuster, ‘§ 307 BGB’ in 

G. Spindler and F. Schuster (eds.), Recht der elektronischen Medien, 4th edn. (München: C. H. 
Beck, 2019), at para. 72. 

571  See LG Berlin, ZD 2012, 276, 278–79. 



124 
 
 

contract terms that contains data consent clauses.572 In addition, Art. 7 para. 2 

GDPR stipulates that providers must inform users that standard contract terms 

contain data consent clauses.573 Otherwise, users cannot be considered to give 

their informed consent to the use of their data given that they regularly simply 

accept standard contract terms without reading them and without taking notice of 

the data consent clauses even if they are highlighted in the body of the text.574 The 

transparency requirements of the GDPR apply in addition to the transparency re-

quirement of § 307 para. 1 cl. 2 BGB. Recital 42 of the GDPR clarifies this, spec-

ifying that data consent clauses in standard contract terms have to comply with 

the transparency principle of the UCTD that is implemented by § 305 et seq. BGB.  

Finally, modification clauses of the regulating documents must meet trans-

parency requirements. The Higher Regional Court of Berlin found that the fol-

lowing modification clause in Facebook’s Privacy Policy lacked transparency:575  

We may change this Privacy Policy pursuant to the procedures out-
lined in the Facebook Statement of Rights and Responsibilities […]. If 
we make changes to this Privacy Policy we will notify you by publi-
cation here and on the Facebook Site Governance Page.576 

The court argued that the clause was contradictory and therefore violated the 

transparency principle. On the one hand, the provision allowed Facebook to mod-

ify its Privacy Policy in accordance with the procedure set out in the Statement of 

Rights and Responsibilities. The Statement of Rights and Responsibilities pro-

vided that Facebook would send users a personal email to inform them about 

changes to its terms. On the other hand, the provision spelled out that Facebook 

would only announce changes to its Privacy Policy in the Privacy Policy itself and 

on the Facebook Site Governance page. It was therefore not apparent to users 

whether they would receive a personal email or whether they would rather have 

                                                            
572  See S. Ernst, ‘Die Einwilligung nach der Datenschutzgrundverordnung: Anmerkungen 

zur Definition nach Art. 4 Nr. 11 DS-GVO’, Zeitschrift für Datenschutz 7 (2017), 110–14, at 
113; C. Wendehorst and F. Graf von Westphalen, ‘Das Verhältnis zwischen Datenschutz-
Grundverordnung und AGB-Recht’, Neue Juristische Wochenschrift 52 (2016), 3745–50, at 
3745. 

573  See Ernst, ‘Die Einwilligung nach der Datenschutzgrundverordnung’, 113. 
574  See ibid. 
575  See KG Berlin, ZD 2014, 412, 420–21. 
576  KG Berlin, ZD 2014, 412, 420–21. This is a translation by the author of the German ver-

sion of the provision in Facebook’s Privacy Policy cited in the decision.  
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to regularly check the Privacy Policy and the Facebook Site Governance page to 

keep track of possible changes.  

The transparency principle also applies to rules of conduct of virtual com-

munities. For instance, the question of whether Facebook’s anti-hate speech pro-

vision meets the transparency requirements of § 307 para. 1 cl. 2 BGB was subject 

of considerable debate. There is now broad consensus that it is, in its current ver-

sion, sufficiently precise because it clearly sets out the types of prohibited content, 

contains clear definitions of relevant key terms and differentiates between differ-

ent categories of hate speech for which it additionally provides examples.577 Fa-

cebook’s hate speech clause reads as follows: 

We do not allow hate speech on Facebook because it creates an envi-
ronment of intimidation and exclusion and in some cases may pro-
mote real-world violence. 

We define hate speech as a direct attack on people based on what we 
call protected characteristics — race, ethnicity, national origin, reli-
gious affiliation, sexual orientation, caste, sex, gender, gender iden-
tity, and serious disease or disability. We also provide some protec-
tions for immigration status. We define attack as violent or dehuman-
izing speech, statements of inferiority, or calls for exclusion or segre-
gation. We separate attacks into three tiers of severity, as described 
below.578 

In the further course of the text, the provision offers different examples of attacks 

and separates them into three tiers of severity. Tier 3 attacks include, for instance, 

“calls for segregation” or “Political Exclusion defined as denial of right to politi-

cal participation”579. In validating Facebook’s hate speech clause, the courts re-

warded the company’s decision to publish its internal content moderation guide-

lines and to integrate these guidelines into its community standards in order to 

increase their transparency. 

                                                            
577  See OLG Dresden, MMR 2018, 756, 758; OLG Stuttgart, MMR 2019, 110, 111; LG 

Heidelberg, MMR 2018, 773, 774; LG Bremen, Judgment of 20 June 2019, 7 O 1618/18, Juris, 
para. 57; Schuster, ‘§ 307 BGB’, para. 72; Spindler, ‘Löschung und Sperrung von Inhalten 
aufgrund von Teilnahmebedingungen sozialer Netzwerke’, 241. But cf. LG Cologne, Judgment 
of 27 July 2018, 24 O 187/18, Juris, para. 104 (arguing that Facebook’s anti-hate speech provi-
sion is unclear given that, contrary to the common use of the term, the definition of ‘hate 
speech’ covers statements that are protected under Art. 5 para. 1 GG).  

578  Clause 13 of Facebook’s Community Standards. http://www.facebook.com/commu-
nitystandards/ (11 February 2020). Archived at https://web.ar-
chive.org/web/20191025113412/http://www.facebook.com/communitystandards/. 

579  Ibid. 

http://www.facebook.com/communitystandards/
http://www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
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Furthermore, there is a Federal Court of Justice ruling on the transparency 

of a game rule in the EULA of World of Warcraft. The court held that a prohibi-

tion of automation software did not lack transparency although it employed angli-

cisms such as ‘bots’ because the clause additionally provided a German explana-

tion of the anglicisms (‘Automatisierungssoftware’).580  

The transparency principle of § 307 para. 1 cl. 2 BGB constitutes one im-

portant pillar in protecting users of internet communities against exploitative writ-

ten rules. Another important pillar is the legal review of the content of standard 

contract terms of virtual communities.  

bb. Content Control of Transaction Rules 

Content control of transaction rules is carried out in accordance with contract law 

criteria.581 The relevant legal provisions for content control of transaction rules 

are § 307 et seq. BGB. § 307 para. 3 cl. 1 BGB limits content control to transaction 

rules that derogate from or supplement statutory law. The general prohibition of 

unreasonably disadvantageous standard contract terms (§ 307 para. 1 cl. 1, para. 

2 BGB) provides the most important legal basis for reviewing the content of trans-

action rules not exempted from control, whereas the specific prohibitions of indi-

vidual clauses listed in §§ 309 and 308 BGB are of minor relevance.582  

This section first examines to what extent transaction rules are exempted 

from content control. This question arises in particular with regard to intellectual 

property clauses and privacy provisions. Yet, we will see that there are good rea-

sons to argue that these provisions, as well as all other transaction rules, are in 

most instances subject to content control (1). Subsequently, we identify the cur-

rent legal standards for reviewing the content of typical transaction rules, includ-

ing intellectual property clauses (2), privacy provisions (3), modification clauses 

(4) and liability clauses (5).  

(1) The Exemption of Transaction Rules from Content Control 

Only provisions in standard contract terms that derogate from or supplement stat-

utory law are subject to content control (§ 307 para. 3 cl. 1 BGB). It follows, 

                                                            
580  See BGH, GRUR 2017, 397, 402–403 – World of Warcraft II. 
581  Cf. also Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 5.  
582  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 55. 
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firstly, that so-called ‘declaratory clauses’ (deklaratorische Klauseln) that merely 

repeat the content of statutory law are immune from control.583 The rationale be-

hind this exemption is that courts should not have the competence to (indirectly) 

review the content of statutory law.584 Secondly, clauses that specify the con-

tract’s main subject matter (Leistungsbeschreibungen) are not subject to con-

trol.585 The main subject matter of the contract refers to the main contractual ob-

ligations that are characteristic to the contract. Such clauses are immune from 

review because there are no reliable legal criteria for assessing whether there is 

an appropriate balance between the respective main contractual obligations.586 In 

addition, in a market economy, the balance of the main contractual obligations 

depends on supply and demand.587 Therefore, contracting parties are generally 

free to establish clauses that determine the scope of the main contractual obliga-

tions by virtue of their private autonomy.588 What is more, one can also assume 

that such clauses are less likely to be abusive because they are of fundamental 

importance to the contract, so that contracting parties will generally devote greater 

attention to them.589  

The Federal Court of Justice construes the exemption rule provided for in § 

307 para. 3 cl. 1 BGB strictly and narrowly, though. According to its case law, § 

307 para. 3 cl. 1 BGB only excludes fundamental terms of a contract from content 

control.590 What is meant here are clauses that regulate the immediate subject 

matter of the main contractual obligations of the contracting parties.591 If those 

                                                            
583  See H. Schulte-Nölke, ‘§ 307’ in R. Schulze, H. Dörner, I. Ebert, T. Hoeren, R. Kemper, 

I. Saenger, A. Scheuch, K. Schreiber, H. Schulte-Nölke, A. Staudinger and V. Wiese (eds.), 
Bürgerliches Gesetzbuch Handkommentar, 10th edn. (Baden-Baden: Nomos, 2019), at para. 5. 

584  See ibid. 
585  The wording of § 307 para. 3 BGB does not make this entirely clear. Cf. ibid., para. 5. 
586  See W. Wurmnest, ‘§ 307 BGB’ in F. J. Säcker, R. Rixecker, H. Oetker and B. Limperg 

(eds.), Münchener Kommentar zum Bürgerlichen Gesetzbuch, 8th edn. (München: C. H. Beck, 
2019), at para. 1. 

587  See ibid. 
588  See ibid. 
589  See ibid., para. 13; M. Stoffels, ‘Schranken der Inhaltskontrolle’, Juristenzeitung 56 

(2001), 843–49, at 847–48. 
590  See BGH, NJW-RR 2008, 189, 190 with further references.  
591  See ibid. 
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clauses were absent, the contract would be invalid for being too imprecise. Con-

versely, clauses that merely restrict, alter, shape or modify the subject matter of 

main contractual obligations are subject to content control.592 According to § 307 

para. 3 cl. 2 BGB, clauses that are exempted from content control may still be 

ineffective if they do not comply with the transparency requirement of § 307 para. 

1 cl. 2 BGB. The question of whether transaction rules of virtual communities are 

exempted from content control arises in particular in relation to intellectual prop-

erty clauses and privacy provisions. 

It is subject to discussion if intellectual property clauses in social network con-

tracts specify the contract’s main subject matter, so that they are immune from 

control.593 However, as mentioned above, the exception rule has a narrow scope 

of application, only applying to clauses that touch on the immediate subject matter 

of the main contractual obligations of the contracting parties. The provider’s main 

contractual obligation is to allow users to access and use the social network. The 

main contractual obligation of users is to pay a fee or, if the service is free of 

charge, to consent to the use of personal data. Compared to this, the obligation of 

users to consent to the utilization of user-generated content does not constitute a 

principal but only a secondary contractual obligation. Hence, clauses that deter-

mine the conditions under which providers can avail of user-generated content do 

not specify the main subject matter of social network contracts.594 They are there-

fore subject to content control in accordance with § 307 et seq. BGB. In line with 

this view, the Regional Court of Berlin implicitly assumed that an intellectual 

property clause in Facebook’s terms of use that granted the provider an extensive 

right to user-generated content was not covered by § 307 para. 3 cl. 1 BGB and 

therefore carried out a review of its content.595 

                                                            
592  See ibid. 
593  See Solmecke and Dam, ‘Wirksamkeit der Nutzungsbedingungen sozialer Netzwerke’, 

72. 
594  See ibid. 
595  See LG Berlin, ZD 2012, 276, 278.  
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In addition, it is controversial if privacy provisions are subject to content con-

trol.596 Firstly, the Federal Court of Justice argued that there is no room for content 

control of privacy provisions in accordance with § 307 et seq. BGB because data 

protection law constitutes the sole and exclusive standard for reviewing their con-

tent.597 Privacy provisions are either compatible with data protection law or not. 

If they are compatible, they do not derogate from or supplement statutory law and 

are thus exempted from control under § 307 para. 3 cl. 1 BGB. If they are incom-

patible with data protection law, they are already invalid for this reason, so that 

there is no need for a further review of their content in accordance with § 307 et 

seq. BGB.598 However, with the coming into force of the GDPR, this view is no 

longer valid.599 Recital 42 of the Regulation stipulates that a declaration of con-

sent to the processing of personal data should not contain unfair terms in the sense 

of the UCTD. This implies that privacy provisions in standard contract terms must 

meet the requirements of both the GDPR and the UCTD, the latter being imple-

mented by § 305 et seq. BGB. The GDPR and § 305 et seq. BGB thus constitute 

two separate legal regimes that provide partially identical but partially comple-

mentary forms of protection.600  

Secondly, it is subject of debate whether privacy provisions specify the main 

contractual obligation of users, so that they are immune from control under § 307 

III BGB. Philipp Hacker argues that, on the one hand, privacy provisions regulat-

ing the modalities of data transfer and user consent derogate from or supplement 

statutory data protection law and are therefore not exempted from content con-

trol.601 In accordance, the Higher Regional Court of Berlin reviewed the content 

of a privacy provision in Facebook’s terms of use which stipulated that users con-

                                                            
596  Cf. in detail P. Hacker, ‘Daten als Gegenleistung: Rechtsgeschäft im Spannungsfeld von 

DS-GVO und allgemeinem Vertragsrecht’, Zeitschrift für die gesamte Privatrechtswissenschaft 
5 (2019), 148–97, at 186ff. 

597  BGH, GRUR 2008, 1010, 1011. 
598  See Hacker, ‘Daten als Gegenleistung’, 186. 
599  See ibid. 
600  See Wendehorst and Graf von Westphalen, ‘Das Verhältnis zwischen Datenschutz-

Grundverordnung und AGB-Recht’, 3750. 
601  See Hacker, ‘Daten als Gegenleistung’, 186. 
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sent to the employment of their names and profile photos for advertisement pur-

poses.602 The court held that the term determined the modalities of the users' con-

sent to the use of personal data in deviation from § 4 lit. a para. 1 BDSG (Federal 

Data Protection Act, old version)603. The provision required providers to inform 

users of the purpose of personal data usage. The court found that Facebook’s pri-

vacy provision did not clearly define the advertisement purposes for which Face-

book was processing personal user data.  

On the other hand, Hacker raises the question if clauses that relate to the 

scope of data transfer or existence of user consent as such are immune from re-

view, considering that they specify the user’s main contractual obligation.604 If 

providers do not charge a fee for the access to a virtual community, one can argue 

that users ‘pay with their data’.605 Facebook’s longtime slogan was “[i]t’s free and 

will always be”606, but it is actually not: Users are always required to consent to 

Facebook’s Privacy Policy if they want to access the social network. This allows 

the company to exploit user data for commercial purposes such as targeted adver-

tising.607 This could also be the reason why Facebook decided to change its slogan 

to “[i]t’s quick and easy”608. Where users ‘pay with their data’, one could argue 

that their main contractual obligation is to consent to its use.609 Building on this 

fact, one could maintain that clauses that relate to the scope of data transfer or 

existence of user consent as such specify the user’s main contractual obligation 

and are thus exempted from control.610  

                                                            
602  See KG Berlin, ZD 2014, 412, 418–19.  
603  Hereinafter, we will employ the German abbreviation ‘BDSG’.  
604  See Hacker, ‘Daten als Gegenleistung’, 187. 
605  Cf. also Art. 3 para. 1 and recital 24 of the Digital Content Directive (2019/770/EU) that 

entered into force on 11 June 2019. Member states must transpose the directive into national 
legislation by 1 July 2021. 

606  Facebook’s signup page until 7 August 2019. http://web.ar-
chive.org/web/20190807235041/https://www.facebook.com/.  

607  The question of whether Facebook’s slogan was misleading for this reason was already 
subject to a legal proceeding but was answered in the negative. Cf. LG Berlin, MMR 2018, 328, 
330; KG Berlin, Judgment of 20 December 2019, 5 U 9/18, BeckRS, para. 58. 

608  Facebook’s signup page on 8 August 2019. https://web.ar-
chive.org/web/20190808005333/https://www.facebook.com/.  

609  See Hacker, ‘Daten als Gegenleistung’, 187–88. 
610  See ibid. 

http://web.archive.org/web/20190807235041/https:/www.facebook.com/
http://web.archive.org/web/20190807235041/https:/www.facebook.com/
https://web.archive.org/web/20190808005333/https:/www.facebook.com/
https://web.archive.org/web/20190808005333/https:/www.facebook.com/
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However, such a result would be inconsistent with the purpose of § 307 para. 

3 cl. 1 BGB.611 We have seen that clauses that specify main contractual obliga-

tions are not subject to content control for two main reasons. First, contracting 

parties are usually more aware of such clauses, so they are less likely to be abu-

sive. Second, one can assume that market forces will ensure that such clauses are 

reasonable. However, while contracting parties are likely to pay greater attention 

to terms concerning the price, they have fewer incentives to read privacy provi-

sions.612 This is because money is always scarce, whereas personal data consti-

tutes an infinite resource.613 Therefore, users will not have the feeling of losing 

something when consenting to the use of their data.614 Quite to the contrary, they 

may even expect providers to use their data for their own benefit, for instance for 

the improvement of services.615 These circumstances discourage users from pay-

ing attention to privacy provisions that relate to the scope of data transfer or the 

existence of user consent as such.616 Bearing in mind how difficult it is for users 

to assess the value of their personal data, we can also assume that the market fails 

to ensure that such privacy clauses are reasonable. Hence, even if such clauses 

may specify the contract’s main subject matter, there is a need for legal review of 

their content in order to protect users.617  

We can conclude that written transaction rules are generally not immune 

from content control under § 307 para. 3 BGB. In the following section of this 

study, we shall identify the legal standards for content control of typical transac-

tion rules.  

                                                            
611  See ibid., 188; cf. also H. Schweitzer, ‘Neue Machtlagen in der digitalen Welt? Das 

Beispiel unentgeltlicher Leistungen’ in T. Körber and J. Kühling (eds.), Regulierung – 
Wettbewerb – Innovation (Baden-Baden: Nomos, 2017), 269–306, at 277. 

612  See Hacker, ‘Daten als Gegenleistung’, 188. 
613  See Schweitzer, ‘Neue Machtlagen in der digitalen Welt?’, 275. 
614  See ibid., 275–76. 
615  See ibid., 275. 
616  See Hacker, ‘Daten als Gegenleistung’, 188. 
617  See ibid. 
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(2) Content Control of Intellectual Property Clauses 

An intellectual property clause that grants providers an unlimited right to draw on 

user-generated content can violate the prohibition of unreasonably disadvanta-

geous standard contract terms under § 307 para. 1, para. 2 n. 1 BGB.  

Under § 307 para. 1 cl. 1 BGB provisions in standard contract terms which 

are unreasonably disadvantageous to the other contracting party, contradicting the 

requirements of good faith, are ineffective. This general principle is further de-

tailed in § 307 para. 2 BGB, according to which essential principles of statutory 

law from which a term deviates (n. 1) and the purpose of the contract (n. 2) pro-

vide criteria for an unreasonable disadvantage. According to § 307 para. 2 n. 1 

BGB, statutory law that “serves a ‘classifying and guiding function’”618 or has a 

“model character (Leitbildfunktion)”619 indicates whether provisions in standard 

contract terms are unreasonably disadvantageous.620 The idea behind this is that 

certain statutory provisions strive to balance out the interests between the con-

tracting parties in a fair and reasonable way.621 Such legal provisions thus embody 

a just solution or contain “the legislators’ fundamental value judgments (Gerecht-

igkeitsgehalt)”622. If a contracting party unilaterally establishes a clause that de-

parts from essential principles of a statutory provision with a ‘model character’, 

one therefore can presume that the clause places the other contracting party at an 

unreasonable disadvantage.623  

In particular, statutory default rules of contract law have a ‘model character’ 

and indicate if standard contract terms are unreasonably disadvantageous.624 What 

is meant by statutory default rules are the legal provisions that apply to different 

codified types of contracts, such as sales contracts (§ 433 et seq. BGB). Yet, when 

                                                            
618  Maxeiner, ‘Standard-Terms Contracting in the Global Electronic Age’, 148. 
619  F. Möslein, ‘Optional Regulation of Standard Contract Terms’ in K. Purnhagen and P. 

Rott (eds.), Varieties of European Economic Law and Regulation: Liber Amoricum for Hans 
Micklitz, Studies in European Economic Law and Regulation (New York: Springer, 2014), 71–
92, at 85. 

620  See Wurmnest, ‘§ 307 BGB’, para. 67. 
621  See P. Hellwege and L. Miller, ‘Control of Standard Contract Terms’ in G. Dannemann 

and S. Vogenauer (eds.), The Common European Sales Law in Context: Interactions with Eng-
lish and German Law (Oxford: Oxford University Press, 2013), 423–68, at 442. 

622  Möslein, ‘Optional Regulation of Standard Contract Terms’, 85. 
623  See Hellwege and Miller, ‘Control of Standard Contract Terms’, 442. 
624  See Wurmnest, ‘§ 307 BGB’, para. 67. 
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it comes to written transaction rules of virtual communities, including intellectual 

property clauses, it proves difficult to identify statutory default rules. This is be-

cause the contractual agreements between providers and users of virtual worlds625 

and social networks626 constitute atypical or mixed contracts that do not fall neatly 

into a traditional category of codified contract types. In the case of non-codified 

                                                            
625  Courts have not yet decided on this issue. Academic literature generally assumes that the 

contract between providers and users of virtual worlds constitutes a mixed contract with ele-
ments of a service contract, § 611 et seq. BGB, of a contract to produce a work, § 631 et seq. 
BGB, and of a lease contract, § 535 et seq. BGB. See I. Geis and E. Geis, ‘Rechtsaspekte des 
virtuellen Lebens: Erste Ansätze des Rechts zur Konfliktlösung in Second Life’, Computer und 
Recht 23 (2007), 721–25, at 721; Krasemann, ‘Onlinespielrecht – Spielwiese für Juristen’, 352; 
A. Lober and O. Weber, ‘Den Schöpfer verklagen – Haften Betreiber virtueller Welten ihren 
Nutzern für virtuelle Güter?’, Computer und Recht 22 (2006), 837–44, at 839; Werner, ‘Eingriff 
in das (Rollen-) Spielsystem’, 518 (specifying that the contract includes elements of a gratuitous 
loan, § 598 et seq. BGB, instead of a lease contract if the provider allows players to access the 
virtual world free of charge). But cf. Diegmann and Kuntz, ‘Praxisfragen bei Onlinespielen’, 
562 (arguing that users lease the virtual game world, so that the contractual agreement consti-
tutes a lease contract); Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’, para. 447 (empha-
sizing the fact that the provider has a contractual duty to achieve a certain result, which is to en-
sure that players can use the platform, so that both the provisions on the contract to produce a 
work and the provisions on lease contracts apply to the agreement between providers and play-
ers).  

626  Both courts and literature generally assume that the contractual agreements between pro-
viders and users of social networks constitute atypical contracts. Lower courts generally assume 
that the contractual agreement between providers and users constitutes a contract sui generis. 
See OLG Munich, NJW 2018, 3115, 3116; OLG Stuttgart, MMR 2019, 110, 110–11; LG Bre-
men, Judgement of 20 June 2019, 7 O 1618/18, Juris, para. 45. The Federal Court of Justice has 
not yet decided on this issue. Cf. BGH, NJW 2018, 3178, 3179 – Digitaler Nachlass (Digital In-
heritance) (explicitly leaving this question open). Academic literature mostly assumes that con-
tractual agreements between providers and users constitute atypical or mixed contracts. See 
Beurskens, ‘„Hate-Speech“ zwischen Löschungsrecht und Veröffentlichungspflicht’, 3419 
(atypical gratuitous contract); P. Bräutigam, ‘Das Nutzungsverhältnis bei sozialen Netzwerken: 
Zivilrechtlicher Austausch von IT-Leistungen gegen personenbezogene Daten’, MultiMedia und 
Recht 15 (2012), 635–41, at 640; Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 
von Teilnahmebedingungen sozialer Netzwerke’, 240; (both arguing that the agreement 
constitutes a contract with elements of a lease contract and a service contract). But cf. 
Berberich, ‘Der Content „gehört“ nicht Facebook!’, 739 (arguing that the contractual agreement 
shows similarities with a lease contract); S. Jandt and A. Roßnagel, ‘Social Networks für Kinder 
und Jugendliche: Besteht ein ausreichender Datenschutz?’, MultiMedia und Recht 14 (2011), 
637–42, at 639, note 24; Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’, paras. 420–28 (ar-
guing that the provisions on contracts to produce a work apply if users have to pay for access to 
the platform, while the provisions on a mandate, § 662 et seq. BGB, apply if users do not pay 
any subscription fee).  
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contracts, it is continuously difficult to identify statutory default rules of contract 

law with a ‘model character’.627  

However, the Digital Content Directive (2019/770/EU) (DCD), which en-

tered into force on 11 June 2019 and member states must transpose into national 

legislation by 1 July 2021 (Art. 24 DCD), could change this. The directive creates 

a new type of contract, the contract for supply of digital content 628 and is appli-

cable to both virtual worlds (see Art. 2 para. 1 lit. a DCD) and social network 

contracts (see Art. 2 para. 1 lit. c DCD). It is subject to discussion if the codifica-

tion of the contract for supply of digital content in the directive has an impact on 

the review of standard contract terms of virtual worlds or social networks.629 In 

principle, the directive does not (directly) regulate contract law issues related to 

content control of standard contract terms.630 Nevertheless, some argue that the 

codification of the contract for supply of digital content has (indirect) conse-

quences for the future review of standard contract terms of virtual communities. 

The directive stipulates, for instance, that contracts for supply of digital content 

qualify as contracts for pecuniary interest if they require users to supply personal 

data, or to ‘pay with their data’ (Art. 3 para. 1 DCD, recital 24 DCD). One could 

argue that the directive therefore requires courts to check standard contract terms 

of virtual communities against those statutory default rules of contract law that 

apply to contracts for pecuniary interest.631  

                                                            
627  See G.-P. Calliess, ‘Fitness Clubs: Consumer Protection between Contract and Associa-

tion’ in M. Amstutz and G. Teubner (eds.), Networks: Legal Issues of Multilateral Co-opera-
tion, International Studies in the Theory of Private Law (Oxford: Hart Publishing, 2009), 241–
54, at 251; Schulte-Nölke, ‘§ 307’, para. 16. 

628  6HH�5��0DĔNR��Contracts for Supply of Digital Content: A Legal Analysis of the Com-
mission's Proposal for a New Directive, European Parliamentary Research Service, 11. 
http://www.europarl.europa.eu/Reg-
Data/etudes/IDAN/2016/582048/EPRS_IDA%282016%29582048_EN.pdf (11 February 2020). 
Archived at https://web.archive.org/web/20200211113026/http://www.europarl.europa.eu/Reg-
Data/etudes/IDAN/2016/582048/EPRS_IDA%282016%29582048_EN.pdf. 

629  Cf. M. Schmidt-Kessel, Stellungnahme zu den Richtlinienvorschlägen der Kommission 
zum Online-Handel und zu Digitalen Inhalten, Anhörung des Ausschusses für Recht und 
Verbraucherschutz am 11.5.2016, 4. https://www.bundestag.de/re-
source/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf (11 Febru-
ary 2020). Archived at https://web.archive.org/web/20200211113343/https://www.bundes-
tag.de/resource/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf.  

630  See G. Spindler and K. Sein, ‘Die endgültige Richtlinie über Verträge über digitale 
Inhalte und Dienstleistungen’, MultiMedia und Recht 22 (2019), 415–20, at 418. 

631  See ibid. 

http://www.europarl.europa.eu/RegData/etudes/IDAN/2016/582048/EPRS_IDA(2016)582048_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/IDAN/2016/582048/EPRS_IDA(2016)582048_EN.pdf
https://web.archive.org/web/20200211113026/http:/www.europarl.europa.eu/RegData/etudes/IDAN/2016/582048/EPRS_IDA(2016)582048_EN.pdf
https://web.archive.org/web/20200211113026/http:/www.europarl.europa.eu/RegData/etudes/IDAN/2016/582048/EPRS_IDA(2016)582048_EN.pdf
https://www.bundestag.de/resource/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf
https://www.bundestag.de/resource/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf
https://web.archive.org/web/20200211113343/https:/www.bundestag.de/resource/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf
https://web.archive.org/web/20200211113343/https:/www.bundestag.de/resource/blob/422258/c3ecca9b7286f38bda7e060f7b420c06/schmidt_kessel-data.pdf
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However, while the directive itself codifies a new type of contract, it does 

not require member states to do so.632 National legislators are rather free to trans-

pose the provisions of the directive within existing legal provisions on sales, 

rental, service contracts, and so forth.633 Member states thus have no obligation 

to adopt the same statutory concept of a contract for supply of digital content as 

the directive. Hence, standard contract terms in virtual worlds or social network 

contracts will not necessarily be considered invalid if they deviate from the stat-

utory concept of a contract for supply of digital content that underlies the di-

rective.634 In a nutshell, there are still no statutory default rules of contract law 

that could indicate whether written transaction rules, such as intellectual property 

clauses, place users at an unreasonable disadvantage. The implementation of the 

DCD will not necessarily change this. 

Yet, not only statutory default rules of contract law can be a yardstick for the 

review of the content of standard contract terms. Other statutory provisions and 

even principles developed in case law that would apply in the absence of standard 

contract terms are significant benchmarks as well.635  

There do exist statutory provisions that courts can use to review the content 

of intellectual property clauses of virtual communities. In line with most of legal 

literature,636 the Regional Court of Berlin held that § 31 para. 5 UrhG (Act on 

Copyright and Related Rights)637 constituted a statutory law provision with a 

                                                            
632  5DIDá�0DĔNR��Contracts for Supply of Digital Content, 11. 
633  See ibid., 11. For the different possibilities of transposing the DCD into national 

legislation cf. A. Metzger, ‘Verträge über digitale Inhalte und digitale Dienstleistungen: Neuer 
BGB-Vertragstypus oder punktuelle Reform?’, Juristenzeitung 74 (2019), 577–86; M. 
Wendland, ‘Sonderprivatrecht für Digitale Güter: Die neue Europäische Digitale Inhalte-
Richtlinie als Baustein eines Digitalen Vertragsrechts für Europa’, Zeitschrift für Vergleichende 
Rechtswissenschaft 118 (2019), 191–230. 

634  See also Schmidt-Kessel, Stellungnahme zu den Richtlinienvorschlägen der Kommission 
zum Online-Handel und zu Digitalen Inhalten, 4. 

635  See Wurmnest, ‘§ 307 BGB’, 70–71. 
636  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 57 with 

further references.  
637  An English version of the Act on Copyright and Related Rights is available at 

https://www.gesetze-im-internet.de/englisch_urhg/ (11 February 2020). Archived at 
https://web.archive.org/web/20200211114033/https://www.gesetze-im-inter-
net.de/englisch_urhg/. Hereinafter, we will use the German abbreviation ‘UrhG’. 

https://www.gesetze-im-internet.de/englisch_urhg/
https://web.archive.org/web/20200211114033/https:/www.gesetze-im-internet.de/englisch_urhg/
https://web.archive.org/web/20200211114033/https:/www.gesetze-im-internet.de/englisch_urhg/
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‘model character’ that indicated if intellectual property clauses were disadvanta-

geous.638 The court decided that a clause in Facebook’s terms of use which 

granted the provider an unlimited and royalty-free license to employ user-gener-

ated content deviated from § 31 para. 5 UrhG and violated its essential princi-

ple.639 The court stipulated that § 31 para. 5 UrhG was based on the fundamental 

principle that, when in doubt, the author only grants rights of use to the extent 

which is necessary to achieve the purpose of the contract.640 The rationale of this 

principle is, first, to ensure that authors receive a fair share of the revenue derived 

from the commercial exploitation of their works and, second, to allow them to 

retain copyright to their works to the greatest possible extent.641 The court reached 

the conclusion that Facebook’s intellectual property clause  was incompatible 

with this rationale.642  

However, the Berlin court’s decision is not in line with case law of the Fed-

eral Court of Justice. The latter argues that § 31 para. 5 UrhG constitutes at best a 

rule of interpretation that serves to determine the scope of the transfer of rights of 

use if an intellectual property clause is missing or ambiguous.643 This view is sup-

ported by the fact that the intention of the legislature was not to restrict the con-

tractual freedom of private persons to agree on a general transfer of rights of 

use.644 For this reason, the court of appeal did not follow the lower court’s rea-

soning.645 It did not check Facebook’s intellectual property clause against § 31 

para. 5 UrhG but against § 11 cl. 2 UrhG. The latter provision is centered on the 

basic principle that authors shall receive an appropriate remuneration for the use 

                                                            
638  See LG Berlin, ZD 2012, 276, 278. 
639  See ibid. 
640  See ibid. 
641  See ibid. 
642  See ibid. See also Berberich, ‘Der Content „gehört“ nicht Facebook!’, 736; Schwenke, 

‘Nutzungsbedingungen sozialer Netzwerke und Onlineplattformen’, 40; (both arguing that pro-
viders can only require users to transfer rights of use to the extent necessary for the achievement 
of the contract’s purpose. The purpose of the contract is to ensure the usability and functionality 
of the platform. To achieve this purpose, providers only need the right to store and reproduce 
user content).  

643  See BGH, GRUR 2012, 1031, 1035 with further references; Bräutigam and von 
Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 57. 

644  See BGH, GRUR 2012, 1031, 1035. 
645  See KG Berlin, ZD 2012, 412, 417.  
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of their works.646 In the view of the court, Facebook’s unlimited intellectual prop-

erty clause violated this principle.647 

In addition to § 11 cl. 2 UrhG, § 34 para. 1 UrhG constitutes a statutory 

provision with a ‘model character’ that serves as a yardstick for content review of 

intellectual property clauses.648 § 34 para. 1 UrhG specifies that rights of use may 

only be transferred with the author’s consent. Intellectual property clauses that 

grant providers an unlimited right to transfer the right to avail of user-generated 

content to third parties therefore violate § 307 para. 1, para. 2 n. 1 BGB. The same 

applies to intellectual property clauses that grant providers an unlimited right to 

sublicense. Such clauses violate the essential principle of § 35 para. 1 UrhG which 

also has a ‘model character’ and which requires authors to consent to the subli-

censing of their rights of use.649  

(3) Content Control of Privacy Provisions 

Much like intellectual property clauses, privacy provisions can violate the prohi-

bition of unreasonably disadvantageous standard contract terms under § 307 para. 

1, para. 2 n. 1 BGB. Provisions of the GDPR can have a ‘model character’ and 

serve as a yardstick for content control of privacy provisions.  

For instance, the GDPR is based on the principle that users should have the 

possibility of using electronic media anonymously or under pseudonyms rather 

than under their real names in order to reach a higher level of data protection.650 

A privacy provision that requires users of virtual communities to register under 

their real names can violate this principle.651 Before the coming into force of the 

GDPR, the Regional Court of Berlin already found that a clause in Facebook’s 

terms of use under which users were not allowed to use pseudonyms was incom-

patible with essential principles of German data protection law.652 The court left 

                                                            
646  See ibid.  
647  See ibid., 417–18. 
648  Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 57. 
649  Ibid. 
650  See Hacker, ‘Daten als Gegenleistung’, 190. 
651  See ibid. 
652  See LG Berlin, MMR 2018, 328, 331. This part of the judgment became final. See KG 

Berlin, Judgment of 20 December 2019, 5 U 9/18, BeckRS, para. 48. 
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open the question of whether the provision in Facebook’s terms of use was in-

compatible with the basic principle of § 13 para. 6 TMG (Telemedia Act)653 which 

stipulates that service providers must allow the anonymous or pseudonymous use 

of telemedia654 where this is technically possible and reasonable.655 It rather ar-

gued that the obligation of users to be active on Facebook under their real names 

also meant that users impliedly consented to the processing of their real name 

data. This was incompatible with § 4 lit. a para. 1 BDSG (old version), under 

which a declaration of consent to the use of personal data must be based on a 

voluntary and informed decision by the affected person.656 After the entry into 

force of the GDPR, the outcome of the decision is still correct.657 The fact that the 

GDPR embodies the principle that users should have the right to anonymously or 

pseudonomously use virtual communities would justify this outcome under the 

current legal framework.658 

Furthermore, Art. 6 para. 1 GDPR sets out the general conditions under 

which the processing of personal data is lawful. Art. 6 para. 1 lit. a GDPR stipu-

lates that data processing shall be lawful only if the data subject has given consent 

to the processing of his or her personal data for one or more specific purposes. 

According to Art. 4 para. 11 GDPR, ‘consent’ of the data subject means any freely 

given, specific, informed and unambiguous indication of the data subject’s wishes 

by which he or she, by statement or clear affirmative action, signifies agreement to 

the processing of personal data relating to him or her. In essence, this means that 

the data subject must know precisely what is happening with his or her data. This 

requires him or her to know which data is collected and for what purpose.659 

                                                            
653  An English version of the German Telemedia Act is available at https://www.huntonpri-

vacyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf (20 February 
2020). Archived at http://web.archive.org/web/20200220053254/https://www.huntonpriva-
cyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf. Hereinafter, we 
will employ the German abbreviation ‘TMG’. 

654 The seemingly antiquated term ‘telemedia’ refers to electronic information and commu-
nication services (§ 1 para. 1 TMG).  

655  See LG Berlin, MMR 2018, 328, 331. 
656  See ibid.  
657  See Hacker, ‘Daten als Gegenleistung’, 189. 
658  See ibid., 190. 
659  See LG Munich, ZD 2019, 174, 175.  

https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf
https://www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf
http://web.archive.org/web/20200220053254/https:/www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf
http://web.archive.org/web/20200220053254/https:/www.huntonprivacyblog.com/wp-content/uploads/sites/28/2016/02/Telemedia_Act__TMA_.pdf
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Vague or blanket consent statements do not meet GDPR standards.660 Art. 6 para. 

1 GDPR replaces § 4 lit. a BDSG (old version) with similar content. Just like its 

predecessor, it constitutes a statutory provision with a ‘model character’—a yard-

stick for the review of privacy provisions in the standard contract terms of virtual 

communities.661 In a different legal proceeding than the one we discussed previ-

ously, the Regional Court of Berlin invalidated a privacy provision in Facebook’s 

terms of use for a violation of Art. 4 lit. a BDSG (old version).662 The provision 

allowed third-party providers of online games that users could access via the Fa-

cebook App Center to post status messages, photos and other content in the name 

of players.663 The court argued that the clause violated the essential principle of 

Art. 4 lit. a BDSG because it gave operators of the games the almost unlimited 

right to use personal data of players.664 The decision was, once again, prior to the 

entry into force of the GDPR. Yet, as with the Berlin court ruling mentioned ear-

lier, the outcome of this decision remains correct since, like its predecessor pro-

visions, Art. 6 para. 1 GDPR requires providers to specify the purpose of the data 

processing in question.  

(4) Content Control of Modification Clauses 

The review of the content of modification clauses is carried out pursuant to dif-

ferent legal standards depending on whether they allow providers to alter the reg-

ulating documents of virtual communities without user agreement or not. 

The first type of modification clause will primarily be assessed according to § 308 

n. 4 BGB and, subsidiarily, on the basis of § 307 para. 1 cl. 1 BGB.665 In principle, 

unilateral modification clauses are invalid as they one-sidedly disadvantage users. 

                                                            
660  See ibid. 
661  See LG Berlin, ZD 2019, 273–74. 
662  See LG Berlin, ZD 2015, 133; confirmed by KG Berlin, ZD 2018, 118. The Federal 

Court of Justice, BGH WRP 2019, 749, referred to the European Court of Justice the question of 
whether a consumer association, which in the case at hand sued Facebook, is still allowed to sue 
on behalf of users for data breaches under the GDPR. 

663  See ZD 2015, 133. 
664  See LG Berlin, ZD 2015, 133, 135–36. 
665  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 62. 
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Exceptions only apply if providers have special and compelling reasons for re-

serving the right to unilaterally adjust the terms of the regulating documents.666 

The Regional Court of Berlin stated that providers were allowed to unilaterally 

modify their regulating documents in order to correct unintended omissions in the 

contractual agreement (Regelungslücken) or to restore a disturbed equilibrium of 

contractual obligations (Äquivalenzstörungen) that could occur after the conclu-

sion of the contract.667 Furthermore, the court emphasized that unilateral modifi-

cation clauses were invalid if they lacked transparency.668 

§ 308 n. 4 BGB does not apply to modification clauses that require users to accept 

changes to the regulating documents.669 Content review of this type of modifica-

tion clauses is carried out pursuant to § 307 para. 1 cl. 1 BGB and § 308 n. 5 

BGB.670 In principle, such modification clauses meet the requirements of § 307 

para. 1 cl. 1 BGB. They correspond to the nature of virtual community contracts 

and do not place users at an unreasonable disadvantage.671 We have seen earlier 

that modification clauses are integral parts of contractual agreements between 

providers and users due to virtual communities constantly evolving, which re-

quires constant rule changes.672 If providers had no possibility of changing the 

rules, virtual communities could not function.673  

However, excessive modification clauses that allow providers to modify es-

sential terms of the agreement can violate § 307 para. 1 cl. 1 BGB even if they 

state that rule changes only become effective if users accept them. To modify 

essential terms of the agreement, providers may have to conclude an amendment 

agreement with users which requires both contracting parties to submit respective 

declarations of consent (§ 145 et seq. BGB). The Regional Court of Berlin, for 

instance, declared a clause in the EULA of World of Warcraft invalid—it gave 

                                                            
666  See ibid. 
667  See LG Berlin, ZD 2012, 276, 279.  
668  See ibid.  
669  See LG Berlin, Judgment of 28 January 2014, 15 O 300/12, Juris, para. 60.  
670  See ibid., para. 59. 
671  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 62. 
672  See supra at 20.  
673  For the observation that virtual worlds could not function if providers had no possibility 

of modifying their rules see Lober and Weber, ‘Den Schöpfer verklagen’, 843. 
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the provider the right to modify the entire agreement including clauses on fees 

and charges.674 The EULA stipulated that the provider would notify players of 

rule changes either on its website or by other means, for example by email, by 

standard mail, through the display of pop-up windows or by in-game notice.675 

Players were deemed to have accepted the changes if they continued to use the 

service for a period of one month after having been notified.676 The court argued 

that the modification clause de facto entitled the provider to unilaterally amend 

the agreement. The clause formally required users to approve the amendments, 

but, in practice, there was no guarantee that players would take notice of them. To 

give an example, it was uncertain if they would visit the World of Warcraft 

webpage in order to keep track of possible changes to the agreement. The Berlin 

court found the modification clause to be invalid under § 307 para. 1 cl. 1 BGB.677 

The court acknowledged the provider’s interest in the further development of the 

online game and its rules.678 Yet, it held that the clause gave the provider exces-

sive power to change the rules seeing as it also allowed the provider to amend 

service fees and to introduce new fees. From the court’s perspective, the provider 

had to conclude amendment agreements pursuant to § 145 et seq. BGB with play-

ers in order to modify terms on prices.679 The Higher Regional Court of Berlin 

argued along similar lines and invalidated a clause in Facebook’s terms of use 

which entitled the provider to alter essential terms of the agreement and even to 

impose fees on users.680  

Furthermore, modification clauses are invalid if they require users to accept 

rule changes in a manner that is incompatible with § 308 n. 5 BGB. The provision 

does not apply to modification clauses which require users to actively accept rule 

changes, for example by clicking on a ‘Yes, I agree’–button. § 308 n. 5 BGB only 

applies to modification clauses which stipulate that users are deemed to accept 

rule changes by committing or refraining from certain acts. An example of such a 

                                                            
674  See LG Berlin, Judgment of 28 January 2014, 15 O 300/12, Juris, para. 59ff.  
675  See ibid., para. 24. 
676  See ibid., para. 25. 
677  See ibid. 
678  See ibid., para. 62. 
679  See ibid., para. 61. 
680  See KG Berlin, ZD 2012, 412, 419. 
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provision is the modification clause in the EULA of World of Warcraft that was 

subject of the Regional Court of Berlin’s decision discussed immediately above. 

The clause stipulated that players who continued to play the game for a period of 

one month after having been notified of rule changes were deemed to have ac-

cepted them. According to § 308 n. 5 BGB, such clauses are only valid under two 

conditions: First, providers have to grant users a reasonable period of time to ex-

plicitly accept rule changes (§ 308 n. 5 lit. a BGB). Second, the provider must 

agree to specifically draw the attention of users to the significance of their actions 

at the beginning of said period of time (§ 308 n. 5 lit. b BGB). From the point of 

view of the Regional Court of Berlin, the modification clause in World of 

Warcraft’s standard contract terms did not conform to these requirements.681 As 

mentioned above, the provider did not even ensure that players could take notice 

of the rule changes. 

(5) Content Control of Liability Clauses 

The relevant legal provisions for content control of liability clauses are § 309 n. 7 

lit. b, n. 8 BGB and § 307 para. 2 n. 2 BGB. 682 According to the clear wording of 

§ 309 n. 7 lit b BGB, providers can only exclude or limit liability for slight and 

ordinary negligence, not for gross negligence or intentional violation of contrac-

tual obligations.683 In addition, § 309 n. 8 BGB contains detailed requirements 

regarding liability clauses that limit or exclude statutory warranty rights of virtual 

community users.684 Finally, clauses that exclude the provider’s liability for the 

breach of major contractual obligations, so-called cardinal duties (Kardinal-

pflichten), are invalid under § 307 para. 2 n. 2 BGB.685 Cardinal duties are those 

contractual obligations that are of fundamental importance for the achievement of 

the purpose of the contract.686 This includes the provider’s duties to grant users 

access to the virtual community, to provide the technical infrastructure and to 

                                                            
681  See LG Berlin, Judgment of 28 January 2014, 15 O 300/12, Juris, para. 63ff.  
682  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 62. 
683  See ibid., 63; Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’, para. 95. 
684  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 63; 

Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’, para. 82ff. 
685  See BGH, NJW 2001, 292, 301–02; Wurmnest, ‘§ 307 BGB’, 72. 
686  See BGH, NJW 1985, 3016, 3017–18. 
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store personal user data.687 Yet, clauses that do not exclude the provider’s liability 

for a breach of cardinal duties (but merely limit the provider’s liability to damages 

typically foreseeable at the time of the conclusion of the contract) are permissi-

ble.688 

(6) Conclusion 

Legal review of the content of transaction rules is currently carried out pursuant 

to contract law criteria. Several conventional contract law instruments such as the 

transparency principle (§ 307 para. 1 cl. 2 BGB), the specific prohibition of 

clauses listed in § 309 and 308 BGB, essential principles of statutory law (§ 307 

para. 2 n. 1 BGB), the purpose of the contract (§ 307 para. 2 n. 2) and the princi-

ples of good faith (§ 307 para. 1 cl. 1 BGB) ensure that providers do not impose 

exploitative rules on users. They lend additional legitimacy to transaction rules 

only weakly legitimized by user consent.  

After having identified the legal criteria for assessing the content of typical 

transaction rules, the subsequent section considers the legal requirements regard-

ing the content of rules of conduct.  

cc. Content Control of Rules of Conduct 

In contrast to transaction rules, content control of rules of conduct is primarily 

carried out in accordance with a fundamental right–related standard of review. As 

with transaction rules, the contract law provisions of § 307 et seq. BGB act as the 

starting point for the assessment of rules of conduct. Yet, these provisions need 

to be interpreted and applied in light of fundamental rights requirements resulting 

from case law of the Federal Constitutional Court. 

In this context, the additional question does arise of whether providers are 

possibly entitled to establish rules of conduct outside the legal framework pro-

vided for in § 307 et seq. BGB by virtue of their property rights. This is because, 

after all, rules of conduct govern how users are allowed to use hardware and soft-

ware infrastructure of virtual communities owned by providers. 

                                                            
687  See Bräutigam and von Sonnleithner, ‘Vertragliche Aspekte der Social Media’, 63. 
688  See BGH, NJW 1993, 335, 336; Redeker, ‘Teil 12 Vertragsrecht für Internetdienste’, 96. 
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This section first examines to what extent rules of conduct are exempted 

from content control pursuant to § 307 para. 3 cl. 1 BGB. We will establish that 

community standards and access and exclusion rules are generally subject to legal 

review, whereas game rules are commonly exempted (1). Subsequently, we iden-

tify current legal standards for assessing the content of community standards (2) 

and of access and exclusion rules (3). Finally, we must consider whether the pro-

vider’s property rights comprise an absolute right to establish rules of conduct (4).  

(1) The Exemption of Rules of Conduct from Content Control 

It is subject of considerable debate whether community standards and game rules 

are immune from content control pursuant to § 307 para. 3 cl. 1 BGB, being 

closely linked with the service offered by providers. One could therefore argue 

that community standards and game rules specify the provider’s main contractual 

obligation. This question does not arise in relation to access and exclusion rules 

because they are only weakly related to the main subject matter of the service.689 

Gerald Spindler raises the question if community standards are exempted from 

control, seeing as they specify the main contractual obligation of providers.690 

Although he ultimately maintains that community standards are subject to review, 

he suggests that they at least have a close connection to the provider’s main con-

tractual obligation which is to enable users to access and participate in the com-

munity. In his view, community standards define the conditions under which users 

are allowed to participate and thus specify the provider’s service obligation. In 

support of this argument, Spindler points out that community standards constitute 

a quality characteristic that allows providers of virtual communities to distinguish 

                                                            
689  Cf. LG Berlin, MMR 2018, 328, 333; confirmed by KG Berlin, Judgment of 20 Decem-

ber 2019, 5 U 9/18, BeckRS, para. 60 (carrying out content control of the age restriction in Fa-
cebook’s terms of use without discussing whether the clause is exempted from control pursuant 
to § 307 para. 3 BGB); LG Berlin, ZD 2012, 276, 279; confirmed by KG Berlin, ZD 2014, 412, 
419 (carrying out content control of a termination clause in Facebook’s terms of use without dis-
cussing whether the clause is exempted from control pursuant to § 307 para. 3 BGB).  

690  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 
von Teilnahmebedingungen sozialer Netzwerke’, 240. 
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themselves from competitors. The ways in which providers regulate user behav-

ior, for instance by tolerating certain forms of offensive speech, characterizes each 

virtual community and may influence the decision of users to join.691 

 However, as we have seen above, we must construe § 307 para. 3 cl. 1 BGB 

narrowly and strictly.692 Only clauses that specify the immediate subject matter 

of the contract are exempted from control. The main contractual obligation of 

providers is to enable users to access their account and to participate in the com-

munity.693 Community standards do not specify but rather limit this obligation as 

they require users to follow certain rules of conduct when participating in the 

community.694 Furthermore, it is at least doubtful whether community standards 

differ so greatly in terms of their content that they could be considered character-

istic of individual virtual communities.695 In line with this view, the Regional 

Court of Cologne explicitly stated that Facebook’s community standards did not 

specify the company’s main contractual obligations and were therefore not im-

mune from content control under § 307 para. 3 cl. 1 BGB.696  

 While community standards are thus not generally exempted from content 

control, individual provisions in community standards can be immune from con-

trol if they merely repeat the content of statutory law. The Higher Regional Court 

of Munich decided, for instance, that an anti-hate speech provision in Facebook’s 

community standards was not subject to content control as it merely prohibited 

                                                            
691  See ibid.  
692  See supra at 127–28.  
693  See BGH, NJW 2018, 3178, 3185 – Digitaler Nachlass (Digital Inheritance); Solmecke 

and Dam, ‘Wirksamkeit der Nutzungsbedingungen sozialer Netzwerke’, 72. 
694  See also D. Holznagel, ‘Overblocking durch User Generated Content (UGC)-

Plattformen: Ansprüche der Nutzer auf Wiederherstellung oder Schadensersatz?: Eine 
Untersuchung zur zivilrechtlichen Einordnung des Vertrags über die Nutzung von UGC-
Plattformen sowie der AGB-rechtlichen Zulässigkeit von „Lösch- und Sperrklauseln“’, 
Computer und Recht 34 (2018), 369–78, at 372. 

695  Cf. Suzor, ‘The Role of the Rule of Law in Virtual Communities’, 1827 (arguing that the 
terms of service of virtual communities are quite homogenous). There is a need for more empiri-
cal research on this issue.  

696  See LG Cologne, Judgment of 27 July 2018, 24 O 187/18, Juris, para. 55. See also, al-
beit without further explanation, OLG Dresden, MMR 2018, 756, 758. 
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statements that were already punishable under criminal law pursuant to § 130 

para. 2 StGB (German Criminal Code)697.698 

In contrast, game rules most often specify the provider’s main contractual obliga-

tion and are therefore immune from review. The main contractual obligation of 

online game providers is to enable players to access and participate in an online 

game environment.699 Game rules generally specify this obligation. They charac-

terize individual online game environments and are thus inextricably linked to the 

service offered by game providers. Each online game has its own rules. In this, 

game rules are different from community standards, which contain basic rules of 

communication that most likely do not differ significantly across virtual commu-

nities.  

However, there can be exceptions to this. Ultimately, it is necessary to de-

termine on a case-by-case basis whether individual game rules specify or limit the 

provider’s main contractual obligation. The fact that a rule in the regulating doc-

uments of virtual worlds qualifies as a game rule does not automatically imply 

that it specifies the provider’s main contractual obligation and is thus exempted 

from control.700 Kai Hermes, for instance, argues that prohibitions of real money 

trading in standard contract terms of online games that are free of charge could be 

considered game rules. Yet, in his view, they are nevertheless subject to content 

control. The main contractual obligation of providers of such games is to provide 

an online game platform and to allow players to use it free of charge. The prohi-

bition of real money trading restricts the usability of the platform and thus results 

as a limitation rather than a specification of the provider’s main contractual obli-

gation.701  

                                                            
697  An English version of the German Criminal Code is available at https://www.gesetze-

im-internet.de/englisch_stgb/ (11 February 2020). Archived at https://web.ar-
chive.org/web/20200211133531/https://www.gesetze-im-internet.de/englisch_stgb/. Hereinafter, 
we will employ the German abbreviation ‘StGB’. 

698  See OLG Munich, NJW 2018, 3119, 3121. But see LG Bamberg, ZUM-RD 2019, 486 
(carrying out content control of the same clause).  

699  See Hermes, ‘Games’, 401.  
700  See ibid., 400. 
701  See ibid. 

https://www.gesetze-im-internet.de/englisch_stgb/
https://www.gesetze-im-internet.de/englisch_stgb/
https://web.archive.org/web/20200211133531/https:/www.gesetze-im-internet.de/englisch_stgb/
https://web.archive.org/web/20200211133531/https:/www.gesetze-im-internet.de/englisch_stgb/
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In a nutshell, game rules are generally immune from review pursuant to § 

307 para. 3 cl. 1 BGB. Yet, it is necessary to determine on a case-by-case basis if 

there are exceptions to this. According to 307 para. 3 cl. 2, game rules that are 

immune from control might still be invalid if they violate the transparency prin-

ciple of § 307 para. 1 cl. 2 BGB.  

In sum, accession and exclusion rules and community standards are generally sub-

ject to content control, whereas game rules are, in principle, exempted. The fol-

lowing section, which seeks to identify legal criteria for content control of rules 

of conduct, therefore focuses on access and exclusion rules and on community 

standards.  

(2) Content Control of Community Standards 

There is a lack of specific contract law criteria for content control of community 

standards (aa). Provisions in community standards are rather checked against fun-

damental rights that permeate the legal relationship between users and providers 

via the general clause of § 307 para. 1 cl. 1, para. 2 BGB (bb).  

(a) Lack of Specific Contract Law Criteria  

The more specific legal provisions on the validity of standard contract terms, in 

particular §§ 309 and 308 BGB, are tailored to exchange contracts.702 They do not 

contain requirements for community standards that govern the behavior of and 

interaction between users of virtual communities. Therefore, provisions in com-

munity standards are generally subject to review under the general clause of § 307 

BGB. As we will see immediately below, we can hardly identify essential princi-

ples of statutory law that may provide more specific criteria for a review of the 

content of community standards (§ 307 para. 2 n. 1 BGB). This implies that the 

content of community standards is primarily reviewed in accordance with the 

open-ended clauses of § 307 para 1 cl. 1 BGB (principles of good faith) and § 307 

para. 2 n. 2 BGB (purpose of the contract).  

                                                            
702  See Buck-Heeb and Dieckmann, Selbstregulierung im Privatrecht, 73.  
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On the one hand, one could argue that the NetzDG provides criteria for the 

review of the content of community standards of social networks.703 § 3 NetzDG 

requires social network providers to remove content that is illegal under several 

criminal law provisions that are listed in § 1 para. 3 NetzDG. One could maintain 

that the NetzDG promotes the principle that providers are only entitled to remove 

content covered by § 1 para. 3 NetzDG. This would imply that provisions in com-

munity standards that prohibit user content which is not illegal under the criminal 

provisions listed in § 1 para. 3 NetzDG violate essential principles of the NetzDG 

and are therefore ineffective under § 307 para. 2 n. 1 BGB.704  

On the other hand, the NetzDG only imposes public law obligations on pro-

viders and does not contain any requirements regarding the contractual relation-

ship between providers and users. Therefore, the NetzDG does not provide criteria 

for evaluating the content of community standards, which are part of the contrac-

tual agreement between providers and users. In addition, § 1 para. 3 NetzDG does 

not contain an exhaustive list of cases in which providers have a legal obligation 

to delete user content. For example, Art. 13 of the Directive on Copyright in the 

Digital Single Market (2019/790/EU) requires providers to delete user content 

that violates copyright law; Art. 6 of the proposal for a Regulation on Preventing 

the Dissemination of Terrorist Content Online (COM (2018) 640 final) requires 

providers to remove terrorist content. Thus, providers have a legal obligation to 

take down user content in cases which are not covered by § 1 para. 3 NetzDG. 

Therefore, the NetzDG does not postulate the principle that providers of social 

networks are only allowed to delete content that is illegal under the criminal law 

provisions listed in § 1 para. 3 NetzDG. Finally, the purpose of § 3 NetzDG is to 

impose specific obligations regarding the handling of complaints about criminally 

punishable content on providers. The rationale of the NetzDG is not to limit the 

provider’s power to delete user content that is not covered by § 1 para. 3 

NetzDG.705 In sum, the NetzDG does not provide criteria for content control of 

community standards.  

                                                            
703  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke’, 242. 
704  See ibid. 
705  See ibid.; Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 279. 
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Furthermore, it could be argued that community standards should be checked 

against § 273 BGB.706 Pursuant to § 273 BGB, a contracting party is entitled to 

refuse to perform under the contract if the other contracting party does not comply 

with the contract (right of retention, Zurückbehaltungsrecht). One could maintain 

that community standards address situations in which providers can refuse to per-

form under the contract in deviation from § 273 BGB. Providers have a contrac-

tual obligation to grant users access to the community; community standards al-

low providers to refuse access if users violate them. Thus, one could argue that 

community standards give providers further rights of retention in addition to their 

statutory right of retention under § 273 BGB.  

However, at a closer look, community standards do not expand but merely 

concretize the provider’s statutory right of retention.707 Community standards 

specify the contractual obligation of users to take due consideration of the rights, 

legal interests and other interests of the provider (§ 241 para. 2 BGB).708 Users 

who do not comply with community standards violate a contractual duty, which 

entitles providers to exercise their statutory right of retention under § 273 BGB. 

As community standards do not deviate from § 273 BGB, the legal provision pro-

vides criteria for content control of community standards.  

Finally, it is subject of discussion whether the principles regarding virtual 

domiciliary rights (virtuelles Hausrecht) of providers that have been developed in 

German case law can be used for reviewing the content of community stand-

ards.709 According to case law, providers can invoke virtual domiciliary rights by 

virtue of their ownership rights in the hardware and software infrastructure, which 

entitles them to determine the conditions under which users can access and par-

ticipate in the virtual community.710 The exercise of this right, however, is subject 

                                                            
706  See Holznagel, ‘Overblocking durch User Generated Content (UGC)-Plattformen’, 373; 

Spindler, ‘Löschung und Sperrung von Inhalten aufgrund von Teilnahmebedingungen sozialer 
Netzwerke’, 242. 

707  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 
von Teilnahmebedingungen sozialer Netzwerke’, 242. 

708  See ibid. 
709  See ibid. 
710  For early examples of case law on virtual domiciliary rights of providers see OLG Co-

logne, MMR 2001, 52; LG Bonn, MMR 2000, 109; LG Munich, CR 2007, 264, 264. For a more 
recent example see LG Offenburg, Judgment of 26 September 2018, 2 O 310/18, Juris para. 50 
with further references. See also Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen 
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to certain limitations that arise, in particular, from the subjective rights of users 

and the prohibition of inconsistent behavior (§ 242 BGB).711 One could argue that, 

according to these principles, community standards are ineffective if they violate 

the subjective rights of users or if they allow providers to exercise their virtual 

domiciliary rights inconsistently.  

However, both in legal literature and in case law there is broad consensus 

that the principles on virtual domiciliary rights are inapplicable from the outset if 

community standards or other contractual provisions exhaustively regulate the 

conditions under which users can access and participate in the community.712 In 

this case, the contractual provisions take precedence over the principles on virtual 

domiciliary rights. Community standards are part of the contractual agreement 

between providers and users. They define the conditions under which users are 

entitled to participate in the community. In doing so, they do not deviate from but 

supersede the principles on virtual domiciliary rights, which can hence not be used 

for evaluating the content of community standards, either. Ultimately, there is 

currently no statutory law that provides criteria for content control of community 

standards.  

In sum, existing contract law does not contain specific requirements regard-

ing the validity of community standards. Content control of community standards 

is carried out pursuant to the open-ended clauses of § 307 para. 1 cl. 1, para. 2 

BGB. Courts are obliged to interpret these open-ended clauses in light of funda-

mental rights provisions of the Basic Law.  

(b) Fundamental Rights Criteria 

Content control of community standards is primarily carried out pursuant to the 

general clause of § 307 para. 1. cl. 1, para. 2 BGB.713 To determine if provisions 

                                                            
von Beiträgen und Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 235 with further 
references.  

711  See LG Bonn, MMR 2000, 109, 110–11. 
712  See LG Offenburg, Judgment of 26 September 2018, 2 O 310/18, Juris, para. 50ff. with 

further references; Holznagel, ‘Overblocking durch User Generated Content (UGC)-Plattfor-
men’, 373. 

713  Both in case law and in legal literature, it is not always apparent if this balancing of in-
terests is carried out pursuant to § 307 para. 2 n. 2 (purpose of the contract) or § 307 para. 1 n. 1 
BGB (principles of good faith). See Maxeiner, ‘Standard-Terms Contracting in the Global Elec-
tronic Age’, 155. Courts and legal scholars regularly leave this question open and simply point 
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in community standards comply with the general clause, it is necessary to weigh 

up the competing interests of providers and users.714 

Diverging interests of different groups of users are at stake. First and fore-

most, the balancing exercise has to take into consideration the interests of the user 

whose conduct is restricted by a provision in community standards. For example, 

if a provider deletes a post on the basis of an anti-hate speech provision and the 

affected user seeks a court order requiring the provider to restore the post, the 

court would have to consider the affected user’s interests in the balancing exer-

cise. Furthermore, community standards may affect the interests of third-party 

users who would benefit from the pacifying effect of community standards. For 

example, the purpose of anti-hate speech provisions is to prevent verbal attacks 

on users, which contributes to peace in the community. Third-party users who do 

not wish to engage in offensive speech benefit from anti-hate speech provisions 

and have an interest in courts upholding them. Yet, from a legal doctrinal perspec-

tive, it is still unclear whether the general clause allows courts to consider the 

interests of third-party users in the balancing exercise. The general clause only 

speaks of contracting parties, not of third parties. We will come back to this in the 

remainder of this section. Hereinafter, we will always refer to the interests of users 

whose conduct is restricted by community standards unless we specifically speak 

of the interests of ‘third-party users’. 

There is agreement that the balancing of interests must take account of the 

fundamental rights of the relevant actors. According to established case law of the 

Federal Constitutional Court, fundamental rights do not have a direct effect in 

private relations as they are first and foremost defensive rights vis-à-vis the 

                                                            
out that the general clause of ‘§ 307 para. 1 cl. 1, para. 2 BGB’ provides for a balancing of 
interests. See, for instance, OLG Dresden, MMR 2018, 756, 758; Spindler, ‘Löschung und 
Sperrung von Inhalten aufgrund von Teilnahmebedingungen sozialer Netzwerke’, 242. 

714  See Schuster, ‘§ 307 BGB’, para. 22–21. 
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state.715 However, fundamental rights indirectly influence legal relationships be-

tween private persons.716 This implies that civil courts must take them into ac-

count as guiding principles when interpreting open-ended clauses.717 In doing so, 

civil courts need to 

[...] assess conflicting fundamental rights positions in terms of how 
they interact, and to strike a balance in accordance with the principle 
of practical concordance (praktische Konkordanz), which requires 
that the fundamental rights of all persons concerned be given effect to 
the broadest possible extent.718 

These principles also apply to the interpretation of the general clause of § 307 

para. 1 cl. 1, para. 2 BGB and its application to community standards.719 Civil 

courts have already decided on several occasions that fundamental rights have an 

indirect effect in the private relation between users and providers. In an early de-

cision, the Regional Court of Munich already made the point, though by way of 

obiter dictum, that the terms of use of an internet forum which prohibited certain 

forms of offensive speech must be interpreted in light of the user’s fundamental 

right to freedom of expression as laid down in Art. 5 para. 1 GG.720 In more recent 

decisions, several courts considered the user’s right to freedom of expression for 

assessing if the anti-hate speech provisions in Facebook’s721 and YouTube’s722 

community standards complied with the general clause.  

Yet, while there is consensus that fundamental rights of users and providers 

do have an impact on the private relation between the two, the key question is to 

what extent this will occur.  

In the following passage, we will first discuss to what extent providers are 

bound to fundamental rights of users when they establish community standards. 

We will investigate whether providers are subject to similar fundamental rights 

                                                            
715  See BVerfGE 7, 198, 204 (1958) – Lüth. 
716  See BVerfGE 148, 267, 280 (2018) – Stadionverbot (Stadium Ban). 
717  See ibid., with further references.  
718  Ibid. 
719  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 279; Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 
von Teilnahmebedingungen sozialer Netzwerke’, 243. 

720  See LG Munich, ZUM-RD 2007, 261, 267 (obiter dictum). 
721  See, for example, OLG Dresden, MMR 2018, 756, 758ff. 
722  See KG Berlin, MMR 2020, 47.  
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obligations as state actors. Accordingly, the fundamental rights positions of pro-

viders would carry less or even no weight in the balancing exercise. We will argue 

that, given specific circumstances, providers can have extensive obligations to 

respect fundamental rights. Yet, unlike state actors, they are not directly bound to 

fundamental rights (aa.). Therefore, the balancing exercise under the general 

clause must also take into account the fundamental rights of providers that will be 

considered in a second step (bb). We conclude by examining the fundamental 

rights of third parties that courts have to take into consideration when weighing 

the interests under the general clause (cc).  

(aa) The Fundamental Rights of Users 

We shall proceed as follows to determine the extent to which providers are bound 

to fundamental rights of users when establishing community standards: In a first 

step, we consider case law of the Federal Constitutional Court and of civil courts 

that directly addresses this question. The Federal Constitutional Court has already 

touched upon this issue, but a final constitutional court ruling on the scope of the 

providers’ obligation to respect fundamental rights is still awaited. Civil courts do 

not have a consistent view on this matter, either. Hence, the analysis of relevant 

case law does not allow us to draw firm conclusions on the scope of the funda-

mental rights obligation of providers. We will therefore move on to consider con-

stitutional case law, which establishes principles for determining the scope of the 

fundamental rights obligations of other private actors than providers of virtual 

communities. To sum up, we will discuss the conclusions that can be drawn from 

this line of case law regarding the scope of the fundamental rights obligations of 

providers.  

By a decision of 22 May 2019, issued in a preliminary injunction proceeding (Ver-

fahren des einstweiligen Rechtsschutzes), the Federal Constitutional Court ad-

dressed the issue of the scope of Facebook’s obligation to respect fundamental 

rights of users.723 However, a preliminary injunction is only a provisional regula-

tion, not a final decision.724 This means that the court did not conclusively decide 

                                                            
723  See BVerfG, NJW 2019, 1935.  
724  See § 32 BVerfGG, according to which the Federal Constitutional Court may provision-

ally decide on a matter by way of a preliminary injunction if this is urgently required to avert 
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on the extent to which Facebook is bound to fundamental rights. In the case at 

hand, Facebook restricted the visibility of a post of the German right-wing party 

Der III. Weg (‘The Third Way’) for a violation of the anti-hate speech provision 

in its community standards and deleted the party’s user account.725 All this took 

place in the run-up to the European elections in 2019. The party brought an action 

for interim relief before the civil courts seeking an injunction that would require 

Facebook, inter alia, to unblock the party’s Facebook page and to enable the party 

to use all the features of the social network. Both the court of first instance and 

the court of appeal rejected the claim of the party.726 Before the Federal Constitu-

tional Court, the party alleged a breach of its constitutional rights to freedom of 

expression (Art. 5 para. 1 GG), to equal opportunity in political competition (Art. 

21 para. 1 cl. 1 in conjunction with Art 3 GG, Art. 2 para. 1 GG, 38 para. 1 GG) 

and to effective legal protection (Art. 19 para. 4 GG).  

In its ruling, the court first recalled that fundamental rights may have a bear-

ing on disputes between private actors by way of indirect horizontal effects. Fur-

thermore, in reference to its ruling on stadium bans that we will discuss more in 

detail immediately below, the court stipulated that, in specific constellations, ad-

ditional equality requirements relating to private actors could derive from Art. 3 

para. 1 GG. However, the court held that it had not yet been fully clarified in case 

law of lower courts and of the Federal Constitutional Court whether legal conse-

quences could result for providers of social networks from these principles and, if 

so, of what kind.  

In this context, the court also identified a set of criteria to use for determining 

the scope of the provider’s fundamental rights obligations: the level of the pro-

vider’s market power, the orientation of the platform, the level of dependence of 

users on the platform and the affected interests of providers and third parties.  

                                                            
severe disadvantage. An English version of the Act on the Federal Constitutional Court is avail-
able at http://www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVer-
fGG.pdf?__blob=publicationFile&v=6 (11 February 2020). Archived at https://web.ar-
chive.org/web/20200211142415/http://www.bundesverfassungsgericht.de/SharedDocs/Down-
loads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6. Hereinafter, we will employ the 
German abbreviation ‘BVerfGG’. 

725  See BVerfG, NJW 2019, 1935. 
726  See ibid.  

http://www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6
http://www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6
https://web.archive.org/web/20200211142415/http:/www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6
https://web.archive.org/web/20200211142415/http:/www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6
https://web.archive.org/web/20200211142415/http:/www.bundesverfassungsgericht.de/SharedDocs/Downloads/EN/Gesetze/BVerfGG.pdf?__blob=publicationFile&v=6
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However, the court did not conclusively decide if these principles are effec-

tively applicable to providers of social networks. The court explicitly declared 

that the legal relationship between providers and users of social networks under 

constitutional law was still unclear and that the clarification of this complex legal 

issue would be reserved for the principal proceedings.  

In the case at hand, the court restricted itself to weighing the consequences 

that would arise if the preliminary injunction were not issued but the application 

were successful in the principal proceedings against the consequences that would 

arise if the preliminary injunction sought were issued but the application in the 

principal proceedings were unsuccessful.727 Ultimately, the court ordered Face-

book to restore the account of ‘The Third Way’and to enable the party to access 

all the functions of the social network. The reason given by the court was that the 

political party was considerably dependent on Facebook as a medium to dissemi-

nate its political messages, particularly in the period leading up to the elections.  

While the Federal Constitutional Court has not yet completely clarified to what 

extent providers are bound to fundamental rights, civil courts do not have a con-

sistent view on this matter, either. They have already had to decide on the scope 

of the fundamental rights obligations of providers in cases concerning anti-hate 

speech provisions in community standards of social networks. In the required bal-

ancing exercise under the general clause, some civil courts weighed the user’s 

right to freedom of expression against the provider’s fundamental rights, in par-

ticular its right to property.728 In their view, the provider’s property rights relativ-

ized the user’s fundamental right to freedom of expression. In the cases at hand, 

the courts therefore concluded that providers had the right to prohibit user content 

                                                            
727  In preliminary injunction proceedings pursuant to § 32 BVerfGG, the Federal Constitu-

tional Court applies a different standard of review than in principal proceedings. It will not as-
sess the prospects of success in the principal proceedings. What is decisive is rather a balancing 
of consequences (Folgenabwägung). For an English explanation of the standard of review of 
preliminary injunction proceedings pursuant to § 32 BVerfGG see https://www.bundesverfas-
sungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstwei-
liger-rechtschutz_node.html (11 February 2020). Archived at https://web.ar-
chive.org/web/20200211142540/https://www.bundesverfassungsgericht.de/EN/Verfah-
ren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html.  

728  OLG Dresden, MMR 2018, 756, 758ff.; LG Heidelberg, MMR 2018, 773, 775.  

https://www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
https://www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
https://www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
https://web.archive.org/web/20200211142540/https:/www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
https://web.archive.org/web/20200211142540/https:/www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
https://web.archive.org/web/20200211142540/https:/www.bundesverfassungsgericht.de/EN/Verfahren/Wichtige-Verfahrensarten/Einstweiliger-Rechtsschutz/einstweiliger-rechtschutz_node.html
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in their community standards even if the type of content was protected by the 

user’s right to freedom of speech. 

Other courts, by contrast, held that providers had more extensive obligations 

to respect the user’s constitutional right to freedom of expression.729 The Regional 

Court of Bamberg rendered a decision that is representative of this line of case 

law.730 It argued that fundamental rights were nearly directly applicable (“[kön-

nen] nahezu unmittelbar Geltung beanspruchen”) to the relationship between Fa-

cebook and its users.731 The court stressed that Facebook held a quasi-monopoly 

with approximately 30 million users in Germany and underscored the great im-

portance of the social network for the exchange of views and information.732 Ac-

cording to given case law, the user’s fundamental right to freedom of expression 

regularly outweighs or even supersedes the property rights of providers. Courts 

supporting this view therefore concluded that providers were not allowed to ban 

user content covered by the fundamental right to freedom of expression in their 

community standards.733  

The complex constitutional issue of the scope of the fundamental rights ob-

ligations of providers will remain unresolved until decided on by the Federal Con-

stitutional Court. Yet, in its case law, the constitutional court has already estab-

lished principles that allow us to ascertain the extent to which fundamental rights 

influence private relations between other private actors besides providers of vir-

tual communities. In the following paragraphs, we will discuss the conclusions 

that can be drawn from this case law regarding the scope of the obligation of pro-

viders to respect fundamental rights when establishing community standards.  

                                                            
729  OLG Munich, MMR 2018, 760, 761; OLG Munich, NJW 2018, 3115, 3116; LG 

Bamberg, ZUM-RD 2019, 486, 491.  
730  LG Bamberg, ZUM-RD 2019, 486.  
731  See LG Bamberg, ZUM-RD 2019, 486, 491.  
732  See ibid.  
733  In the cases at hand, the courts did not invalidate Facebook’s anti-hate speech provision, 

though. OLG Munich, MMR 2018, 760, 761 and NJW 2018, 3115, 3117 found that the deleted 
Facebook posts at issue did not violate Facebook’s anti-hate speech provision, so that there was 
no need to carry out content control. LG Bamberg, ZUM-RD 2019, 486, 492 found that Face-
book’s community standards did not violate the general clause of § 307 BGB because their 
wording left room for an interpretation which conforms to the principles of fundamental rights.  
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To begin with, the Federal Constitutional Court has recently reiterated that the 

extent to which fundamental rights influence private relationships always depends 

on the particular circumstances of the case.734 Criteria for this can include the 

“inevitable consequences resulting from certain situations, the disparity between 

opposing parties, the importance attached to certain services in society or the so-

cial position of power held by one of the parties”735. In three fundamental deci-

sions, the court has indicated that private actors can, under specific circumstances, 

have extensive obligations to respect fundamental rights.  

First of all, in its ‘Fraport’ decision from 2011, the court had to decide on the 

scope of the fundamental rights obligations of an incorporated company whose 

capital was predominantly held by the state.736 The complainant was an activist 

from the ‘Initiative against Deportations’ (Initiative gegen Abschiebungen).737 On 

11 March 2003, he entered Frankfurt am Main Airport together with five other 

activists to protest against planned deportations taking place at the airport and 

German deportation practices in general.738 The operator of the airport was the 

company Fraport AG. At the time, the State of Hesse, the City of Frankfurt am 

Main and the Federal Republic of Germany held approximately 70 % of the com-

pany’s shares.739 The rules governing the use of the airport stipulated that the dis-

tribution of leaflets required the consent of the airport operator.740 A later version 

explicitly prohibited assemblies on airport premises. The group of activists spoke 

to staff of Lufthansa AG, the largest German airline, and distributed leaflets that 

                                                            
734  See BVerfG, NJW 2015, 2485, 2485; BVerfGE 148, 267, 280 (2018) – Stadionverbot 

(Stadium Ban).  
735  BVerfGE 148, 267, 280 (2018) – Stadionverbot (Stadium Ban). 
736  See BVerfGE 128, 226 (2011) – Fraport. An English version is available at 

https://www.bundesverfassungsgericht.de/SharedDocs/Entschei-
dungen/EN/2011/02/rs20110222_1bvr069906en.html (12 February 2020). Archived at 
https://web.archive.org/web/20200212064135/https://www.bundesverfas-
sungsgericht.de/SharedDocs/Entscheidungen/EN/2011/02/rs20110222_1bvr069906en.html. For 
an English case note see L. Fenger and H. Lindemann, ‘The FRAPORT Case of the First Senate 
of the German Federal Constitutional Court and Its Public Forum Doctrine: Case Note’, German 
Law Journal 15 (2014), 1105–20. 

737  See BVerfGE 128, 226, 229 (2011) – Fraport. 
738  See ibid. 
739  See ibid., 227–28.  
740  See ibid., 228–29. 

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2011/02/rs20110222_1bvr069906en.html
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2011/02/rs20110222_1bvr069906en.html
https://web.archive.org/web/20200212064135/https:/www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2011/02/rs20110222_1bvr069906en.html
https://web.archive.org/web/20200212064135/https:/www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2011/02/rs20110222_1bvr069906en.html
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informed about an imminent deportation until employees of Fraport AG and fed-

eral border guards ended the protest action.741 By letter of 12 March 2003, Fraport 

AG prohibited the complainant from entering airport premises.742 The complain-

ant took legal action against the ban on entering the airport before civil courts, 

which was unsuccessful in all instances.743 In essence, the civil courts argued that 

Fraport AG was entitled to ban assemblies at the airport by virtue of its domicili-

ary rights.744 The activist decided to lodge a constitutional complaint before the 

Federal Constitutional Court claiming that the civil court rulings infringed his 

fundamental rights to freedom of assembly (Art. 8 para. 1 GG) and freedom of 

expression (Art. 5 para. 1 GG).745  

The Federal Constitutional Court held that the constitutional complaint was 

well-founded, arguing that a company which was under the predominant control 

of the state was entirely and directly bound to fundamental rights and that the ban 

on assemblies at the airport violated the fundamental invoked by the complain-

ant.746 In principle, the court did not have to address the more complex constitu-

tional issue as to the extent to which purely private actors have to respect funda-

mental rights. Nevertheless, by way of obiter dictum, the court remarked that pri-

vate actors could, under specific circumstances, have comparable or even similar 

fundamental rights obligations to state actors if they “come to acquire in practice 

comparable positions as duty holders or guarantors as the state”747. The court then 

specified that this could be the case where private actors, as an effect of privati-

zation, “take over the provision of public communications and thus assume func-

tions which were previously allocated to the state as part of its services of general 

interest—such as the provision of postal and telecommunications services”748. 

                                                            
741  See ibid.  
742  See ibid., 229–30.  
743  See ibid., 230–33. 
744  See ibid., 229ff. 
745  See ibid., 233.  
746  See ibid., 244ff. 
747  Ibid., 247–48. 
748  Ibid., 249–50.  
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Yet, the court ultimately left open to what extent these principles apply with re-

gard to the freedom of assembly and freedom of expression in relation to private 

actors who open up a space for public communication.749  

In a decision dubbed ‘Beer Can Flashmob for Freedom’ (Bierdosenflashmob für 

die Freiheit) of 18 July 2015, issued in a prelimary injunction proceeding, the 

court reiterated these principles. 750  The applicant aimed to organize an assembly 

in a publicly accessible square in the city of Passau. The square was owned by a 

purely private company which banned the applicant from entering its square for 

the time of the assembly. The applicant unsuccessfully challenged the ban before 

the court of first instance and the court of appeal. Unlike the Fraport case, this 

application for preliminary injunction gave rise to the question as to how fully a 

privately held company has to respect the right to freedom of assembly. Yet, just 

as in the case concerning the German right-wing political party that we discussed 

earlier, the court stated that, in a preliminary injunction proceeding, it could not 

render a final decision on the scope of the obligation of the private company to 

respect the applicant’s fundamental rights. Here again, it restricted itself to carry-

ing out a weighing of consequences (and ultimately decided in favor of the appli-

cant).751  

In neither decision did the court conclusively decide on the scope of the funda-

mental rights obligations of private actors. Nevertheless, the rulings strongly sug-

gest that private actors who deliberately open up a ‘space for public communica-

tion’ can have an extensive obligation to respect fundamental freedoms of com-

munication (Kommunikationsfreiheiten), particularly the fundamental rights to 

freedom of expression and to assembly.752 It would surely be going too far to 

assume that the criterion of a ‘space for public communication’ constitutes a set-

tled criterion for determining if private actors have intensified fundamental rights 

                                                            
749  See ibid. 
750  See BVerfG, NJW 2015, 2485.  
751  See ibid., 2485-86. 
752  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke’, 243. To determine whether a place is open to 
public communication, the court referred to the public forum doctrine, a concept in American 
constitutional law that was developed by the Supreme Court of the United States. See BVerfGE 
128, 226, 253–54 (2011) – Fraport. 
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obligations that we can simply apply to virtual communities without consideration 

of the specific circumstances of the case.753 In the ‘Fraport’ case, the court only 

established this criterion by way of obiter dictum; in the more recent decision, 

‘Beer Can Flashmob for Freedom’, it did not further specify whether the criterion 

could be used to determine how fully private actors must respect fundamental 

rights, and, if so, to what extent. 

However, at least we can state that, in both decisions, the Federal Constitu-

tional Court advocated for a reinforcement of the indirect binding force of funda-

mental rights on private actors in order to counter risks to fundamental rights that 

can, in principle, also arise in virtual communities. This suggests that this line of 

case law can be transferred to the context of virtual communities. It follows that 

given certain circumstances, providers can have intensified fundamental rights 

obligations when establishing community standards.  

In essence, the Federal Constitutional Court seems to worry about the emer-

gence of fundamental rights vacuums in private spaces that become increasingly 

important for public communication.754 If individuals were not able to invoke 

their constitutional freedoms of communication against private actors who open 

up those spaces, this would de facto deprive the individuals’ constitutional rights 

of their substance. By advocating for an application of freedoms of communica-

tion to private spaces that are open for public communication, the court seeks to 

adopt the reading of the constitution to new social realities in order to preserve its 

original values. Lessig calls this strategy ‘translation’.755 It aims at finding an in-

terpretation of the constitution that reflects current societal conditions in order to 

maintain its original meaning, protections and values across time and context.756 

He specifically advocates its use to address constitutional issues that arise in cy-

berspace. 757 

                                                            
753  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 280. 
754  See Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 238. 
755  See Lessig, Code, 157ff.  
756  See ibid. 
757  See ibid.  
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Private spaces that are open for public communication are not only found in 

real space. Today, virtual communities that are run by private providers are a cru-

cial part of public communication. As they are becoming increasingly vital spaces 

for the exchange of views and ideas, they bear the danger of fundamental rights 

vacuums.758 In order to address the risk that the shift of public communication to 

privately owned digital spaces could nullify the protection of constitutional rights 

of users within these spaces, it is necessary to adopt a reading of the constitution 

that restores their constitutional rights. This means imposing intensified funda-

mental rights obligations on providers of virtual communities.  

At least some virtual communities are likely to be even more important for 

public communication than physical spaces such as airports or city squares. This 

does not only apply to large social networks like Facebook, Twitter and YouTube, 

which now undoubtedly constitute central “infrastructures for public communica-

tion”759. While public and academic discussions mainly focus on those networks, 

they tend to overlook the fact that other virtual communities, such as virtual 

worlds, can also constitute important places of communication and discussion, 

even for protest actions on real-life issues. In 2009, for instance, the animal rights 

organization PETA organized an in-world protest against Canadian seal slaughter 

in the virtual world of World of Warcraft.760 Lastowka and Hunter voice the con-

cern that virtual worlds, just like social networks and other (physical) private 

spaces open for public communication may become fundamental rights vacuums. 

They put it in a nutshell by asking: “If members of our [American] society are 

uncomfortable with limitations upon speech in company towns and shopping 

malls, how will we feel about speech limitations placed on entire worlds?”761 Both 

                                                            
758  See Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 238. 
759  Ibid., 237. 
760  See R. Huling, Help Battle Seal Slaughter in World of Warcraft, Peta, Blog entry, 6 

April 2009. https://www.peta.org/blog/help-battle-seal-slaughterers-world-warcraft/ (12 Febru-
ary 2020). Archived at https://web.ar-
chive.org/web/20191213162513/https://www.peta.org/blog/help-battle-seal-slaughterers-world-
warcraft/.  

761  Lastowka and Hunter, ‘The Laws of the Virtual Worlds’, 61 (references omitted). 

https://www.peta.org/blog/help-battle-seal-slaughterers-world-warcraft/
https://web.archive.org/web/20191213162513/https:/www.peta.org/blog/help-battle-seal-slaughterers-world-warcraft/
https://web.archive.org/web/20191213162513/https:/www.peta.org/blog/help-battle-seal-slaughterers-world-warcraft/
https://web.archive.org/web/20191213162513/https:/www.peta.org/blog/help-battle-seal-slaughterers-world-warcraft/
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providers of social networks and virtual worlds may thus open up spaces for pub-

lic communication and constitutional case law suggests that they can, for this rea-

son, have extensive obligations to respect freedoms of communication.  

With this in mind, the specific scope of this obligation ultimately depends 

on the specific circumstances of the case.762 The court emphasized that the indi-

rect binding force of fundamental rights on private actors can only be equivalent 

or similar to the direct binding force applied to the state in exceptional cases, that 

is, if private actors themselves provide the basic conditions of public communi-

cation. This is only the case where individuals depend on access to a privately 

owned space that is open for public communication as a means to effectively ex-

ercise their fundamental rights. According to these standards, providers of virtual 

communities are only bound to fundamental rights to a similar or to the same 

extent as state actors if their service is indispensable for the formation and ex-

change of opinions.763  

In general, we can assume that some currently existing social networks, such 

as Facebook, Twitter and YouTube, are of major importance,764 though still not 

indispensable for the process of expression and formation of opinions.765 As yet, 

there are no virtual communities we must have access to in order to exercise our 

fundamental rights. There are indications that such a situation could arise. Face-

book Inc., for instance, is increasingly integrating its services—Facebook, 

Whatsapp and Instagram—and seeks to merge their technology in order to enable 

users to exchange messages from one to the other.766 This will certainly increase 

Facebook’s influence on public opinion767 and could lead to a situation where 

                                                            
762  See Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 241. 
763  See ibid., 239. 
764  See, for instance, J.-U. Pille, Meinungsmacht sozialer Netzwerke, Hamburger Schriften 

zum Medien-, Urheber- und Telekommunikationsrecht (Baden-Baden: Nomos, 2016), vol. 11. 
765  Cf. also B. Raue, ‘Meinungsfreiheit in sozialen Netzwerken: Ansprüche von Nutzern 

sozialer Netzwerke gegen die Löschung ihrer Beiträge’, Juristenzeitung 73 (2018), 961–70, at 
965. 

766  See M. Burgess and J. Temperton, ‘Merging WhatsApp, Messenger and Instagram 
Could Kill Facebook’, Wired, 26 January 2019. https://www.wired.co.uk/article/facebook-
whatsapp-merger (12 February 2020). Archived at https://web.ar-
chive.org/web/20200212070149/https://www.wired.co.uk/article/facebook-whatsapp-merger.  

767  See D. Dörr, Die Meinungsmacht der Intermediäre, Blog entry, 14 June 2019. 
https://verfassungsblog.de/die-meinungsmacht-der-intermediaere/ (12 February 2020). Archived 

https://www.wired.co.uk/article/facebook-whatsapp-merger
https://www.wired.co.uk/article/facebook-whatsapp-merger
https://web.archive.org/web/20200212070149/https:/www.wired.co.uk/article/facebook-whatsapp-merger
https://web.archive.org/web/20200212070149/https:/www.wired.co.uk/article/facebook-whatsapp-merger
https://verfassungsblog.de/die-meinungsmacht-der-intermediaere/
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individuals need to have access to this “single, unified messaging power house”768 

in order to exercise their fundamental rights. However, we have not reached this 

point—yet.  

In light of the two constitutional court rulings discussed above, we can con-

clude that providers of virtual communities that constitute important spaces for 

public communication can have far-reaching obligations to respect users’ funda-

mental rights when introducing community standards. So far, however, they do 

not have fundamental rights obligations equivalent or similar to those of state ac-

tors. Yet, once a virtual community becomes indispensable for the formation and 

exchange of opinions, the constitution provides a mechanism to address such a 

situation.769 Case law of the Federal Constitutional Court suggests that, under 

such circumstances, the indirect binding force of users’ fundamental rights on the 

provider can be reinforced to the point of coming close to the binding force of 

fundamental rights applied to the state.  

This line of jurisprudence stipulates that the decisive criterion for determin-

ing the scope of the fundamental rights obligations of providers of virtual com-

munities is whether they open up a space for public communication. Moreover, 

case law here mainly relates to the obligation of private actors to respect freedoms 

of communication.  

In its decision entitled ‘Stadium Ban’ (Stadionverbot) from 2018, the Federal 

Constitutional Court went beyond this line of thought in two respects. On the one 

hand, the court argued in more general terms that private actors could have inten-

sified obligations to respect fundamental rights if they provide infrastructure of 

major relevance to society. In addition, it held that private operators of such in-

frastructure could not only have an increased obligation to respect communicative 

freedoms. Given specific circumstances, they also had to respect constitutional 

requirements ensuing from the principle of equality (Art. 3 para. 1 GG).  

                                                            
at https://web.archive.org/web/20200212070544/https://verfassungsblog.de/die-meinungsmacht-
der-intermediaere/. 

768  Burgess and Temperton, ‘Merging WhatsApp, Messenger and Instagram Could Kill Fa-
cebook’. 

769  See Raue, ‘Meinungsfreiheit in sozialen Netzwerken’. 

https://web.archive.org/web/20200212070544/https:/verfassungsblog.de/die-meinungsmacht-der-intermediaere/
https://web.archive.org/web/20200212070544/https:/verfassungsblog.de/die-meinungsmacht-der-intermediaere/
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In the given case, the court had to examine to what extent stadium operators 

had to respect fundamental rights of soccer fans.770 The case concerned a nation-

wide stadium ban that the German soccer club MSV Duisburg imposed on the 

complainant, a sixteen-year-old Bayern Munich fan.771 After a match between 

MSV Duisburg and Bayern Munich in 2006, fan groups of both teams, among 

them the complainant, clashed and caused personal and property damage.772 The 

police placed 50 persons in custody, including the complainant, and established 

their identities. At the suggestion of the local police chief, MSV Duisburg prohib-

ited the complainant from entering any stadium in Germany until June 2008.773 

Although the public prosecution office discontinued the criminal investigation 

proceedings against him, MSV Duisburg decided to uphold the ban without prior 

consultation of the complainant.774 The latter unsuccessfully challenged the ban 

before the civil courts and finally lodged a constitutional complaint before the 

Federal Constitutional Court alleging breach of his fundamental rights.  

In its decision, the court first recalled that, in principle, fundamental rights 

were not directly binding on private actors but indirectly permeated legal relation-

ships under private law. Consequently, courts were obliged to take them into ac-

count, particularly when interpreting open-ended clauses.775 Subsequently, the 

court emphasized that, in case of a structural imbalance of power between private 

actors, fundamental rights could have an intensified effect on private relation-

ships. In the case at hand, the stadium operator was found to have an increased 

obligation to respect the soccer fan’s fundamental right to equal treatment (Art. 3 

para. 1 GG). The court held that albeit private actors were generally not bound by 

the principle of equality upon entering contractual relationships, they exception-

ally had to observe equality requirements if they “take on a special legal respon-

sibility under constitutional law”776. This was the case if, based on the right to 

                                                            
770  See BVerfGE 148, 267 (2018) – Stadionverbot.  
771  See ibid., 268. 
772  See ibid., 268–69. 
773  MSV Duisburg was entitled to impose a nationwide stadium ban on the complainant as 

all Bundesliga clubs have mandated each other as agents with the authority to prohibit fans from 
entering any stadium in Germany. See BVerfGE 148, 267, 269 (2018) – Stadionverbot.  

774  See BVerfGE 148, 267, 269–70 (2018) – Stadionverbot. 
775  See ibid.  
776  Ibid., 283.  
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enforce house rules, they unilaterally decided to exclude a person from a public 

event, which would have a considerable impact on the possibility of the affected 

person of participating in social life.777  

In this decision, the court seems to subscribe to the principle that private actors 

can have extensive obligations to respect fundamental rights and freedoms when-

ever they establish rules of conduct for the use of publicly accessible infrastruc-

ture that it is of paramount social, political or economic importance and that indi-

viduals, for lack of alternatives, depend on.778  

If we interpret the ‘Stadium Ban’ decision in such a manner, we can 

extrapolate guidelines which can help in determining the extent to which provid-

ers of virtual communities are bound to fundamental rights when they establish 

community standards.779 The decision suggests that providers can have increased 

obligations to respect constitutional rights of users if membership in a specific 

virtual community is indispensable for the user to participate in social life, which 

depends on the specific circumstances of the case.  

This suggests that not only providers of more public-type communities can 

have extensive fundamental rights obligations when putting community standards 

into place. In light of this ruling, providers of other types of communities, such as 

virtual worlds, with a much more game-like character, can also have increased 

fundamental rights obligations if access to these communities is important for us-

ers to participate in social life. Furthermore, the decision suggests that the balanc-

ing analysis must not only take into account the communicative freedoms of users. 

In addition, courts are also required to consider whether community standards 

meet certain equality requirements ensuing from Art. 3 para. 1 GG. Accordingly, 

providers are not permitted to impose arbitrary prohibitions on users. This means 

that community standards must apply to everyone and be justified by objective 

reasons, such as the protection of the provider’s business model.780  

                                                            
777  See ibid., 283–84. 
778  See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 5. See also C. Smets, 

‘Die Stadionverbotsentscheidung des BVerfG und die Umwälzung der Grundrechtssicherung 
auf Private’, Neue Zeitschrift für Verwaltungsrecht 38 (2019), 34–37, at 34. 

779 See Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 5. 
780  See OLG Karlsruhe MMR 2020, 52, 53–54. 
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While certain providers of virtual communities may thus have a far-reaching 

obligation to respect the fundamental rights of users whose conduct is restricted 

by community standards, providers are not directly bound by fundamental rights 

when setting up these standards. The providers’ own fundamental rights and the 

fundamental rights of third-party users limit the fundamental rights obligations of 

providers. 

(bb) The Fundamental Rights of Providers  

Not only users but also providers can invoke fundamental rights, in particular their 

right to freedom of enterprise (Art. 12 para. 1 GG) and their right to property (Art. 

14 para. 1 GG).781  

These rights are not only applicable to providers based in Germany. Foreign 

providers may invoke economic fundamental rights under the Basic Law as well. 

This applies in any event for providers with a registered office in the European 

Union, such as Facebook Ireland Ltd. or Blizzard Entertainment S.A.S.782 Art. 19 

para. 3 GG expressly states that fundamental rights are only applicable to domes-

tic legal persons to the extent that the nature of such rights permits. Yet, the Eu-

ropean principle of non-discrimination on grounds of nationality requires equal 

treatment of domestic legal persons and legal persons located in the European 

Union within the scope of application of Union law.783 The Federal Constitutional 

Court has concluded from this that the latter may also invoke fundamental rights 

under the Basic Law.784 Furthermore, there is discussion as to whether providers 

                                                            
781  See Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 238; Lüdemann, ‘Grundrechtliche 
Vorgaben für die Löschung von Beiträgen in sozialen Netzwerken’, 281; C. Smets, ‘Staatsgleiche 
Grundrechtsbindung Privater aus Funktionsnachfolge? Zur Aufhebung eines Hausverbots für eine 
Versammlung auf privatem Grund’, Neue Zeitschrift für Verwaltungsrecht (2016), 35–38, at 37–
38; G. Spindler, ‘Löschung und Sperrung von Inhalten aufgrund von Teilnahmebedingungen 
sozialer Netzwerke’, 244. 

782  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 281. 

783  Cf. Case C-92/92 Phil Collins [1993] ECR 1-5145, para. 30ff. 
784  See BVerfGE 129, 78, 94ff. (2011). See also Lüdemann, ‘Grundrechtliche Vorgaben für 

die Löschung von Beiträgen in sozialen Netzwerken’, 281. But cf. BVerfG, NJW 2016, 1436, 
1436 (expressing doubts as to whether legal persons located in the European Union can invoke 
Art. 12 para. 1 GG because, according to its clear wording, this basic right is only applicable to 
Germans). However, the court held that such legal persons could invoke Art. 2 para. 1 GG that, 
in this case, offers the same level of protection as Art. 12 para. 1 GG.  
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without a registered office in the European Union can also invoke fundamental 

rights under the Basic Law. Tobias Gostomzyk suggests that the requirement (Art. 

19 para. 3 GG) that legal persons must have a physical registered office in Ger-

many is no longer appropriate in the current age of globalization and digitization, 

in which we are witnessing increasing transnational social and economic integra-

tion.785 In his view, providers of social networks should generally be treated as 

domestic legal persons if they are of major social relevance and if they have a user 

base in Germany, so that there is a sufficient connection with the territory of Ger-

many.786  

Both Art. 14 para. 1 GG and Art. 12 para. 1 GG protect the right of providers 

to establish community standards that govern user behavior in virtual communi-

ties. The provider’s ownership or, if the provider has only rented servers, the pos-

session of the hard- and software that make virtual communities what they are is 

protected under Art. 14 para. 1 GG.787 The right to property also includes the right 

of providers to determine the conditions under which users can access the pro-

vider’s hard- and software, which, in turn, includes the right to establish commu-

nity standards which aim to ensure that users avail of the provider’s technical 

infrastructure without causing disturbances.788  

However, property entails social obligations (Art. 14 para. 2 GG). This im-

plies that Art. 14 para. 1 GG provides less protection if the owner or possessor 

makes her property or possession accessible to the general public and benefits 

from this.789 This is the case for providers of virtual communities. Providers make 

their technical infrastructure available to the public either to exploit user data for 

                                                            
785  See T. Gostomzyk, ‘Grundrechtsträgerschaft für soziale Netzwerke? Der 

Anwendungsbereich des Art. 19 Abs. 3 GG’ in M. Eifert and T. Gostomzyk (eds.), 
Netzwerkrecht: Die Zukunft des NetzDG und seine Folgen für die Netzwerkkommunikation, 
Materialien zur rechtswissenschaftlichen Medien- und Informationsforschung (Baden-Baden: 
Nomos, 2018), 109–23, at 115. 

786  See ibid., 115–16. 
787  Cf. Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen und 

Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 237 (referring to the provider’s 
ownership or possession of servers).  

788  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 281. 

789  See K. Krisor-Wietfeld, Rahmenbedingungen der Grundrechtsausübung: Insbesondere 
zu öffentlichen Foren als Rahmenbedingung der Versammlungsfreiheit (Tübingen: Mohr 
Siebeck, 2016), 266. 
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commercial purposes or to generate revenue from user fees. Providers can thus 

invoke Art. 14 para. 1 GG and courts must take their fundamental right to property 

into account when assessing provisions in community standards. However, courts 

also have to consider that ownership or possession of providers possibly carry less 

weight in the balancing exercise. 

Furthermore, providers can invoke their right to freedom of enterprise. Com-

munity standards are closely linked to the provider’s business model, which is 

protected under Art. 12 para. 1 GG. The aim of community standards is manifold. 

They are geared towards creating an atmosphere that is appealing to users.790 Fur-

thermore, they serve the purpose of reducing commercial risks, especially the risk 

of liability for user content that violates the right of personality or intellectual 

property rights of other users.791 What is more, the business models of many pro-

viders of virtual communities, for instance of Facebook792 and Twitter793 or the 

online game Anarchy Online794 are at least partially based on advertising, and 

third-party companies may be reluctant to advertise in virtual communities whose 

members constantly engage in offensive behavior.795 Providers of those commu-

nities thus have an economic interest in establishing community standards that 

                                                            
790  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke’, 244. 
791  See OLG Dresden, MMR 2018, 756, 759f; Elsaß, Labusga and Tichy, ‘Löschungen und 

Sperrungen von Beiträgen und Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 241. 
792  See Part 2 of Facebook’s terms of service (“Instead of paying to use Facebook and the 

other products and services we offer, by using the Facebook Products covered by these Terms, 
you agree that we can show you ads that businesses and organizations pay us to promote on and 
off the Facebook Company Products. We use your personal data, such as information about your 
activity and interests, to show you ads that are more relevant to you.”). https://www.face-
book.com/terms.php (12 February 2020). Archived at https://web.ar-
chive.org/web/20191001150702/https://www.facebook.com/terms.php.  

793  See Part 4 of Twitter‘s terms of service (“In consideration for Twitter granting you ac-
cess to and use of the Services, you agree that Twitter and its third party providers and part-
ners may place advertising on the Services or in connection with the display of Content or 
information from the Services whether submitted by you or others.”). https://twit-
ter.com/en/tos (12 February 2020). Archived at https://web.ar-
chive.org/web/20191002155524/https://twitter.com/en/tos.  

794  For an analysis of in-game advertising in Anarchy Online see B. Lewis and L. Porter, 
‘In-Game Advertising Effects: Examining Player Perceptions of Advertising Schema Congruity 
in a Massively Multiplayer Online Role-Playing Game’, Journal of Interactive Advertising 2 
(2013), 46–60. 

795  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 281. 
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prohibit such behavior. In addition to the provider’s constitutional right to prop-

erty, courts must therefore also take account of its freedom of enterprise when 

assessing community standards.  

In addition, the extent to which providers can invoke the right to freedom of 

expression is subject of debate. It revolves around the question if the guarantee of 

freedom of expression includes the right of providers to define the scope of per-

missible speech within their communities. We have already seen that community 

standards often prohibit certain forms of speech, especially hate speech. One 

could argue that Art. 5 para. 1 GG entitles providers to do so. This view is sup-

ported by the fact that Art. 5 para. 1 GG also protects the providers’ right not to 

disseminate statements of users they do not want to be associated with.796 A re-

striction of the providers’ possibility of imposing speech restrictions on users 

could be incompatible with this right. If providers were not allowed to prohibit 

unwanted speech in their community standards, they would have to tolerate the 

use of their own networks to disseminate opinions they do not agree with. How-

ever, this would only interfere with the provider’s right to freedom of expression 

if the provider not only (passively) had to tolerate offensive statements but if the 

impression was additionally given that the provider (actively) endorses such state-

ments.797 On the one hand, one could argue that providers face growing obliga-

tions to fight hate speech and fake news, so that they are increasingly held respon-

sible for offensive user content. This could give rise to the impression that pro-

viders who do not actively combat hate speech and fake news in their community 

standards endorse such user content.798 On the other hand, providers can and reg-

ularly do distance themselves from statements made by users, so that there is no 

reason to believe that they share users’ opinions.799 Most importantly, providers 

make sure that users can only make statements under their own (real or fictitious) 

                                                            
796  See BVerfGE 65, 1, 40 (1983). 
797  See Raue, ‘Meinungsfreiheit in sozialen Netzwerken’, 968, note 113 with further 

references. 
798  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 281. 
799  See Raue, ‘Meinungsfreiheit in sozialen Netzwerken’, 968. 
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name so that it is always clear that it is not the provider but the user who is speak-

ing. In principle, the fundamental right to freedom of expression therefore does 

not include the right of providers to impose speech restrictions on users.  

The sole exception is where speech restrictions in community standards con-

vey the provider’s own opinion.800 An example could be a provision in the com-

munity standards of a social network that requires its members to use gender-

neutral language because the provider’s self-proclaimed objective is to promote 

gender equality. However, in most cases, the purpose of establishing communica-

tion standards for virtual communities is not to convey opinions of providers but 

rather to promote their economic interests.801 Therefore, providers can invoke 

their economic fundamental rights but not the right to freedom of expression. 

When assessing community standards under the general clause, courts must there-

fore weigh the fundamental rights of users against the providers’ fundamental 

rights to property and freedom of enterprise. In addition, the balancing exercise 

must also consider the fundamental rights of third-party users. 

(cc) The Fundamental Rights of Third-Party Users 

In addition to the fundamental rights of providers and those of users negatively 

affected by provisions in community standards, courts are also obliged to take 

account of the fundamental rights of third-party users when assessing community 

standards under the general clause of § 307 para. 1 cl. 1, para. 2 BGB. If a court 

declares a provision in the community standards invalid because it comes to the 

conclusion that the fundamental rights of a user whose conduct is restricted by the 

provision outweigh those of the provider, this can have a negative impact on the 

fundamental rights of third-party users.802 For instance, if courts declare anti-hate 

speech provisions in community standards invalid because they excessively limit 

a user’s fundamental right to freedom of expression, this allows users to engage 

in more offensive speech. Some users may spread lies and hate which, in turn, can 

                                                            
800  See ibid., 968.; Elsaß, Labusga and Tichy, ‘Löschungen und Sperrungen von Beiträgen 

und Nutzerprofilen durch die Betreiber sozialer Netzwerke’, 237. 
801  See Raue, ‘Meinungsfreiheit in sozialen Netzwerken’, 968. 
802  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 282–83 
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have a chilling effect on third-party users.803 A toxic environment for discussion 

can discourage potential new users from participating in the community, prevent 

existing users from expressing their views or even motivate them to leave the 

community.804 The invalidation of an anti-hate speech provision can thus protect 

the freedom of expression of some users but, at the same time, have a negative 

impact on the freedom of expression of third-party users.805 What is more, after 

the invalidation of an anti-hate speech provision, users may feel free to make de-

famatory statements about others which can negatively affect their personality 

rights (Art. 2 para. 1 in conjunction with Art. 1 para. 1 GG).806 Such statements 

may, of course, not only affect third-party users but also non-users. One might 

object that criminal law prohibits certain forms of offensive speech, so that there 

is no need for speech restrictions in community standards to prevent a poisoning 

of debate. However, criminal law only prohibits the most severe forms of offen-

sive speech such as libel and slander (§ 185 et seq. StGB) and incitement to hatred 

(§ 130 StGB). Yet, even less severe forms of offensive speech that do not consti-

tute criminal offences and that are protected by the fundamental right to freedom 

of expression may adversely affect the rights and freedoms of third-party users.  

While it is therefore necessary to consider the fundamental rights of third-

party users when assessing community standards, it remains unclear from a legal 

doctrinal perspective if § 307 BGB allows for this.807 We have already seen that 

the general clause only requires a balancing of the interests of the two contracting 

parties, that is, the provider and the user whose conduct is restricted by a provision 

in the community standards. This shows, once again, that legal provisions on the 

                                                            
803  See Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 

von Teilnahmebedingungen sozialer Netzwerke’, 244. 
804  See VG Munich, MMR 2018, 418, 419–20; LG Frankfurt, MMR 2018, 770, 771; 

Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 282; Spindler, ‘Löschung und Sperrung von Inhalten aufgrund 
von Teilnahmebedingungen sozialer Netzwerke’, 244. 

805  See Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 
sozialen Netzwerken’, 282–83. 

806  See OLG Stuttgart, MMR 2019, 110, 112–13; Spindler, ‘Löschung und Sperrung von 
Inhalten aufgrund von Teilnahmebedingungen sozialer Netzwerke’, 244.  

807  See M. Eifert, ‘Das Netzwerkdurchsetzungsgesetz und Plattformregulierung’ in M. 
Eifert and T. Gostomzyk (eds.), Netzwerkrecht: Die Zukunft des NetzDG und seine Folgen für 
die Netzwerkkommunikation, Materialien zur rechtswissenschaftlichen Medien- und 
Informationsforschung (Baden-Baden: Nomos, 2018), 9–43, at 28. 
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validity of standard contract terms are specifically tailored to exchange contracts. 

This hinders a smooth application of these provisions to community standards that 

not only concern the exchange relationship between providers and users but 

whose primary purpose is to regulate the relationship between users.  

(c) Conclusion 

In sum, to determine if a provision in the community standards is valid under the 

general clause of § 307 para. 1 cl. 1, para. 2 BGB, courts must strike a balance 

between the fundamental rights of all relevant actors, that is, the provider who 

establishes community standards, the user whose conduct is restricted by a provi-

sion in community standards and third-party users (and even non-users) who may 

benefit from a provision in community standards. This does not exclude, however, 

that providers can have increased fundamental rights obligations in this complex 

“multipolar”808 legal relationship, so that the fundamental rights of users (both 

users whose conduct is restricted by a provision in community standards and third-

party users who benefit from a provision in community standards) may outweigh 

or even supersede the provider’s fundamental rights. 

(3) Content Control of Access and Exclusion Rules 

Unlike in the case of community standards, contract law provides specific criteria 

for evaluating the content of access and exclusion rules. Yet, additional require-

ments result from case law of the Federal Constitutional Court that complement 

or, in case of conflict, supersede applicable contract law standards.  

To begin with, access rules can violate § 309 n. 12 lit. b BGB. The legal 

provision stipulates a prohibition of clauses which shift the burden of proof to the 

disadvantage of the other contracting party, in particular by having her confirm 

certain facts. The Regional Court of Berlin examined, for instance, if the age re-

striction in Facebook’s terms of service shifted the burden of proof to the users’ 

detriment.809 The court found that the term required users to confirm the fact that 

                                                            
808  Lüdemann, ‘Grundrechtliche Vorgaben für die Löschung von Beiträgen in 

sozialen Netzwerken’, 280. 
809  See LG Berlin, MMR 2018, 328, 332; confirmed by KG Berlin, Judgment of 20 Decem-

ber 2019, 5 U 9/18, BeckRS, para. 60. 
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they were at least 13 years old when signing up for the social network.810 How-

ever, in the court’s view, this confirmation did not have any legal or contractual 

significance. The rationale behind the age restriction and the consequences of 

non-compliance with it were unclear.811 In particular, the court held that Facebook 

had no statutory obligation to impose age restrictions on users under German leg-

islation on the protection of young people. As the age restriction thus did not have 

any measurable effect on the contractual relationship between providers and users 

(“messbaren Einfluss auf die vertraglichen Beziehungen zwischen den 

Parteien”), the court reached the conclusion that the clause did not shift the bur-

den of proof to the user’s detriment.812  

However, this decision also indicates that access rules that are of legal or 

contractual significance can violate § 309 n. 12 lit. b BGB. Examples are age 

restrictions in standard contract terms of virtual worlds that are required under 

youth protection law. 

Exclusion rules, such as termination clauses, in turn, may be found invalid for a 

violation of essential principles of statutory law (§ 307 para. n. 1 BGB), especially 

for a violation of the basic principle of § 314 BGB. To give an example, the Re-

gional Court of Berlin invalidated a termination clause in Facebook’s standard 

contract terms that gave the provider the right to terminate user accounts without 

prior notice and without serious cause.813 The court found that such a clause was 

incompatible with the basic concept of § 314 BGB, according to which contract-

ing parties may not terminate a contract for the performance of a continuing obli-

gation without a notice period unless for compelling reasons.  

In addition to these contract law criteria, providers must observe certain constitu-

tional requirements derived from Art. 3 para. 1 GG when putting access and ex-

clusion rules in place. In its ‘Stadium Ban’ decision introduced above,814 the Fed-

eral Constitutional Court held that private actors had to justify their decision to 

                                                            
810  See ibid. 
811  See ibid. 
812  See ibid. 
813  LG Berlin, ZD 2012, 276, 279; confirmed by KG Berlin, ZD 2014, 412, 419.  
814  See supra at 163ff. 
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refuse entry into publicly accessible spaces if the denial had a considerable impact 

on the affected person’s ability to participate in social life.815 In the case at hand, 

the court held that a decision to refuse access to a soccer stadium could be justified 

for security reasons, for example “if there are well-founded concerns that a person 

poses a risk of future disturbances” or if the exclusion of a person is necessary to 

ensure the “safety of athletes and the public”816. In addition, the Federal Consti-

tutional Court imposed certain procedural requirements on stadium operators. Be-

fore making a final decision, they were required to give the person to be excluded 

the opportunity to express her views. In addition, they would have to provide rea-

sons for the ban upon request in order to enable the person to challenge the deci-

sion before courts.817  

We have already seen above that the principle established by the court in this 

decision can be used to evaluate community standards of virtual communities that 

are of major social relevance.818 This suggests that we can also transfer the prin-

ciples of the case law in question to access and exclusion rules of virtual commu-

nities that users depend on to participate in social life. On account of this, access 

and exclusion rules of such communities must be justified by objective reasons, 

particularly security reasons. In addition, providers have to inform users of the 

grounds on which access is denied and provide them with the opportunity to com-

ment on these grounds.  

This section has identified legal criteria for reviewing the content of rules of 

conduct of virtual communities. In the following, we turn to the question as to 

whether rules of conduct are only valid if they comply with those criteria—or 

whether providers are entitled to establish rules of conduct outside the legal 

framework provided for in § 307 et seq. BGB by virtue of their property rights. 

(4) The Provider’s Property as an Absolute Rule-Making Power 

In contrast to transaction rules that determine the contractual rights and obliga-

tions of providers and users, rules of conduct govern how users are allowed to use 

                                                            
815  See BVerfGE 148, 267, 285 (2018) – Stadionverbot. 
816  Ibid. 
817  See ibid., 285–86.  
818  See supra at 164–65. 
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hardware and software infrastructure of virtual communities owned by providers. 

As mentioned earlier, proprietors have a right to deal with their property at dis-

cretion, which, at least in principle, includes the right to introduce rules that de-

termine the conditions under which others may use their property.819 This gives 

rise to the question of whether providers are allowed to establish rules of conduct 

outside the legal framework provided for in § 307 et seq. BGB by virtue of their 

property rights. This issue is being discussed under the heading ‘virtual domicili-

ary rights of providers’.  

Yet, if providers set up rules of conduct in the form of standard contract 

terms, which is regularly the case, there is no room for virtual domiciliary rights. 

In such a case, they voluntarily waive the exercise of their virtual domiciliary 

rights.820 In general, the providers’ property rights might only entitle them to de-

termine the conditions under which users can access and participate in the com-

munity in cases where a contractual agreement is missing.821 The Regional Court 

of Offenburg found that if there is a contractual agreement, virtual domiciliary 

rights only entitle providers to establish rules of conduct that are not contained in 

their standard contract terms under two conditions: first, the standard contract 

terms are not exhaustive; second, the contractual agreement between providers 

and users can be interpreted as implying that the provider is permitted to establish 

additional rules of conduct.822 Ultimately, neither existing case law nor literature 

recognizes ‘veritable virtual domiciliary rights’ of providers in the sense of an 

absolute right to establish rules of conduct of virtual communities outside the legal 

framework provided for in § 307 et seq. BGB.823  

(5) Conclusion 

This section demonstrated that content control of rules of conduct is mainly car-

ried out according to a fundamental rights–related standard.  

                                                            
819  See supra at 108–09.  
820  See LG Offenburg, Judgment of 26 September 2018, 2 O 310/18, Juris, para. 51 with 

further references.  
821  For the existence of virtual domiciliary rights in the absence of a contractual agreement 

and its limits see LG Bonn, MMR 2000, 109. 
822  See LG Offenburg, Judgment of 26 September 2018, 2 O 310/18, Juris, para. 51.  
823  See Wielsch, ‘Die Ordnungen der Netzwerke’, 77, note 42. 
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In addition to transparency requirements that apply to rules of conduct, the 

user’s fundamental rights provide protection against exploitative rules of conduct, 

ensure that the rules serve the common good of the virtual community and thereby 

legitimize them towards users. To determine the appropriate level of protection 

against exploitative rules of conduct, courts must consider the fundamental rights 

of providers and users (both users whose conduct is restricted by a provision in 

community standards and third-party users who benefit from it) in the balancing 

analysis required under the general clause of § 307 para. 1 cl. 1, para. 2 BGB. 

Providers of virtual communities that constitute important spaces for public com-

munication or that are of major social relevance can have increased fundamental 

rights obligations. Neither case law nor legal literature recognize veritable virtual 

domiciliary rights of providers that would entitle them to establish rules of con-

duct of virtual communities outside the legal framework provided for in § 307 et 

seq. BGB.824  

dd. Conclusion 

The aim of this section was to map and analyze the current legal framework of 

written rules of virtual communities. The following chart summarizes the results:  

                                                            
824  See ibid. 
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Figure 1 The legal framework of written rules of virtual communities 
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munities.  
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On the one hand, there will be less need for strict legal review of the rules 

where non-legal mechanisms increase their legitimacy towards users. We have 

seen that individual providers of virtual communities may, for instance, establish 

direct democratic procedures and set up majority-checking devices that protect 

dissenting users against exploitation. This would ensure that the rules of the com-

munity are legitimized by the consent of the majority of users and by the fact that 

they serve the common good of the community. Furthermore, where users are free 

to self-select into communities with congenial rules, they can be considered to 

consent to the rules of the community in which they remain. The availability of 

user exit increases the legitimacy of the rules of an entire system of competing 

virtual communities. In addition, we mentioned the possibility that civil constitu-

tions may emerge in virtual communities when providers come under enough in-

ternal or external pressure. Those civil constitutions may perform the legitimizing 

function of state constitutions towards written rules of virtual communities.  

We have argued that there might indeed be some areas of the internet where 

users can self-select into virtual communities with congenial rules. Yet, in most 

cases, it is rather unlikely that non-legal mechanisms that legitimize written rules 

of virtual communities towards users exist. Where they do exist, their existence 

will necessarily have an impact on the legal assessment of the community’s rules. 

For example, the existence of a voting system on Facebook that would, unlike its 

previous version,825 enable users to effectively participate in the creation of the 

community’s terms of use would imply that Facebook’s rules could draw more 

legitimacy from user consent.826 This would reduce the need for legal review of 

Facebook’s rules. This would also apply if Facebook were itself able to provide 

for effective safeguards that protect users against abusive rules. Facebook’s inde-

pendent oversight board could protect users against exploitative content decisions 

from Facebook’s side. The function of the oversight board, also referred to as a 

‘Supreme Court’, is to review Facebook’s content decisions. Decisions made by 

the board will be binding on Facebook.827 It still remains to be seen if the board 

                                                            
825  See supra at 47.  
826  See Wielsch, ‘Die Ordnungen der Netzwerke’, 82. 
827  See Q. Weinzierl, Difficult Times Ahead for the Facebook “Supreme Court”, Blog entry, 

21 September 2019. https://verfassungsblog.de/difficult-times-ahead-for-the-facebook-supreme-

https://verfassungsblog.de/difficult-times-ahead-for-the-facebook-supreme-court/
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can establish itself as a neutral arbiter in disputes between users and Facebook, 

but if it succeeds in doing so, this will reduce the need for external legal review.828 

When we apply § 305 et seq. BGB to written rules of virtual communities, we 

must therefore always check if non-legal mechanisms exist that increase their le-

gitimacy.  

On the other hand, Bachmann’s theory suggests that in situations where ex-

isting private law provisions fail to provide sufficient protection against exploita-

tive rules, there might be a need for a stricter legal review than is provided for 

under the current legal framework: In very exceptional cases, a written rule of a 

virtual community may comply with § 305 et seq. BGB but nonetheless turn out 

to be exploitative. In such a situation, § 305 et seq. BGB stipulate that the written 

rule is valid even if it is not legitimized by reasons of the common good829 since 

there are no appropriate anti-exploitative legal safeguards. There is thus a discrep-

ancy between the statements of positive law and the fundamental conditions of 

legitimacy of private rule-making. In such cases, the existing legal framework 

turns out to be inadequate for assessing the legitimacy of rules of virtual commu-

nities and is therefore inapplicable.  

In such instances, the legitimacy of written rules ought to be assessed on the 

basis of the general conditions of legitimacy of private rule-making. This involves 

the task of identifying appropriate anti-exploitative legal safeguards that ensure 

that written rules, which are regularly only weakly legitimized by user consent, 

can derive additional legitimacy from the fact that they serve the good of the com-

munity. In this exercise, existing legal provisions on other forms of heteronomous 

private rules and constitutional law provisions that protect citizens against abusive 

laws of the state can serve as guidance.  

This implies that there is a need to consider on a case-by-case basis if the 

existing legal framework is still appropriate for evaluating the legitimacy of writ-

                                                            
court/ (4 March 2020). Archived at https://web.archive.org/web/20191115044553/https://verfas-
sungsblog.de/difficult-times-ahead-for-the-facebook-supreme-court/.  

828  Cf. ibid. (arguing that judges might be less inclined to review the decisions of the board 
and that courts might no longer hold Facebook accountable to a strict constitutional standard of 
free speech).  

829  In this context, the term ‘common good’ is understood to mean the good of the group. 

https://verfassungsblog.de/difficult-times-ahead-for-the-facebook-supreme-court/
https://web.archive.org/web/20191115044553/https:/verfassungsblog.de/difficult-times-ahead-for-the-facebook-supreme-court/
https://web.archive.org/web/20191115044553/https:/verfassungsblog.de/difficult-times-ahead-for-the-facebook-supreme-court/
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ten community rules. German private law doctrine is already undergoing a trans-

formation to cope with the problem that existing private law provisions do not 

provide enough protection against exploitative rules of conduct of virtual commu-

nities. We have seen above that the doctrine of the indirect horizontal effect of 

fundamental rights requires civil courts to interpret existing private law provisions 

in the light of fundamental rights.830 The doctrine allows courts to (indirectly) 

assess if rules of conduct of virtual communities are consistent with the funda-

mental rights of users. According to constitutional case law, providers of virtual 

communities that constitute important spaces for public communication or that 

users depend on to participate in social life can have increased fundamental rights 

obligations towards users that may even come close to those of state actors. The 

possibility of checking rules of conduct against fundamental rights offers a strong 

legal tool to protect users against exploitation. In a nutshell, a stronger permeation 

of private law by principles of constitutional law compensates for the deficiencies 

of existing private law provisions in protecting users of virtual communities 

against abusive rules of conduct.  

Whereas up to now, constitutional principles apply first and foremost to rules 

of conduct that concern the relationship between users, in future, it can be neces-

sary to apply constitutional principles to other rules of virtual communities if ex-

isting private law provisions turn out to be insufficient for protecting users against 

exploitation. Wolfgang Hoffmann-Riem already warns, for instance, that existing 

legal provisions on the validity of standard contract terms are inadequate for pro-

tecting users against exploitative privacy provisions. He stipulates that these pro-

visions are not tailored to the specificities of standard contract terms that serve to 

enable big data–driven business models. One element he refers to are privacy pro-

visions in standard contract terms of providers of virtual communities such as 

Facebook.831 

 

What is more, Bachmann’s legitimacy model confirms the dominant per-

spective in case law and in legal literature that the property rights of providers do 

                                                            
830  See supra at 146ff. 
831  See Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen’, 21. 
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not give them an unlimited right to establish rules of conduct. The model under-

scores the fact that the property rights of providers only allow them to establish 

rules of conduct if the following three conditions are met: first, a user of a virtual 

community does not accept its rules of conduct; second, the provider revokes its 

permission to access and participate in the community; third, the user continues 

to participate in the community. This case is almost impossible to happen. For one 

thing, users cannot access current virtual communities if they do not accept their 

rules of conduct, and, for another, providers have absolute control over the code 

of the community, so that they can simply ban users who do not comply with the 

rules. Unlike real-world owners, providers do not have to call security to remove 

users from their property.  

In essence, written rules of virtual communities are legitimate towards users if 

they comply with existing legal provisions on the validity of standard contract 

terms that need to be interpreted in light of the fundamental legitimacy model that 

underlies private law. We will now seek to determine under what conditions writ-

ten rules of virtual communities are legitimate towards non-users.  

2. The Legitimacy of Written Rules towards Non-Users 
We have already mentioned that written rules of virtual communities may, in ex-

ceptional cases, affect non-users who are not part of the contractual agreement 

between providers and users. We have seen that a prohibition of real money trad-

ing can affect operators of online marketplaces for virtual items who are not nec-

essarily members of the virtual community to which they offer the items.  

 The fact that rules are legitimate towards users does not automatically imply 

that they are also legitimate towards non-users. This is because the latter usually 

do not accept to be bound by the regulating documents of virtual communities. 

Unlike users, non-users do not click on a ‘Yes, I agree’–button. While written 

rules of virtual communities are at least weakly legitimized by user consent, they 

are not at all legitimized by consent of non-users. In addition, legal requirements 

regarding the content and transparency of standard contract terms only protect 

users, not non-users, against exploitative terms. The question as to whether writ-

ten rules of virtual communities are legitimate towards non-users therefore arises 

regardless of whether they are legitimate towards users.  
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In order to answer this question, we can adopt the same approach as we did 

for determining the legitimacy of written rules towards users. Accordingly, we 

will first explain the legal standards that apply to written rules of virtual commu-

nities that affect non-users. Subsequently, we will demonstrate how insights into 

the conditions of legitimacy of private rule-making can inform the application of 

these legal standards. 

In principle, German law does not recognize a third-party effect of written rules 

of virtual communities. The Federal Court of Justice has emphasized on several 

occasions that the legal recognition of a third-party effect of contractual obliga-

tions would confer an effect in rem upon the relative contractual relationship be-

tween contracting parties.832 Exceptions apply only in very limited situations, es-

pecially where a third party induces a contracting party to break her contractual 

obligations (Verleitung zum Vertragsbruch).833 

The Regional Court of Hamburg had to deal with such a case.834 The decision 

concerned several provisions in the standard contract terms of the online game 

Runes of Magic that prohibited real money trading, the transfer of player accounts 

and the use of add-on software.835 The provider of the game derived most of its 

revenue from the sale of (virtual) diamonds that players could buy for (real) 

money in an in-game shop. Diamonds were convertible into gold, Runes of 

Magic’s primary in-game currency. Instead of buying diamonds, players could 

also earn gold through the completion of in-game tasks or from the sale of virtual 

items.836 The provider of Runes of Magic sued the operator of a third-party web-

site on which players could trade gold, player accounts and add-on software ‘on 

a virtual black market’.837 The owner of the website also offered virtual gold in 

his own online shop and placed advertisements on the webpage to earn revenue.838  

                                                            
832  See BGH, GRUR 2000, 724, 726; BGH, GRUR 2009, 173, 176. 
833  See Bachmann, Private Ordnung, 301. 
834  See LG Hamburg, NJOZ 2012, 257; confirmed by OLG Hamburg MMR 2013, 453.  
835  See LG Hamburg, NJOZ 2012, 257, 258. 
836  See ibid. 
837  See ibid., 258–59. 
838  See ibid., 259. 
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The Regional Court of Hamburg had to determine if the owner of the third-

party website had to discontinue the operation of the ‘black market’. The key legal 

question was whether he had to observe the prohibitions in the standard contract 

terms of Runes of Magic although he was not part of the contractual agreement 

between players and the game provider.  

In light of the principles outlined above, German law only recognizes a third-

party effect of the standard contract terms of Runes of Magic insofar as non-com-

munity members are prohibited from inducing Runes of Magic players to break 

their contractual obligations. In the case at hand, this follows from § 4 n. 4 UWG 

(German Act against Unfair Competition),839 at the time of the decision still § 4 

n. 10 UWG. Under this provision, behavior that deliberately obstructs competitors 

is prohibited. Third parties can violate this provision if they induce others to break 

contractual obligations towards their competitors. Under German fair-trading law, 

third parties are thus bound by contractual agreements between their competitors 

and others to the extent that they are not allowed to induce others to break these 

agreements. Yet, according to established case law, inducement to breach contract 

only leads to a third-party effect of contractual obligations in two limited situa-

tions: first, if the behavior of a third party solely aims to harm a competitor or, 

second, if the behavior of a third party has the effect that a competitor cannot 

adequately present her products on the market anymore, which needs to be deter-

mined by weighing all relevant interests.840 In the view of the Regional Court of 

Hamburg, the latter was the case here. The operator of the webpage was in com-

petition with the game provider because both offered forums for trade of virtual 

items.841 However, the operator of the webpage not only wanted to harm the game 

provider’s business as he pursued his own commercial interests. His goal was to 

earn revenue from advertising on the website and from the sale of virtual gold in 

his own online shop. Therefore, the court had to carry out a general balancing of 

                                                            
839  An English version of the German Act against Unfair Competition is available at 

https://www.gesetze-im-internet.de/englisch_uwg/ (12 February 2020). Archived at 
https://web.archive.org/web/20200212093033/https://www.gesetze-im-inter-
net.de/englisch_uwg/. Hereinafter, we will employ the German abbreviation ‘UWG’. 

840  See K.-N. Peifer, ‘Verleitung zum Vertragsbruch beim Handel mit virtuellen Gütern: 
Anmerkung zu LG Hamburg 27. Zivilkammer, Urteil vom 30.06.2011’, juris PraxisReport 
Wettbewerbsrecht 1 (2012) with further references. 

841  See LG Hamburg, NJOZ 2012, 257, 259. 

https://www.gesetze-im-internet.de/englisch_uwg/
https://web.archive.org/web/20200212093033/https:/www.gesetze-im-internet.de/englisch_uwg/
https://web.archive.org/web/20200212093033/https:/www.gesetze-im-internet.de/englisch_uwg/
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interests to determine if the operation of the ‘virtual black market’ unduly hin-

dered the game provider from offering its services on the market.  

The judges reached the conclusion that the interests of the game provider 

outweighed the interests of the operator of the webpage. They argued that the 

trade of virtual items, accounts and add-on software ‘on a black market’ did not 

merely hinder the sale of virtual items in the in-game shop of the provider, which 

might, from the court’s perspective, still be acceptable but additionally caused 

damage to the online game itself. Players buying gold, player accounts or add-on 

software on the third-party webpage did not have to devote a comparable amount 

of time and effort to move on in the game as ‘honest’ players, which made the 

game less attractive for the latter.842 In essence, the court thus extended the scope 

of the provisions in Runes of Magic’s standard contract terms to the owner of the 

third-party webpage and ordered him to discontinue the operation of the ‘black 

market’.  

In sum, under German law, written rules of virtual communities can only have 

extra-community effects insofar as third parties are prohibited from disrupting the 

contractual relationship between providers and users. However, we have seen that 

this prohibition only applies in very exceptional circumstances.  

This is consistent with Bachmann’s legitimacy model, which emphasizes the 

exceptional nature of the prohibition of inducement to break contracts. The pro-

hibition extends contractual obligations to third parties who have not consented 

to them and is therefore irreconcilable with the general conditions of legitimacy 

of private rule-making. It is also for this reason that it is difficult to provide a solid 

doctrinal explanation for it.843 Ultimately, only the fact that inducing others to 

break contracts is generally perceived as unjust may justify the prohibition.844 Be-

cause of its shaky doctrinal justification, the prohibition shall only apply in ex-

treme cases.845  

                                                            
842  See ibid., 260. 
843  For the criticism that there is no solid dogmatic explanation for sanctioning inducement 

of breach of contract see Peifer, ‘Verleitung zum Vertragsbruch beim Handel mit virtuellen Gü-
tern’. 

844  See ibid. 
845  See Bachmann, Private Ordnung, 301. 
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It is doubtful if the ruling of the Regional Court of Hamburg sufficiently 

takes into account the exceptional nature of the prohibition. There is good reason 

to argue that the circumstances of the case did not justify the recognition of a 

third-party effect of Runes of Magic’s standard contract terms. In particular, one 

could argue that the interests of the provider of the online game did not outweigh 

the interests of the owner of the webpage because the operation of the ‘black mar-

ket’ stimulated competition between the two suppliers of virtual gold without put-

ting the provider of Runes of Magic out of business.846  

3. Conclusion 
In this section, we demonstrated that written rules of virtual communities regu-

larly constitute standard contract terms. We argued that they are legitimate if they 

comply with existing legal provisions that need to be interpreted in light of the 

general conditions of legitimacy of private rule-making.  

We first suggested that legal requirements regarding the transparency and content 

of standard contract terms legitimize written rules of virtual communities towards 

users. Transparency and content control constitute the most important legal safe-

guards to protect users against exploitative rules. This ensures that the rules are 

consistent with the common good of the virtual community. Written rules of vir-

tual communities that comply with these legal requirements are thus legitimized 

by reasons of the common good, which compensates for the fact that they are only 

weakly legitimized by user consent. We found that all written rules of virtual 

communities must comply with transparency requirements in order to be legiti-

mate towards users, whereas the legal requirements regarding their content differ 

depending on the specific type of rule. Content control of transaction rules is car-

ried out in accordance with conventional contract law criteria, while rules of con-

duct are subject to fundamental rights requirements. 

We argued that we need to apply these legal standards in a flexible manner: 

There is less need for legal review of written rules of virtual communities where 

non-legal mechanisms (exit option of users, direct democratic procedures, etc.) 

increase their legitimacy. In turn, there is a need for stricter legal review of the 

                                                            
846  Cf. Peifer, ‘Verleitung zum Vertragsbruch beim Handel mit virtuellen Gütern’. 
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rules than is provided for under the current legal framework, where existing legal 

provisions fail to provide sufficient protection against exploitation. In such a case, 

it can be necessary to apply a stricter (constitutional) law standard of review. This 

is already the case with rules of conduct of virtual communities, where constitu-

tional law increasingly compensates for private law’s deficiencies in protecting 

users against exploitation.  

While transparency and content control legitimize written rules of virtual commu-

nities towards users, they are, in principle, illegitimate towards non-users. A legal 

recognition of a third-party effect of written rules of virtual communities is incon-

sistent with private law’s basic legitimacy principle. This is because the written 

rules of virtual communities are neither legitimized by the consent of non-users 

nor are there legal safeguards that protect the latter against exploitation. Against 

this backdrop, exceptions to the principle that written rules of virtual communities 

are only binding on users must be applied with due caution.  

The main finding of this section was that we can evaluate the legitimacy of written 

rules of virtual communities on the basis of existing legal provisions on the valid-

ity of standard contract terms that need to be interpreted in light of the legitimacy 

model that underlies German private law. The following section seeks to identify 

the conditions of legitimacy of encoded rules. In the next exercise, we will have 

to adopt a different approach than in this section seeing as legal provisions on the 

validity of encoded rules are lacking. As an exception, provisions of fair-trading 

law are applicable to encoded rules in the rare case in which they affect non-users. 

The central question of the next section is therefore whether legal review proce-

dures need to be established in order to legitimize encoded rules towards users 

and, if so, of what sort. 

II. The Legitimacy of Encoded Rules of Virtual Communities 
To date, legal provisions that determine whether encoded rules of virtual commu-

nities are valid towards users are wanting. Bachmann’s legitimacy model suggests 

that insights into the general conditions of legitimacy of private rules can help to 

ascertain if there is a need for establishing legal review procedures to legitimize 

encoded rules towards users and, if so, to define appropriate criteria for this re-
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view (1.). By contrast, there do exist legal provisions that establish whether en-

coded rules can have a third-party effect on non-users. This suggests that, as with 

written rules of virtual communities, we can evaluate the legitimacy of encoded 

rules towards non-users on the basis of existing legal provisions that need to be 

interpreted in light of the general conditions of legitimacy of private rule-making 

(2.). 

1. The Legitimacy of Encoded Rules towards Users 
We will first argue that there is a need for the establishment of a legal procedure 

for reviewing encoded rules in order to legitimize them towards users (a.). Subse-

quently, we can use insights into the general conditions of legitimacy of private 

rule-making to identify adequate criteria for this legal review (b.).  

a. The Need for a Review Procedure for Encoded Rules 
Bachmann’s legitimacy model suggests that there is only reduced need for the 

establishment of a legal procedure for reviewing encoded rules if they are already 

legitimized by the voluntary and informed consent of users, or if there are other 

non-legal mechanisms that increase their legitimacy.  

To begin with we have seen earlier that non-legal mechanisms, such as user 

exit or direct internet voting systems that may (as was the case with Lambda-

MOO’s voting system)847 allow users to vote on encoded rules are largely lacking. 

Nevertheless, the interests of rule-makers and rule addressees may coincide re-

garding certain encoded rules. In this case, there is less risk of exploitative rule-

making, which reduces the need for legal review. Examples are encoded game 

rules which exclusively serve the shared interest of providers and players in a 

smooth and straightforward course of the game.848 For example, the code of World 

of Warcraft only enables high-level players of the rogue class to learn lock pick-

ing. We can assume that there is no divergence of interest between providers and 

users regarding this rule since it preserves game balance, which benefits all play-

ers. Hence the rule should not be subject to legal review. 

                                                            
847  See supra at 46.  
848  Cf. supra at 119–20 where we argued that written game rules are not subject to legal re-

view provided that they only have in-game effects and do not entitle the provider to impose 
sanctions on users.  
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Furthermore where users cannot switch seamlessly between virtual commu-

nities or express their consent through direct internet voting, we cannot assume 

that users give their voluntary and informed consent to individual encoded rules. 

Most often, they only implicitly approve the provider’s general power to establish 

rules embodied in computer code. To begin with, it is likely that, in most cases, 

users do not even know the content of individual encoded rules. But even where 

they do, encoded rules are not entirely legitimized by user consent. This is be-

cause, as in the case of written rules of virtual communities, users are generally 

not involved in the process of rule formation. On the contrary, providers tend to 

unilaterally create code.849 For example, if Facebook plans to increasingly use 

software instead of content moderators to detect and take down unwanted user 

content, the company’s programmers can simply upgrade their filter systems over-

night without any prior consultation of the users. Not only providers of social 

networks, but also providers of virtual worlds govern their communities through 

one-sided code modifications. To give an illustration, in 2005, Blizzard unilater-

ally decided to modify World of Warcraft’s game software, which restricted the 

abilities of players of the warrior class.850 Their reaction was to organize World 

of Warcraft’s supposedly first in-game protest, the ‘gnome’s walk’.851 Players af-

fected by the software modification created gnomes and gathered in one of the 

capital cities of the virtual world, the City of Ironforge, to express their disagree-

ment with Blizzard’s decision.852 Another example of a unilateral code modifica-

tion that sparked in-world protests was the introduction of a tax on virtual items 

by the provider Linden Lab in the virtual world of Second Life.853 The occurrence 

                                                            
849  See Risch, ‘Virtual Rule of Law’, 38; J. Grimmelmann, ‘Virtual World Feudalism’, Yale 

Law Journal Pocket Part 118 (2009), 126–30, at 127. 
850  See B. Neitzel, ‘Performing Games: Intermediality and Videogames’ in G. von Ripple 

(ed.), Handbook of Intermediality: Literature – Image – Sound – Music (Berlin: De Gruyter, 
2015), 584–604, at 596. 

851  See ibid., 596. 
852  See ibid. 
853  See W. J. Au, Tax Revolt in Americana!, Blog entry, 12 September 2003. 

http://nwn.blogs.com/nwn/2003/09/tax_revolt_in_a.html (12 February 2020). Archived at 
https://web.archive.org/web/20180718141138/http://nwn.blogs.com/nwn/2003/09/tax_re-
volt_in_a.html. There is controversy over the significance of this event. See B. S. Noveck, ‘The 
State of Play’, New York Law School Law Review 49 (2004), 1–18, at 3 (considering this protest 
an example of political activism in virtual worlds). But cf. F. R. Farmer, RE: [MUD-Dev] The 
State of Play: On the Second Life Tax Revolt, Blog entry, 23 September 2003 (arguing that “this 

http://nwn.blogs.com/nwn/2003/09/tax_revolt_in_a.html
https://web.archive.org/web/20180718141138/http:/nwn.blogs.com/nwn/2003/09/tax_revolt_in_a.html
https://web.archive.org/web/20180718141138/http:/nwn.blogs.com/nwn/2003/09/tax_revolt_in_a.html
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of user protests can be considered a symptom of a lack of mechanisms that allow 

community members to participate in the development of encoded rules. In the 

absence of such mechanisms, protests are the only way users can make their voice 

heard.  

However, while users do not express their voluntary and informed consent 

to individual encoded rules, they at least voluntarily submit to the provider’s gen-

eral power to establish encoded rules, albeit only implicitly. Users will have dif-

ficulties understanding that providers of virtual communities deliberately use 

code to regulate user behavior. They will rather assume that providers opt for a 

specific code design for merely technical reasons and hardly realize that provid-

ers, in a similar manner as legislators, often “codify political choice” 854.This im-

plies that users are often not aware of the “man behind the curtain”855 who is 

pulling strings behind the scenes. Let us again take the example of AOL, whose 

code design did not allow more than 23 people to be in a chat room at once, with 

the effect that a larger number of AOL users could not gather to protest against 

the platform’s policy.856 In this case, it is likely for users to presume that the lim-

itation of the number of chat members is a “neutral technological solution”857 ra-

ther than a deliberate design choice. The example illustrates that users will regu-

larly fail to explicitly approve the provider’s power to create encoded rules.  

Nevertheless, when signing up to a virtual community, users are at least 

aware of the fact that they are coming into contact with code architecture created 

by providers. Users know that they must use the provider’s hard- and software to 

participate in the virtual community. Even if they may not realize that providers 

deliberately use code as a regulatory tool, they can grasp the fact that the techno-

logical infrastructure will have an impact on their behavior. It is evident that the 

                                                            
is all much ado about nothing”). http://habitatchronicles.com/2007/01/ (12 February 2020). Ar-
chived at https://web.archive.org/web/20191012110200/http://habitatchronicles.com/2007/01/.  

854  L. Lessig, ‘The Constitution of Code: Limitations on Choice-Based Critiques of Cyber-
space Regulation’, CommLaw Conspectus: Journal of Communication Law and Policy 5 (1997), 
181–92, at 184. For the political dimension of code design see also Grimmelmann, ‘Virtual 
Power Politics’, 146 (“Every decision made by the designers of a virtual world is a political de-
cision.”) 

855  Grimmelmann, ‘Regulation by Software’, 1737. 
856  See Lessig, Code, 90–91. 
857  Karavas, ‘Governance of Virtual Worlds and the Quest for a Digital Constitution’, 157. 

http://habitatchronicles.com/2007/01/
https://web.archive.org/web/20191012110200/http:/habitatchronicles.com/2007/01/
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“coding authority”858 consciously or unconsciously sets the boundaries within 

which users can draw on the services of providers. A player of a virtual world 

knows that her character won’t be able to fly if the game designer does not enable 

her to fly. A user of AOL accepted that she would not be able to gather in a chat 

room with more than 23 people if the provider of AOL did not allow her to do so. 

Hence, when users log into a virtual community, they at least implicitly accept 

that providers will impose encoded rules on them.859  

In sum, encoded rules are not based on the voluntary and informed consent 

of users. The latter rather implicitly submit themselves to the general power of 

providers to create encoded rules. While encoded rules are thus not entirely legit-

imized by user consent, the element ‘consent’ is, as a baseline, not entirely absent. 

In such a case, Bachmann’s combinatory legitimacy model suggests that there is 

a need to establish a legal review procedure that protects users against exploitative 

code rules. This would ensure that encoded rules serve the common good860 and 

legitimize encoded rules that do not derive sufficient legitimacy from user consent 

towards members of a virtual community. In the following section, we will try to 

establish criteria for the required legal review of encoded rules. 

b. Criteria for the Legal Review of Encoded Rules  
The last section argued that encoded rules, much like written rules of virtual com-

munities, are only legitimate if they are subject to a legal review that protects 

users against exploitation and ensures that they serve the common good of users. 

We shall now try to use the insights into the conditions of legitimacy of private 

rules to define appropriate legal criteria for this review. Bachmann’s legitimacy 

model suggests that, to determine criteria for legal review of encoded rules, we 

can take inspiration from existing legal safeguards against exploitative private 

rules such as provisions on the validity of standard contract terms. We have seen 

that those provisions reflect the general principle that, wherever a private rule is 

                                                            
858  Castronova, Synthetic Worlds, 8. 
859  Cf. Hoffmann-Riem, ‘Verhaltenssteuerung durch Algorithmen’, 23 (arguing that the 

consent of the user at least implicitly includes the agreement that providers may replace legal 
requirements that govern user behavior by algorithms as an instrument of ‘techno-regulation’).  

860  In this context, the term ‘common good’ is understood to mean the good of the group. 
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not entirely legitimized by the consent of its addressees, legal requirements re-

garding the transparency and content of private rules protect the rule addressees 

against exploitation, which ensures that the rules are additionally legitimized by 

reasons of the common good861.862 Encoded rules are private rules that are not 

entirely legitimized by user consent. Therefore, it is necessary to establish legal 

requirements regarding the transparency and content of encoded rules to legiti-

mize them towards users. In a first step, we try to conceive of adequate transpar-

ency requirements for encoded rules (aa). Subsequently, we seek to define appro-

priate criteria for content control of encoded rules (bb).  

aa. The Transparency of Encoded Rules 

To determine appropriate transparency requirements that shall apply to encoded 

rules, we cannot take inspiration from existing legal transparency requirements 

(e.g. § 307 para. 1 cl. 2 BGB) because encoded rules differ from traditional types 

of private rules, such as standard contract terms, in that they are not formulated in 

a natural language but embodied in a technology.  

Traditional private rules, such as standard contract terms and rules of private 

associations, are all formulated in natural language. Existing transparency re-

quirements that apply to these traditional forms of private rule-making thus limit 

themselves to requiring private rule-makers to formulate rules in a comprehensi-

ble manner and to ensuring their accessibility. According to the transparency prin-

ciple of § 307 para. 1 cl. 2 BGB, for instance, provisions in standard contract 

terms must be clear and comprehensible for the contracting party.  

Encoded rules, by contrast, are not formulated in natural language. They are 

rather embodied in a software that runs on a hardware. The software is a computer 

program that interprets and translates rules in several steps. It “cascade[s] levels 

of representation one on top of another”863. In highly simplified terms, at the high-

est level of representation, programmers translate the rule they want to implement 

into a programming language.864 At a lower level, this programming language is 

                                                            
861  In this section, the term ‘common good’ is understood to mean the good of the group. 
862  See supra at 114–15.  
863  T. Winograd and F. Flores, Understanding Computers and Cognition: A New Founda-

tion for Design (Boston: Addison-Wesley, 1986), 87. 
864  See ibid., 88–89. 
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represented by “logical patterns of trues and falses”, which are, on the lowest 

level, represented by “activity in the physical components”865 of the computer 

hardware. A rule embodied in code thus only exists in the form of different tech-

nical representations in varying degrees of abstraction. Unlike other forms of pri-

vate rule-making, an encoded rule is not represented in natural language on any 

level of representation. Therefore, we cannot simply apply existing transparency 

requirements to encoded rules. In contrast, we must rather take into account the 

special characteristics of code when seeking to define adequate transparency re-

quirements.  

There are two main possibilities of making code rules transparent. A first possi-

bility is to require providers to disclose a technical representation of the rule. We 

have seen that a code rule exists in the form of many different technical represen-

tations in varying degrees of abstraction. The disclosure of technical representa-

tions at lower levels of the program, where the rule is represented in the form of 

logical patterns of trues and falses or, at an even lower level, by activities in the 

physical components of computers would certainly not increase the transparency 

of encoded rules as no one would understand those representations. Moreover, it 

would often be impossible for providers to disclose those representations of the 

rule as programmers lose control over the activity of computers at lower levels of 

representation.866 Therefore, only a disclosure of technical representations of en-

coded rules on higher levels of representation, particularly on the level of the pro-

gramming language, can increase their transparency. This is what Lessig advo-

cates. Arguing that encoded rules should be at least as transparent as legal rules, 

he strongly endorses the use of open code, understood as a form of code whose 

functionality is transparent at least to those with sufficient technological know-

how.867 But he suggests that even a specific type of closed code, which is a form 

of code whose functionality is generally opaque,868 could provide transparency if 

                                                            
865  Ibid., 87–88. 
866  See ibid., 88. See also Grimmelmann, ‘Regulation by Software’, 1735 (arguing that “it is 

possible to have a well-functioning software system whose reasoning is inscrutable even to its 
creators”). 

867  See Lessig, Code, 328. 
868  See ibid., 139. Lessig admits that one can make educated guesses about the functioning 

of closed code and also points to the possibilities of reverse engineering. But he argues that at 
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providers created their programs out of different components whose individual 

functions and regulation are transparent.869 As different car parts disclose the 

functionality of a car although the precise inner workings of individual parts may 

be unknown, such ‘modular’ code is capable of revealing the functionality of the 

overall code architecture without any need to disclose the entire source code.870  

A second possibility of increasing the transparency of encoded rules is to oblige 

providers to describe the functioning of code rules in natural language and make 

those descriptions available to the public. The GDPR contains transparency pro-

visions that already place similar requirements on data controllers. These trans-

parency provisions can serve as a model for the establishment of transparency 

requirements for encoded rules of virtual communities that oblige providers to 

describe code in natural language. Under Art. 13 para. 2 lit. f and Art. 14 para. 2 

lit. g GDPR, the data controller has the legal duty to inform the data subject about 

the existence of automated decision-making processes and the ‘logic involved’ in 

such processes.871 To comply with this requirement, the data controller must also 

provide information about the functioning of the software, that is, its composition, 

structure and operational steps of data processing. Trade and company secrets 

along with intellectual property rights in the software may only restrict but do not 

nullify the data controller’s legal duty to inform. If data controllers are not able to 

explain how automated decision-making processes function, they are not allowed 

to use them.872 

The transparency provisions of the GDPR can be interpreted as requiring a 

coding authority, the data controller, to describe the functioning of software, in 

this case automated decision-making processes, in natural language. Transpar-

ency requirements of this type could also increase transparency of encoded rules 

of virtual communities. 

                                                            
least “from the technology itself, there is no reasonable way to discern what the functionality of 
the technology is”. 

869  See ibid., 328. 
870  See ibid. 
871  See A. Dix, ‘Art. 13 DSGVO’ in S. Simitis, G. Hornung and I. Spiecker named Döh-

mann (eds.), Datenschutzrecht (Baden-Baden: Nomos, 2019), at para. 16. 
872  See ibid. 
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While transparency requirements under the GDPR may serve as a blueprint 

for the establishment of transparency requirements that could apply to encoded 

community rules, we can regard Facebook’s community standards as an example 

of what a description of an encoded rule in natural language can look like in prac-

tice. The document describes what kind of content artificial intelligence tools 

(and, at least up to now, human content moderators) delete and explains the ra-

tionale behind these policies. To give an example, Mark Zuckerberg claims that 

Facebook’s artificial intelligence systems identify 96 % of the nudity that the pro-

vider takes down.873 Section 13 of Facebook’s Community Standards explains 

why Facebook does not allow certain posts that contain nudity or depictions of 

sexual activity, provides definitions of nudity and sexual activity and contains a 

list of examples of posts that are covered by these definitions.874  

The first approach, which requires providers to use an open code architecture (or 

at least more modular closed code), results in greater transparency of encoded 

rules than the second approach. A technical representation of an encoded rule pro-

vides a more nuanced and up-to-date picture of the rule than a description of its 

content in natural language. The use of open code reveals the way in which the 

program (technically) implements the content of the rule. Compared to this, a de-

scription of an encoded rule in natural language can only provide a rough approx-

imation of the rule’s deeper functioning. We have seen that encoded rules exist in 

the form of different technical representations in varying degrees of abstraction. 

The description of an encoded rule in natural language constitutes an even more 

abstract representation of the rule than a technical representation of the rule on 

the level of programming language.  

                                                            
873  See M. Zuckerberg, A Blueprint for Content Governance and Enforcement, Blog entry, 

15 November 2018. https://www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-content-
governance-and-enforcement/10156443129621634/ (12 February 2020). Archived at 
https://web.archive.org/web/20200212101201/https://www.facebook.com/notes/mark-zucker-
berg/a-blueprint-for-content-governance-and-enforcement/10156443129621634/.  

874  See clause 15 of Facebook’s Community Standards. http://www.facebook.com/commu-
nitystandards/ (11 February 2020. Archived at https://web.ar-
chive.org/web/20191025113412/http://www.facebook.com/communitystandards/. 

https://www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-content-governance-and-enforcement/10156443129621634/
https://www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-content-governance-and-enforcement/10156443129621634/
https://web.archive.org/web/20200212101201/https:/www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-content-governance-and-enforcement/10156443129621634/
https://web.archive.org/web/20200212101201/https:/www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-content-governance-and-enforcement/10156443129621634/
http://www.facebook.com/communitystandards/
http://www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
https://web.archive.org/web/20191025113412/http:/www.facebook.com/communitystandards/
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However, a legal obligation of providers to disclose a technical representa-

tion of code is problematic from a legal point of view because the design of hard-

ware and software components may constitute a trade or company secret and is 

protected under copyright law.875 A legal duty to describe the functioning of en-

coded rules in natural language may also affect the provider’s intellectual property 

rights, but, compared to a legal duty to reveal technical representations of code, 

such a legal obligation would be less intrusive. Moreover, the existing transpar-

ency requirements of the GDPR show that it is possible to limit the provider’s 

obligation to describing encoded rules in natural language in cases where such an 

obligation would disproportionately interfere with the provider’s intellectual 

property rights. Finally, and most importantly, an open code architecture only in-

creases the transparency of encoded rules towards those who have the technolog-

ical savvy to understand how code functions. A legal requirement to use open 

code would therefore only protect technically well-informed users against abusive 

code rules. To ensure the transparency of encoded rules towards all users and to 

avoid conflicts with copyright law, the second solution, which aims to require 

providers to describe the functioning of code rules in natural language, is therefore 

preferable. The representation of encoded rules in natural language will also allow 

for content control of encoded rules.  

bb. Content Control of Encoded Rules 

While the unintelligibility of encoded rules currently hinders courts from review-

ing their content, a transparency requirement obliging providers to describe the 

functioning of encoded rules in natural language would do away with this obsta-

cle. To determine appropriate standards for content control of encoded rules, we 

can take inspiration from the legal standards applying to written rules of virtual 

communities that we worked out earlier.876 This suggests that the content review 

of encoded transaction rules is to be carried out in accordance with conventional 

                                                            
875  See B. P. Paal and M. Hennemann, ‘Meinungsvielfalt im Internet: Regulierungsoptionen 

in Ansehung von Algorithmen, Fake News und Social Bots’, Zeitschrift für Rechtspolitik 50 
(2017), 76–79, at 78. But see Lessig, Code, 329 (criticizing U.S. intellectual property law for 
“work[ing] against publicity and transparency, and help[ing] to produce, in effect, a massive se-
cret government” and therefore preferring to advocate for amendments to intellectual property 
law). 

876  See supra at 115ff.  
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contract law criteria, whereas encoded rules of conduct need to be checked against 

fundamental rights.  

If we regard Facebook’s community standards as being a (partial) represen-

tation of the social network’s encoded rules in natural language, as suggested 

above,877 legal review of Facebook’s community standards shows us how content 

control of encoded rules may be carried out in the future. Akin to Facebook, pro-

viders of others virtual communities will describe the functioning of their code in 

natural language. While Facebook voluntarily decided to do so, in the future, pro-

viders will have a legal obligation to outline the content of encoded rules in natural 

language. As in the case of Facebook’s community standards, courts will then 

review the content of encoded rules pursuant to similar criteria as those applicable 

to the written rules of virtual communities.  

While there is a need for establishing new legal requirements concerning the 

transparency and content of encoded rules in order to legitimize them towards 

users, legal provisions on whether encoded rules can have a third-party effect are 

already in place.  

2. The Legitimacy of Encoded Rules towards Non-Users 
Existing legal provisions that need to be interpreted considering the general con-

ditions of legitimacy of private rule-making already indicate whether encoded 

rules are legitimate towards non-users. Provisions of fair-trading law that apply 

to any kind of rules of virtual communities regardless of their form, whether they 

are contained in standard contract terms or embodied in code,878 allow for a legal 

review of encoded rules with extra-community effects. The Federal Court of Jus-

tice held, for instance, that the use of a code feature of Facebook, the ‘Friend 

Finder’, which automatically sent unsolicited invitation and reminder emails to 

friends of Facebook users who were not necessarily members of the community, 

was prohibited under fair-trading law.879 The court argued that the invitation and 

reminder emails constituted a form of prohibited advertising under § 7 UWG, 

                                                            
877  See supra at 194.  
878  See Wielsch, ‘Die Ordnungen der Netzwerke’, 83. For the applicability of fair-trading 

law to standard contract terms see supra at 181ff. 
879  See BGH, GRUR 2016, 946.  
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which stipulates that advertising by email is only permissible if the recipient ex-

plicitly declares her consent.880 The case suggests that fair-trading law provides 

legal instruments for the prevention of negative externalities of encoded rules of 

virtual communities. This is consistent with Bachmann’s legitimacy model, which 

indicates that encoded rules are generally illegitimate towards non-users who have 

not consented to them.  

3. Conclusion 
This section argued that existing legal mechanisms, namely fair-trading law, en-

sure that encoded rules have no illegitimate effects on non-users. In contrast, there 

is a need to establish new code-specific transparency requirements and put in 

place legal procedures that allow for content control of encoded rules in order to 

ensure their legitimacy towards users. To determine adequate criteria for the legal 

review of code, we suggested that we can take inspiration from the legal standards 

that apply to written rules of virtual communities.  

In making the case for legal review of encoded rules, we are in good com-

pany with other legal scholars like Teubner, who argues that the possibility of 

challenging encoded rules before courts is even more crucial than content control 

of standard contract terms:  

In this context, judicial control, as well as other forms of public con-
trol over the meta-norms of the code, are far more important than com-
parable oversight of standard contract terms or the terms used by pri-
vate associations in the real world.881 

C. Conclusion 
The aim of this part was to develop a well-suited model for analyzing the legiti-

macy of rules of virtual communities. For this purpose, we built on the theoriza-

tions of Bachmann, who developed a general legitimacy model for private rules. 

According to this model, private rules derive their legitimacy from consent or, 

additionally, from the fact that they serve the common good,882 the latter being 

ensured by certain safeguards against exploitation. This part aimed to demonstrate 

                                                            
880  See ibid., 948ff. 
881  Teubner, ‘Horizontal Effects of Constitutional Rights in the Internet’, 204. See also 

Teubner, ‘Societal Constitutionalism’, 22. 
882  In this section, the term ‘common good’ is understood to mean the good of the group. 
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that we can use insights into these conditions of legitimacy to determine the legit-

imacy of rules of virtual communities.  

On the one hand, we found that written rules are generally not fully legitimized 

by user consent. They are thus only legitimate towards users if there are effective 

safeguards in place to protect users against exploitation. The existing legal frame-

work provides such safeguards, especially in the form of transparency require-

ments and content control. Hence, written rules of virtual communities are, in 

principle, legitimate towards users if they comply with existing legal provisions. 

However, there are two important exceptions to this that arise from the fact that 

existing legal provisions need to be interpreted taking into consideration the le-

gitimacy model that underlies private law. First, the application of existing legal 

provisions to written rules must take account of whether there are non-legal mech-

anisms that increase the legitimacy of written rules towards users. This would 

require adjusting the level of intensity of legal review. Second, there is a need to 

constantly check if the current legal framework still provides sufficient protection 

against exploitative rules. If this is not the case, it is necessary to apply a stricter 

(constitutional) standard of review.  

While written rules are generally legitimate towards users if they comply 

with existing legal provisions, they are generally illegitimate towards non-users. 

This is because non-users do not consent to them. The existing legal framework 

reflects this principle. It only allows exceptions to the rule that written rules have 

no third-party effect in very special circumstances, for instance where non-users 

disrupt the contractual relationship between providers and users. Our legitimacy 

model suggests that such exceptions shall be construed strictly. 

On the other hand, we found that encoded rules are not fully legitimized by user 

consent, either. However, unlike in the case of written rules, the existing legal 

framework does not provide safeguards against exploitative encoded rules. There-

fore, there is a need for establishing legal procedures that allow for a review of 

encoded rules of virtual communities in order to legitimize them towards users. 

There are two factors which would legitimize encoded rules towards users: code-

specific transparency requirements according to which providers would have to 

explain the functioning of encoded rules in natural language and content control 
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of encoded rules in accordance with similar criteria as those applicable to written 

rules of virtual communities.  

 By contrast, legal provisions that reflect the principle that encoded rules are 

illegitimate towards non-users because non-users do not consent to them already 

exist, namely in the area of fair-trading law.  

The following chart illustrates the findings of this part:   
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Figure 2 The legitimacy of rules of virtual communities 
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Now that we have determined the conditions of legitimacy of rules of virtual com-

munities, we can provide the following answer to our initial question of appropri-

ate legal responses to the rules of virtual communities:  

The official legal system should not ignore or blindly enforce rules of virtual 

communities.  

It should only enforce written rules of virtual communities towards users in 

three cases: First, the rules comply with existing legal provisions and those pro-

visions effectively protect users against exploitation. Second, there are non-legal 

mechanisms in place that legitimize the rules towards users. Third, the existing 

legal framework does not provide effective safeguards against exploitation and 

the rules comply with a stricter (constitutional) standard of review. 

By contrast, the legal system should generally prohibit written rules insofar 

as they have negative effects on non-users. Existing legal exceptions that apply in 

cases where non-users disrupt the contractual relationship between users and pro-

viders shall be construed strictly. 

What is more, there is a need to codify encoded rules and to establish legal 

requirements regarding their transparency and content in order to legitimize them 

towards users.  

Finally, the official legal system should prohibit encoded rules that have 

negative extra-community effects. Fair-trading law already allows for an invali-

dation of encoded rules that negatively affect non-users. 

This section outlined a new legitimacy model for the rules of virtual com-

munities which allowed us to answer our research question. The final section of 

this part will evaluate the model according to the criteria for an adequate legiti-

macy model established in part IV.  

D. Evaluation  
The legitimacy model that we introduced in this part largely meets the criteria for 

an adequate legitimacy model for rules of virtual communities that we developed 

on the basis of the existing legitimacy models. However, as we will now illustrate, 

it has one major shortcoming.  

To begin with, the model does justice to the fact that it is rather unlikely that 

legitimate rules will develop in the shadow of the law. It does not rely on the 
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development of non-legal mechanisms to legitimize rules of virtual communities. 

Therefore, it suggests that the rules need to be subject to a review according to 

external legal standards in order to ensure their legitimacy. At the same time, our 

proposal is flexible enough to account for the fact that there might exist non-legal 

mechanisms that legitimize rules of virtual communities. It acknowledges that, in 

such cases, there is less need for legal review. Furthermore, our approach stipu-

lates that rules of virtual communities are legitimate if they are based on user 

consent but acknowledges that heteronomous rules which are only weakly legiti-

mized by consent can be legitimized by other means. However, our proposal does 

not advocate for a direct application of constitutional principles to heteronomous 

rules of virtual communities in order to evaluate their legitimacy as this turned 

out to be problematic in several respects. Our model rather assumes that heteron-

omous rules are legitimate if they can derive additional legitimacy from the fact 

that they serve the common good883. This, in turn, requires effective safeguards 

against exploitation. According to our approach, private law requirements, espe-

cially those regarding the transparency and content of rules of virtual communi-

ties, provide such safeguards. It suggests that constitutional law, particularly fun-

damental rights, can provide legal safeguards against exploitative rules. Yet, they 

shall only apply to rules of virtual communities where private law fails to provide 

sufficient protection against exploitation. Finally, the model leaves open the pos-

sibility of invalidating rules of virtual communities that conflict with external so-

cial core values even if those rules are legitimate.  

While our legitimacy model thus combines many advantages of existing le-

gitimacy models for rules of virtual communities, it has one significant downside: 

It relies on the application of German law to global rules of virtual communities, 

which in itself raises legitimacy issues.  

 

 

                                                            
883  In this context, the term ‘common good’ is understood to mean the good of the group. 
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Part VI: Summary 
Throughout this analysis, we examined the following research question: How 

should the official legal system respond to the rules of virtual communities? 

Should it ignore, prohibit, enforce or codify them? We started out from the prem-

ise that, in order to answer this question, we needed to work out the conditions of 

rule legitimacy.  

To this end, we first suggested a classification of the rules of virtual communities 

based on their form (written rules and encoded rules), their function (transaction 

rules and rules of conduct) and their effects (rules that affect users and rules that 

additionally or exclusively affect non-users). We assumed that a rule may raise 

different legitimacy issues depending on the category it belongs to. 

Subsequently, we analyzed three major legitimacy models for the rules of virtual 

communities that can be found in pertinent literature: The self-governance model 

assumes that non-legal mechanisms, such as user exit, the bottom-up formation 

of social norms and direct internet voting systems, guarantee that the rules of vir-

tual communities are based on user consent and are therefore legitimate. The state 

constitutional model, in turn, advocates for a judicial review of the rules of virtual 

communities according to constitutional principles in order to ensure their legiti-

macy. Finally, the civil constitutional model suggests that state actors (alongside 

other societal actors) can stimulate constitutionalization processes that take place 

within virtual communities and that may lead to the emergence of civil constitu-

tions that perform the legitimizing function of state constitutions towards rules of 

virtual communities.  

  We then moved on to discuss the strengths and weaknesses of these models. 

In a nutshell, we argued that the self-governance model overestimates the poten-

tial to realize legitimate self-governance in virtual communities. Providers of con-

temporary virtual communities are often monopolistic companies that have no in-

terest in users migrating to other communities with more favorable rules or in 

them taking any active part in the process of rule formation. The state constitu-

tional model, in turn, holds providers accountable to the same constitutional stand-

ards as state actors, which is incompatible with the Basic Law. Finally, the civil 
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constitutional model cannot guarantee that a legitimate order will effectively 

emerge in virtual communities.  

Although we found that none of the existing legitimacy models are entirely con-

vincing, we could identify several key ideas within these models which should be 

retained and developed further. Based on these key ideas, we established criteria 

that a legitimacy model well suited for analyzing the legitimacy of private rules 

of virtual communities would have to satisfy. We found that such a model would 

have to acknowledge that there is a need for a review of the rules according to 

external legal standards because the rules are not necessarily legitimized by non-

legal mechanisms. At the same time, it would have to allow for a flexible appli-

cation of these legal standards in cases where non-legal mechanisms ensure the 

rules’ legitimacy. Furthermore, it would have to consider consent to be the major 

source of legitimacy of the rules of virtual communities while recognizing that 

heteronomous rules can be legitimized by other means. In this context, it would 

have to account for the fact that constitutional law is not the only body of law that 

addresses legitimacy issues raised by heteronomous forms of rule-making. There 

is also a conception of legitimacy of heteronomous rule-making that exists within 

the core of private law. Therefore, private law provisions, not necessarily consti-

tutional law provisions, might be used for evaluating the legitimacy of heterono-

mous rules of virtual communities. What is more, we found that an adequate le-

gitimacy model for rules of virtual communities would have to allow for an inval-

idation of rules that conflict with external social core values—even where the 

rules can be considered legitimate. Finally, it would have to account for the legit-

imacy issues that arise where individual states apply their domestic legal stand-

ards to the transnational rules of virtual communities.  

We then sought to develop a new legitimacy model that is consistent with the 

above-mentioned criteria. Our proposal builds on a theory by Bachmann, who 

developed a general legitimacy model for private rule-making. According to this 

model, private rules are legitimate both if they are based on the voluntary and 

informed consent of the rules’ subjects or, if they are only weakly legitimized by 

consent, if they additionally derive legitimacy from the fact that they serve the 
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common good884. The latter is given if there are effective safeguards that protect 

dissenters against exploitation.  

Bachmann suggests that existing positive law provisions reflect the princi-

ples within his model. For instance, standard contract terms are only weakly le-

gitimized by the consent of their addressees. To compensate for this lack of legit-

imacy, § 305 et seq. BGB provide safeguards against abusive standard contract 

terms. These safeguards ensure that the terms serve the common good of the con-

tracting parties. Standard contract terms that comply with § 305 et seq. BGB can 

thus derive their legitimacy from two sources—consent and common good.  

Insights into the fundamental conditions of legitimacy of private rules can 

inform German legal doctrine. They can inform the application of existing legal 

provisions to conventional forms of private rules, such as standard contract terms. 

This has two major implications. First, there is less need for legal review of stand-

ard contract terms where non-legal mechanisms already ensure their legitimacy. 

Second, where § 305 et seq. BGB fail to offer sufficient protection against abusive 

standard contract terms, it is necessary to apply a stricter (constitutional) standard.  

Furthermore, insights into the general conditions of legitimacy of private 

rules can inform the further development of law with respect to novel forms of 

private rules not covered by the existing legal framework. They suggest that novel 

forms of private rules not already legitimized by non-legal mechanisms shall be 

subject to legal review. To determine appropriate standards for this review, Bach-

mann’s legitimacy model indicates that we can take inspiration from existing legal 

provisions on the validity of private rules.  

In the remainder of this work, we applied his theory to rules of virtual communi-

ties in order to determine their legitimacy.  

In a first step, we evaluated the legitimacy of written rules of virtual com-

munities. We found that they are covered by the existing legal framework and 

thus legitimate if they comply with existing legal provisions. These provisions 

need to be interpreted in light of the fundamental conditions of legitimacy that 

underpin German private law. 

                                                            
884  In this section, the term ‘common good’ is understood to mean the good of the group. 
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We first analyzed the legitimacy of written rules towards users. We argued 

that written rules of virtual communities are legitimate towards users if they com-

ply with § 305 et seq. BGB. Legal transparency (§ 307 para. 1 cl. 2 BGB) and 

content requirements (§ 307 et seq. BGB) constitute the most important legal safe-

guards against exploitative written rules of virtual communities. They ensure that 

written rules serve the common good of users and compensate for the fact that the 

rules are only weakly legitimized by user consent.  

Interpreting those legal standards considering the conditions of legitimacy 

that underpin German private law has two major implications: Firstly, the exist-

ence of non-legal mechanisms that legitimize written rules towards users, such as 

the possibility of users to seamlessly switch between virtual communities or, as a 

second example, direct internet voting systems, reduces the need for legal review. 

Secondly, where the existing legal framework fails to provide sufficient protec-

tion against abusive written rules, it can be necessary to hold providers accounta-

ble to a stricter (constitutional) standard. Stricter fundamental rights standards al-

ready apply to rules of conduct. For example, courts consider the user’s right to 

freedom of expression a relevant factor when assessing anti-hate speech provi-

sions in community standards of social networks. 

Subsequently, we established that written rules of virtual communities are 

generally illegitimate towards non-users, since they are not legitimized by their 

consent. Under provisions of fair-trading law, written rules can have limited extra-

community effects insofar as non-users are prohibited from disrupting the con-

tractual relationship between providers and users. Yet, insights into the conditions 

of legitimacy of private rules suggest that these provisions are to be construed 

strictly.  

In a second step, we analyzed the legitimacy of encoded rules. Here again, 

we first analyzed their legitimacy towards users. Unlike in the case of written 

rules, legal provisions that determine whether encoded rules are valid towards 

users are lacking. Insights into the conditions of legitimacy of private rule-making 

suggest that encoded rules are only legitimate towards users if they can be subject 

to legal review. Exceptions only apply where non-legal mechanisms exist that 

legitimize encoded rules towards users, which is, however, most often not the 

case. The proposed legal review of encoded rules should assess the transparency 
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and content of encoded rules in particular because transparency and content con-

trol constitute the most important legal safeguards against exploitative private 

rules. Providers should be required to provide an explanation of encoded rules in 

natural language in order to ensure their transparency towards users. Legal re-

quirements regarding the content of encoded rules should correspond to those ap-

plicable to written rules of virtual communities.  

While there is a lack of legal provisions that determine whether encoded 

rules are valid toward users, fair-trading law already allows to review and invali-

date encoded rules that have negative effects on non-users. This is consistent with 

Bachmann’s legitimacy model, which indicates that encoded rules, like written 

rules of virtual communities, are generally illegitimate towards non-users as they 

are not legitimized by their consent and shall therefore not affect them.  

From these findings, it was possible to provide the following answer to our re-

search question: The official legal system should not ignore the rules of virtual 

communities. It should only enforce written rules of virtual communities towards 

users if they comply with the pertinent legal provisions on their validity. These, 

in turn, need to be interpreted in light of the fundamental conditions of legitimacy 

that underpin German private law. Furthermore, there is a need to codify encoded 

rules in order to ensure their legitimacy towards users. Finally, the official legal 

system should prohibit written and encoded rules that have negative effects on 

non-users. 

The assessment of our findings in light of the criteria for an adequate legitimacy 

model that we established earlier showed that our legitimacy model combines the 

advantages of the existing legitimacy models but has one major shortcoming: The 

evaluation of the legitimacy of rules of virtual communities according to German 

law raises legitimacy issues in itself as it might affect users from other states. With 

regard to users from the European Union, a greater approximation of the laws of 

the member states relating to rules of virtual communities would help reduce these 

issues. With respect to users from non-member states, the legitimacy problems of 

a unilateral application of domestic legal standards to rules of virtual communities 

persist. The use of country- or region-specific rulesets by providers alleviates 

these problems but, at the same time, complicates transnational user interactions. 
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Ultimately, only a global legal framework for the rules of virtual communities 

would completely resolve the problems of a unilateral application of domestic 

legal standards to the rules of these global collectives.  

Insights into the conditions of legitimacy of rules of virtual communities may in-

form the development of international and European solutions. While efforts are 

being made to find European solutions, the goal of developing an international 

solution seems to still be a long way off. Given the major differences which exist 

among the various legal systems that apply to rules of virtual communities, it 

seems unlikely that states will be able to develop a uniform global legal frame-

work. Outside the realm of the European Union, we can currently only try to make 

existing legal orders fit to address legitimacy issues raised by the private rule-

making of providers and, at the same time, hope that they put in place their own 

measures to increase legitimacy. This would reduce the need for an external legal 

review, so that legitimacy issues of unilateral state intervention may not arise in 

the first place. 

The overall aim of this research was to outline a virtual community–appropriate 

legal framework. To this end, we did not look at providers of virtual communities 

as intermediaries or gatekeepers, as is most often done, but as private entities that 

establish rules for communities, which raises legal legitimacy issues. This study 

suggests that adopting this perspective allows us to determine more appropriate 

legal standards that shall apply to providers of virtual communities—the key to 

addressing existing problems without over-regulating.885  

At a more fundamental level, this study generally confirmed the hypothesis 

that internet-related transnational normative arrangements are legitimatized by in-

tegration into national legal orders, at least with regard to rules of virtual commu-

nities and from the viewpoint of German law. Yet, again at least with regard to 

rules of virtual communities and from the viewpoint of German law, the study 

indicates that this hypothesis needs to be qualified in two directions: First, Ger-

man law must be able to cope with the legitimacy issues raised by internet-related 

                                                            
885 Cf. Schweitzer, ‘Digitale Plattformen als private Gesetzgeber’, 3–4 (arguing that Euro-

pean regulators should adopt a different perspective and acknowledge the rule-making function 
of providers in order to define appropriate legal standards, address existing problems and avoid 
overregulation). 
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transnational normative arrangements. This means that German law can only con-

fer legitimacy upon rules of virtual communities if it guarantees that the rules are 

sufficiently legitimized by consent and by reasons of the common good. Second, 

we pointed to the possibility that non-legal (community-own) mechanisms legiti-

mize rules of virtual communities. The existence of such mechanisms reduces the 

need for integrating them into German law.  

Promising directions for future research include analyzing the legitimacy of rules 

of virtual communities from the perspective of other jurisdictions. This would 

allow us to approach the legitimacy of rules of virtual communities from a com-

parative perspective and to stimulate a process of mutual learning across legal 

orders. Furthermore, there is a demand for more empirical studies on community-

own mechanisms, such as voting systems or intra-community appeal bodies (e.g. 

Facebook’s oversight board), that can increase the legitimacy of rules of virtual 

communities. Regarding the implementation of such mechanisms, studies of this 

kind may facilitate transfer of valuable knowledge from one provider of a virtual 

community to the other.  
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