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Abstract 

Introduction. This article analyses the marketing mechanisms of Dark Web drug trade focusing on 
advertising as information sharing. Key research questions are 1) vendors use to convince the potential
customers about the quality and service, 2) what kind of arguments do vendors try to build and how 
they do it? and 3) what kind of information is shared when illegal goods are advertised.
Methods. The data were collected from Utopia, which is an archive of the Finnish cryptomarket called 
Sipulimarket. The sample contained all advertisements from December 6, 2019 to March 19, 2020.
Analysis. All the advertisements were analysed by using a qualitative content analysis.
Results. Four main elements on which the marketing speech is based are 1) quality and 2) effects of the 
drugs (which we discuss here together), 3) price and 4) persuasiveness of the vendor. Together with the 
name of “drug store”, they make up the image. These elements are the types of information shared 
mostly when convincing customers about the products. In advertisements both persuasiveness and 
informative contents were shared.
Conclusions. By understanding the mechanisms used in illicit communication happening in the Dark 
Web, we get a new perspective on sharing information that requires anonymity.
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Introduction

The Internet’s importance in drug dealing has grown rapidly during the 2010’s. Especially Dark Web 
sites have become popular places from which to buy illicit drugs (Martin, et al., 2020). The main 
reasons for this are expected anonymity and access to cryptocurrencies (Foley, et al., 2019). The Dark 
Web is the visual part of what is known as darknet or dark net, a series of mostly non-indexed, 
pseudo-anonymous online sites. According to Gehl (2018), the most important difference between 
Dark Web and the more open parts of the Internet, also known as e.g., the Clear Web, is that the Dark 
Web can only be reached by using specially configured routing software, such as the Tor browser. 

The Dark Web has become an important channel to share illicit information about criminal activities, 
through forums, web shops and even advertisements (e.g., Gehl, 2021). Many drug vendors use it as 
their main marketing channel. From 2013 to 2016, the number of transactions on Dark Web drug 
markets tripled, and the revenues doubled at the same time (Kruithof, et al., 2016). Markets on the 
Dark Web can be roughly divided into mail-order based cryptomarkets, similar to web shops, and 
image boards, on which people facilitate face-to-face deals (Harviainen, et al., 2020). In addition to 
these, people in especially certain demographics (e.g., youths, cocaine users) may instead use social 
media on the Clear Web (Moeller, et al., 2020; Oksanen, et al., 2020). The first major cryptomarket 
created for trading drugs, Silk Road, started in 2011, and was shut down by law enforcement in 2013. 
Many have followed since. Cryptomarkets can be defined as 'an online marketplace platform bringing 
together multiple vendors listing mostly illegal and illicit goods and services for sale' (Aldridge and 
Décary-Hétu, 2016, p. 7). According to Aldridge and Décary-Hétu (2016), cryptomarkets are more 
business-to-business sites. Image boards have also other content, such as discussions about drug 
culture. Local cryptomarkets and image boards have become increasingly important (Norbutas, 2018), 
and especially smaller deals are conducted by using them.

This study analyses information sharing on the Dark Web, using drug sales as an example. This 
investigation is a new approach to the subject, as research on drug sales has concentrated mainly on 
topics such as the types of illicit substances sold and their prices (Dolliver, 2015; Soska and Christin, 
2015; Dolliver and Kuhns, 2016; Nurmi, et al., 2017; Van Buskirk, et al., 2017), using dark net 
services and technology (Chrane and Kumar, 2015; Cilleruelo, et al., 2020; Moubarak, et al., 2017; 
Nurmi, 2019) and the information needs of drug users (Haasio, et al., 2020). The Dark Web and its 
technologies have been studied in various articles and books (e.g., Chen, 2011; Hurlburt, 2017; Gehl, 
2018). 

There has been very little previous research about information sharing on the Dark Web, however, 
conducted from the perspective of information research. Likewise, the study of marketing-related 
information practices there remains limited. Jia Tina Du (2012) has analysed how marketing 
professionals use and share information in their daily work. Du (2014) has also studied the information
journey, as she calls her model, of the marketing professionals including the information sharing 
aspect.

This article opens a new perspective to information sharing in another kind of information 
environment. Research has traditionally concentrated on contexts that are legitimate and open. In this 
case, everything is anonymous and illicit. This article also offers a new viewpoint to drug trading on 
the web, by analysing different ways in which online drug vendors are marketing their goods. This 
helps to understand the strategies and tactics of drug vendors. That makes this article unique.

Within information sciences, the research of dangerous and criminal information is, with some 
exceptions, rare. With the growing importance of the Dark Web, the special features of this 
information environment and their similarities with the features of the Clear Web must also be studied.
This article approaches the information network of the Dark Web by analysing the drug marketing 
taking place there from the perspective of information sharing. This empirical observation of the 
special features of the new information environment is a key contribution of this article to research in 



the field. As Burnett and Lloyd (2020) have pointed out, the hidden and forbidden should be examined
more closely.

Previous literature

Although the drug trade on the web has been studied especially during the last ten years, the angle of 
information sharing, marketing and advertising has not. Previous studies have e.g., not analysed the 
types of information shared. They have concentrated more on the types of products for sale, not the 
content of sales-promoting speech.

Ladegaard (2017) has shown that freebies and samples are one way to promote drugs also in 
cryptomarkets. His study is almost the only one analysing the ways to promote drug sales on the Dark 
Web cryptomarkets. Hämäläinen (2019) has analysed the usernames of drug vendors on the late 
AlphaBay market, showing that they often resemble or even plagiarise real-life commercial names. 
Meanwhile, Hämäläinen, et al. (2021) have noted that the users of the Finnish marketplace Torilauta 
quite rarely utilised such marketing strategies in their usernames.  

Certain studies have analysed the market shares of various drugs like cannabis and new psychoactive 
substances (e.g., Dolliver and Kuhns, 2016; Scourfield, et al., 2019; Windle, 2021), sellers’ reputations
(Nurmi, et al., 2017) or selling practices (Childs, et al., 2020). The use of cryptocurrencies in drug 
dealing has become popular because of the presumed anonymity (Kethineni, et al., 2018; Foley, et al., 
2019). This is in line with the ways in which cryptomarket vendors seek to minimise the perceived 
risks inherent in their activities (see e.g., Bakken and Demant, 2019; Grimani, et al., 2020).

Afilipoaei and Shortis (2015) have analysed the process of buying and selling drugs online, but their 
main interest has been in technical questions. Mackey and Liang (2013) have studied rogue Internet 
pharmacies, which sell prescription drugs and have used social media to advertise their products and 
services. According to their study, illicit pharmaceutical products significantly interest social media 
users. Undoubtedly, a link between prescription drug abuse and using illicit online pharmacies exists 
(Katsuki, et al., 2015). 

On image boards, the quality of drugs is discussed, as is building trust in vendors (Buxton and 
Bingham, 2015; Haasio, et al., 2020). These discussions can be understood as a part of marketing 
strategy. Trust creates the basis of successful marketing on the Dark Web (Laferrière and Décary-
Hétu, 2022). 

The content of marketing messages and advertisements have nevertheless not yet been systematically 
studied, nor has building the vendor’s image. Our article offers a new viewpoint to the Internet drug 
marketing business on the Dark Web by analysing the contents of advertisements in drug sales and 
showing how the vendors try building a convincing image for their business. All these aspects are 
forms of information sharing.

Conceptual framework and research questions

The research described above, focusing on the Dark Web and especially the drug trade that takes place
there, has inspired the authors to approach the topic from a marketing-as-information perspective. We 
see many similarities in the marketing of illegal products to the marketing of traditional consumer 
goods. For example, an important part of image and loyalty is 'a positive effect on the degree of 
satisfaction' like Molinillo, et al. (2017, p. 156) have noticed while analysing the online clothes 
shopping experience. On the other hand, when researching online drug trafficking, no attention has 
been paid in the past to the factors with which sales are promoted, and how drug vendors, like 
traditional entrepreneurs, try to create a customer-friendly and trustworthy image for their business. 
Like in the traditional online shopping, a customer’s satisfaction helps him/her to continue to buy 
products from the same vendor (see Hellier, et al., 2003).



When building an image for a business, the choice of name plays a major role (Ainiala, et al., 2012, 
pp. 210–211). A username is often the first thing, and often among the very few things, that the 
potential customer will learn about a vendor. Therefore, the name may have a great influence on the 
more precise evaluation of the vendor. By choosing a name these drug vendors and their virtual shops 
share information, which is included to the name.

The concept of image has several definitions as e.g., Stern, et al. (2001) have shown. According to 
Friedmann and Lessig (1987), image can be understood as consumers’ understanding and evaluation 
of a product. These two factors are notable in illicit drug sales. Based on this, our research questions 
are:

1) What kind of information is shared when illegal goods are advertised? 
2) What kind of arguments do vendors use to convince the potential customers about the 

quality and service, and what is their persuasiveness?
3) What kind image do the vendors try to build for their shop and how the image is built?

In our viewpoint information sharing has to be understood extensively. It includes not just sharing 
facts, but also sharing ideas, opinions, views, assumptions etc. This notion is based on Brenda 
Dervin’s broad interpretation of the essence of information, which emphasises that information is not 
only factual but also fixed and the subspecies of information mentioned above (Dervin, et al., 2003).

According to Savolainen (2017) information sharing can be understood as 'a set of activities by which 
information is provided to others, either proactively or upon request' (see also Sonnenwald, 2006). In 
the case of advertising, information sharing can be understood as a proactive act where sellers take an 
active role by providing information about their products. The differences and equalities of parallel 
concepts, knowledge sharing and information sharing, could be widely discussed (Savolainen, 2017). 
In this article, we use the concept of information sharing based on Wilson’s (2010) approach where he 
sees knowledge as something that involves understanding and learning.

Advertising consists of messages in different forms, used to e.g., support or facilitate the sales of 
goods or services. They are also paid material in media, but they are constructing contemporary 
consumer consciousness (Hackley, 1999). The advertising and information shared in drug 
advertisements also construct opinions about narcotics and their effectiveness, and build a positive 
attitude towards drug use. Advertising is also an important way to tell users where drugs are available, 
because this kind of information cannot be shared anonymously in other information environments.

Data and methods

The data were collected from Utopia (http://utopiaenjoycwvvp.onion/) which is an archive of the 
Finnish cryptomarket called Sipulimarket. Its moderator has collected all advertisements of 
Sipulimarket from December 6, 2019 to March 19, 2020. In some days, that sample was collected only
once, but sometimes even four times a day. The average is two samples a day. The data includes 
product information, feedback statistics, price lists, vendor store descriptions, PGP keys and login 
times. The data used in this study is freely available to all internet users, and according to the Utopia 
moderator, one of the purposes to publish the advertisements is to offer them for research.

The number of vendors varies during the time span studied. On 6th of December 2019, there were 18 
dealers selling their products, and on 19th of March 53 vendors had offered their products at 
Sipulimarket. The same ads often stay online for a longer time, but they are often removed when the 
supply is out, or new product information has been added to the ads, as necessary depending on the 
vendor’s products in stock. The quantity of 53 vendors is cumulative; all of them have not been active 
at the same time. Some older ones have vanished from the market, but there are new vendors who 
have replaced the old ones.

All of the advertisements were read through and analysed using a qualitative content analysis. In the 
analysis we paid particular attention to sales arguments and to the image built by and to the vendor. 



We sought to find the key discourses that appear in the announcements of various vendors and in 
introductory texts describing their activities. Through this analysis, we found the key themes of 
marketing speech, which are introduced in section 5.1. Based on them, we have outlined an image of 
what the vendors are building by relying on marketing speech. We have also analysed the vendors’ 
names to get more accurate understanding of the image they are building.

Pictures inserted in the messages were excluded from the downloaded material, and the analysis 
focused on textual content. The pictures were either about drugs or in some cases the vendor had their 
own logo in their advertisements. Were those taken into analysis, there is a danger that a vendor’s 
identity can be identified from the published research. This decision was made to minimise any 
potential damage to the advertisers at Sipulimarket. 

Harviainen, et al. (2021, p. 4676) have pointed out that the nature of dark web drug communities 
'requires extensive care and the extension of existing safety protocols'. Our ethical principle has been 
to avoid doing any harm to any of the members of the communities under study, and to minimise harm
in cases where the advertisers might be recognised despite our best efforts (see also Martin and 
Christin, 2016; Ferguson, 2017; Harviainen et al., 2021).

Our approach is based on the Gioia methodology (e,g., Gioia, et al., 2013), which brings qualitative 
rigor to the conduct and presentation of inductive research. At the core of this grounded process is the 
avoidance of forcing data into existing constructs, and instead developing analytic categories based on
what was actually said and done. It offers a researcher a new way to organise data structure in 
qualitative analysis by using concepts, themes and aggregating dimensions (see Table 1), which are 
used in theory development. Due to the lack of previous research on the topic this methodological 
framework can also be understood to belong into the wider tradition of Grounded Theory (see e.g. 
Strauss and Corbin, 1997), of which this method is one sub-type (Gioia, et al., 2013). A central 
advantage of the aggregation conducted in this way is that it combines the empirical evidence with the 
higher order themes to be developed, allowing for the presentation of findings in the context of further 
theorising. The following sections reflect this, and are structured so that under the major themes can be
found examples that were used in the aggregation. 

Results 

Main factors in marketing speech

The four elements on which the information sharing in the marketing speech is based can be clearly 
distinguished from the messages on Sipulimarket. They are 1) quality and 2) effects of the drugs 
(which we discuss here together), 3) price and 4) persuasiveness of the vendor. In the following, we 
analyse these key drivers in more detail. The products sold via Sipulimarket were mostly 
cannabinoids, amphetamine, prescription drugs that can be misused (e.g., opioids) and hormones. The 
most commonly tried or used drug in Finland is cannabis, according to Finnish Institute for health and 
welfare (THL, 2019. Sipulimarket is a marketplace for sellers of different types of drugs and 
hormones. Differences in the marketing discourse of different products can therefore be observed, as 
different drugs are marketed to different target groups. This also explains why several vendors 
specialise in a product (e.g., hashish or hormones). In practice, this is reflected in the fact that, for 
example, hashish is marketed as an organic product based on the values of the target group, ecstasy as 
an explosive party drug and hormones are emphasised to come from pharmacies, which increases the 
credibility of the product’s quality.

Table 1 summarises examples of three themes representing different types of marketing speech and 
analyses their significance, developed from first-order comments, exemplified here through quotes. 
Themes mentioned in Table 1 are examined in more detail below.



Table 1. Main factors of the information shared: development of themes
THEME RESUME QUOTE
Quality and effects of the drugs The aim is to convince customers of

the quality of the drug by telling it 
about the variety and its 
characteristics.

Cross between Critical + and 
Cheese. The scent of the knob is 
light apple. Flower texture slightly 
airy. However, the resin is found in 
moderation. Indica in genetics but 
more sativa in effect.

Quality and effects of the drugs The seller gives instructions for the 
ingestion of the “magic 
mushrooms” in order to make the 
experience of them as successful as 
possible.

To achieve a pleasant trip 
experience, you should set aside 
enough time and a peaceful 
environment. The effect of Trip can 
be accelerated by dissolving the 
crushed mushroom in lemon juice, 
whereby the psilocybin in the 
mushroom is directly converted to 
psilosin. In this case, the trip is 
stronger but shorter. However, we 
recommend this method only for 
accustomed users.

Quality and effects of the drugs The seller’s goal is to warn the 
customer about the side effects of 
the drug. At the same time, 
cannabis is indirectly equated with 
legal stimulants such as alcohol and
cigarettes, which use similar 
warning texts.

Keep out of the reach of children 
and animals. Not for children or for 
pregnant and breastfeeding women.

Price Promoting the sales with a cheap 
price image.

Cristal meth! Cheapest price at 
Sipulimarket!!!

Price & Quality In addition to product quality, 
marketing emphasises the price-
quality ratio

Finland’s strongest dry 
amphetamine. You won’t find better
price-quality anywhere. Extension 
even double or triple.

Persuasiveness Careful packaging of the product as 
a factor that promotes the 
unobtrusive and safe arrival of the 
drug.

The products are packed in a 
mylarp bag, which is sealed with a 
heat seal. We do not use the plus 
sign in the mail.

Persuasiveness Emphasis on manufacturing method
and domesticity.

The product is made from 
organically grown domestic 
inflorescence without the use of 
solvents. Separated from water and 
ice using BubbleBags. 

Persuasiveness Emphasis on the seller’s experience 
and expertise.

N.N. [vendor’s name], a reliable 
Finnish doping expert, serves its 
customers in all matters related to 
doping. For more information about
our products, ask directly from us.

Persuasiveness Emphasising security issues. Your security is taken care of by a 
dedicated cryptography professional
with several decades of solid 
experience. All data is more than 
behind sufficiently rigorous 
algorithms and is never processed 
outside of TAILS (tails.boum.org). 
The data will not be stored in any 
form after the order has been 
placed.



Two types of information that have been used in advertising can be clearly distinguished from the 
material: persuasive information and factual informative information. The former is primarily based 
on emotional factors, and the latter is based on product information.

Quality and effects of the drugs

Above all, domesticity and the fact that drugs are mailed from inside Finland are considered to be key 
factors. In this case, the risk of getting caught is lower. Above all, the sales speech on hormones and 
narcotic drugs (e.g., opiate derivatives) emphasises this domesticity, as do statements about the seller 
being an ethnic Finn. If the hormones and medicines come from domestic pharmacies, this is 
considered a significant guarantee of quality.

Marketing speech is enhanced in all advertisements with the help of images. For example, images 
taken from the packaging of hormone products and various drugs verify their authenticity. Similarly, 
there is almost always an image of drugs in the marketing message, which thus increases the 
effectiveness and reliability of the advertisement. The images can therefore be seen as increasing the 
efficiency and trustworthiness and proving the high quality of the product.

Quality of the drugs is in an important role when making decisions about which vendor to use. By 
telling in detail the product features, customers can be convinced about quality. One important factor 
in marketing is to tell the customers about the strength of the drugs and their effects. To emphasise 
their responsibility, vendors provide dosing and use instructions for the drugs that they sell. Several 
vendors seek to emphasise responsibility in use and drug storage, as well as the sales. This may 
implicate that some vendors see the sale of cannabis as ideologically justified.

Some vendors at Sipulimarket also had sweets and biscuits containing cannabis for sale. In addition to 
giving dosage instructions, customers were also warned about the harms drug usage may cause.
This statement, reminiscent of the warning text on cigarette packs, shows a similarity to the marketing 
of alcohol and tobacco. Although the products sold are harmful to health and in this case illegal, the 
seller emphasises that pregnant and lactating women and also children, should refrain from using these
products. 

Many vendors underlined that they do not sell drugs to minors. This may be an indication of a sense of
responsibility, but more likely it is due to the desire to avoid harsher punishments. In Finland, the sale 
of drugs to minors is automatically a serious drug offense punishable by a more severe sentence (see 
also Haasio, et al., 2020).

In some cases when cannabinoids were sold, descriptions of medicinal effects were also used as part 
of the marketing discourse. According to the vendors, cannabinoids help with depression and anxiety 
when used as medicine. Interestingly, some pharmaceutical drugs, which do not actually have a 
narcotic effect, such as sildenafil and prescription-strength ibuprofen, were also sold at Sipulimarket. 
A likely reason for this, based on our other data sets, is that these products require a prescription, and 
can be used to counteract some of the negative side effects of illegal drugs (e.g., amphetamine-
correlated erectile dysfunction; Chou, et al., 2015), or their withdrawal symptoms. Needles and 
syringes were also for sale by some vendors.

There was little use of over-the-top words (e.g., “fantastic”) in the marketing speech. The argument 
was based primarily on product characteristics such as continuity, strength, or cannabis variety. The 
strongest expressions were “really functional” type claims, for example, when linked to amphetamine, 
or “the best one here”. It can be assumed that by exaggerating the characteristics of the product, a 
stable position in the drug market cannot be achieved. This may, however, also be connected to the 
Finnish cultural dislike of hyperbole, and therefore the finding is possibly not generalisable to other 
countries’ drug sales.



The entrepreneur has to understand his/her customer’s behaviour and needs. This process can be called
a sensemaking process of one’s customers’ behaviour. Bettiol, et al. (2012) have pointed out that 
sensemaking in small and medium enterprises is an important strategic factor to help their marketing. 
Despite the illegality of products sold, sensemaking is in an important role to build a strategy to sell 
drugs. In a similar manner, customers have information gaps (as per Dervin, 2003) about seller 
reliability and product quality. By using marketing speech, the sellers at least partially help their 
customers to cross those gaps – or, in the case of unreliable vendors, pretend that they help.

Price

Due to the illegality of the drug trade, risks for sellers are high. Based on the content of the ads, we 
observed that they want to compete primarily on quality, not so much on price. Given the limited 
number of drugs on the market, it is clear that price may not be the main way to market the products 
being sold.

Price is one competitive factor, above all in the form of volume discounts and introductory offers. In 
some cases, some products are also depreciation items that are marketed at a lower price. Price can 
also be used as an element of competition and emphasise the cheapeners of one’s own product over 
other similar drugs on the market. When price is a marketing tool on the Sipulimarket cryptomarket, 
discounts are mostly based on quantity. There are also some bulk sales; especially the “rest of the 
stock” are sometimes sold at a reduced price.

Trust and persuasiveness

Trust in the vendor plays a key role when it comes to persuasiveness. This is mainly due to the seller’s
expertise, the delivery of the products to the customer and the overall image that the seller gives of his 
activities and knowledge about drugs.

Feedback acquired from one’s customers is also one way to promote one’s goods. The vendors are 
happy to use on customer feedback that the service has the opportunity to provide. Verbal customer 
feedback cannot be given on-site, but a plus, neutral or minus sign can be given to the seller if desired.
In all advertisements, the vendors tell about themselves. Domestic goods, delivery security, 
inconspicuous deliveries and escrow payments by Bitcoin are typical features for most of the vendors 
operating on Sipulimarket. Some sellers offer a geocache-type option with GPS coordinates as an 
alternative to mail delivery, especially for large purchases. Also, escrow is used often in payments, in 
order to secure the transaction. It means that there is a contractual arrangement in which a third party 
receives and disburses money or property for the primary parties. In almost all cases the vendors give 
very strict instructions for how the orders are to be made and how the products will be delivered.
 
Typical features mentioned in the advertisements of Sipulimarket can be summarised as follows:

1) Emphasis on quality
2) Enabling escrow in payments
3) Mention about the delivery schedule
4) Information on the packaging method to ensure the anonymity and invisibility
5) Opportunity to deliver drugs to the terrain cache
6) Drugs are not sold to minors

The technical features (2-6) of the delivery are the features that unite them. The vendors’ PGP key is 
also mentioned at the end of all advertisements. This enables safer communication and is one factor 
that increases trust between a vendor and a customer.

One notable feature of several announcements is the expertise that is conveyed e.g., with a very 
analytical and even scientific description of many products. Information on the composition of drugs 
and, for example, information on cannabis varieties and their characteristics is a key selling point. 



As can be seen from the example above (see also Table 1), describing the origin of a product, its 
features and the method of manufacturing is an important way of convincing buyers of its quality. 
Here, too, emphasis is placed on domesticity as a guarantee of quality. Estimates of foreign websites 
for seeds of different cannabis species are also used to argue for product quality. The quality of 
hormones is also justified by the laboratory results of the products sold, to which the seller has links in
the advertisement. Also, in some cases the vendors describe the manufacturing process very precisely, 
to convince their customers.

Some vendors specialise in certain products, with many of them also showing this in their usernames. 
Vendors of hormones or cannabis, in particular, focus specifically on these substances. Specialising 
increases also the persuasiveness – the vendor’s knowledge about his product is presumably better. 
Especially when concerning hormones, the customers may identify themselves differently from drug 
users. Both types of substances are illegal to sell, but the clientele is likely to be very different (see 
Harviainen, et al., 2020). Athletes who do not consider themselves drug addicts are the ones who buy 
the hormones.

Many drug users, in turn, made a clear distinction between cannabis and other drugs. The risks 
associated with cannabis use are considered to be clearly lower, and its use is often more acceptable in
the Finnish society (Karjalainen, et al., 2020). Cannabis may be understood as an alcohol-like 
stimulant, and some of its users do not have a positive attitude towards the use of so-called “hard 
drugs” like amphetamine or opioids. By specialising on cannabis, the customers’ trust in a 
knowledgeable seller of a quality stimulant is easier to achieve. At the same time, the risk of having to 
deal with untrustworthy “junkies” as customers largely disappears (see e.g., Harviainen, et al., 2020). 
In some cases, the vendors also carried out product development and processed drugs into biscuits and
caramels, for example. These products were also named after the vendor, and they were available only
from a certain vendor.

When it comes to selling and buying illegal substances, security is paramount to also most customers, 
not just the sellers. Authorities are monitoring the activities of cryptomarkets and drug trading image 
boards, and neither side wants information about the drug trade to fall into the hands of the police. For 
this reason, convincing customers about the security of trading is important and creates a positive 
image of the trader as well as increases further confidence in him/her.

Trust and persuasiveness are dependent on each other. For developing them, the vendors are building 
an image of their store, which is analysed more closely in next chapter.

Image building of a drug store

The drug stores at Sipulimarket have clearly tried to build a professional and trustable image of 
themselves. The image of the drug store is based on three elements: persuasiveness, quality and price, 
as well as influenced by the vendor’s chosen username (see Figure. 1). 



Figure 1: Factors influencing the image of a cryptomarket drug vendor.

Vendors on cryptomarkets on the other hand often constantly use the same name in their shop, if they 
can. This way, they are more systematically building an image of their business. At the same time, 
their credibility as trading partners is also better.

In addition to the persuasiveness, price and quality of the products mentioned above, one more key 
building factor is the image created through advertising and marketing. The name of the drug store, 
sharing of drug-related information, increase or decrease reliability and vendors’ own products like 
drugs processed into caramels build that image. Specialisation in the sale of certain drugs also tends to 
increase the credibility of the seller. In practice, this means that the detailed information provided by 
the seller about the origin of the drug or hormones and the characteristics of the cannabis variety, for 
example, will better convince the buyer of the seller’s expertise. The further processing of the products
into biscuits and caramels containing cannabis, for example, is also an indication that the seller has 
invested in developing his or her product. This is highly in line with the observations made by Bilgrei 
(2018) on the way in which online drug subcultures are also environments for sharing peer-to-peer 
information on drug creation, use and effects, and how that sharing creates social status as trusted 
experts within the community. 

Author 3 (Hämäläinen, 2019; Hämäläinen, et al., 2021; Hämäläinen and Ruokolainen, 2021) has 
analysed the names of different shops in previous studies. By selecting a certain type of “company” 
name the vendor builds his/her image. The fact that many vendors perform as a collective (store), 
increases the reliability and is an important way to build vendor’s image. The name is a guarantee of 
quality and also distinguishes actors in the drug trade. When a vendor operating under a certain name 
receives a lot of positive feedback in a cryptomarket, his/her positive image as a trusted seller grows.

Conclusion

Based on our research, the goal of drug vendors is to create the image of a reliable seller who is 
competitive in terms of price and, above all, quality in order to promote sales. Information shared 
supports this goal and there are two kinds of information shared: persuasive information and factual 
informative information.

The aim is to justify the high quality of the products sold with expert comments on the product’s 
characteristics, origin and composition. The aim is also to create a convincing image of a reliable 
seller who delivers the ordered drugs reliably and unobtrusively to his customers. This is supported by,
among other things, escrow fees, mailing schedules and mentions of how the drugs are packaged and 
how the mail is delivered to the subscriber. All this together with the user feedback given by likes and 
dislikes, the image of the vendor is created. 



One factor influencing image formation is the username of the vendor. It aims to create an image of, 
for example, a knowledgeable salesperson specialising in a particular drug, honesty, or other factors 
that increase the seller’s credibility. Most usernames are in Finnish, possibly to create an image of 
domesticity, but English names are not rare either.

Domesticity is a key factor in building trust and a positive image. This is reflected in both the product 
descriptions and the names. Especially the country of origin of prescription drugs and hormones, in 
particular, is important for reliability and customer satisfaction. That is an example of the importance 
of information sharing which supports marketing when choosing the shop’s name. Persuasiveness also
has an important role when speaking about the image. It is based above all on customer feedback, 
product information and a professional approach, which is reflected, for example, in the regularity of 
deliveries and schedules.

As shown, many features of illicit drug marketing and marketing done in small legal businesses as 
well as used strategies are very similar. In criminal business, the same marketing and advertising 
methods are used to convince the customers. Building a trustworthy image by using same methods is 
important for both.

From a marketing perspective, convincing the customer about the quality of the product is key. This 
comes out clearly and is of great importance because there are competing sellers in the market. The 
quality of a product can best be argued above all by means of related facts (e.g., domesticity, 
biodynamics, etc.). Such discussion on drug quality is, in the light of previous studies, a central need 
for information (Haasio, et al., 2020) in Dark Web marketplaces.

In further studies concerning illicit drug sales and their marketing, it would be interesting to analyse 
the negative feedback given to the vendors. Why is the dislike button pressed and what are the reasons
not to use a certain vendor’s services? Also, the user’s views of a reliable trader are an interesting 
object of study. From what elements do persuasiveness and reliability arise in the minds of customers 
and what prejudices against vendors exist? This requires further research and the use of qualitative 
methods through interview research or field ethnography. The challenge is to get informants to the 
interviews, because it is about their participation in an illegal activity.
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